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WHAT ROLE DO (OR SHOULD) SHIPPING REGISTERS PLAY IN PREVENTING OR DETECTING USE OF 

SHIPPING TO EVADE CONTROLS? 

The UN Panel of Experts 2018 report on findings and recommendations in respect of UN sanctions 

imposed on the Democratic People’s Republic of Korea (DPRK)1 highlighted several means by which 

ships and shipping were used to evade the prohibitions and restrictions imposed by the UN Security 

Council Resolutions.  Subsequent reports from the same source, as well as other reports involving 

shipping to or from Venezuela and Syria, have made clear that the type of problems identified in the 

2018 report continue and have increased. 

Whilst law enforcement and regulators have a role in ensuring shipping is not used to circumvent 

not only UN (and other) sanctions, but also other export and trade controls, smuggling, human 

trafficking and other illicit activities, in at least in some jurisdictions, corporate service providers, 

banks and insurers also have some responsibilities as “gatekeepers” – if only to avoid themselves 

becoming liable – but what about the role of the shipping registers? 

Recent years have provided extensive evidence of the role of shipping in illicit activities, not just in 

“traditional” smuggling and migrant trafficking, but anything from the role playing in evading UN 

sanctions on the DPRK and restrictions formerly placed upon Iranian shipping to the involvement of 

vessels in illegal, unreported and unregulated (IUU) fishing2 - see below for a (probably non-

exhaustive) list of potential illicit activities. 

In the past, the role of shipping registers3 has been to largely confine themselves to ensuring that 

the vessels on their registers comply with the relevant statutory requirements – typically so that the 

legal ownership of the vessel can be established (especially where mortgaged), and that certain 

safety requirements (for the vessel, its crew and in respect of the threat of pollution) are met4.  They 

have not normally been required to undertake any form of “know your customer” (KYC) or customer 

 
1  http://www.un.org/ga/search/view_doc.asp?symbol=S/2018/171  
2  The EU Regulation to prevent, deter and eliminate IUU fishing entered into force on 1st January 2010. The 
European Commission reports that it is working actively with all stakeholders to ensure coherent application of 
the IUU Regulation.  Greenpeace has issued lists said to contain the names of irresponsible fishing operators 
and the companies behind them - http://blacklist.greenpeace.org/home  
3  In addition to their role in generating revenue for the jurisdiction involved – an important factor in many, 
especially offshore centres. 
4  In this way they may be likened in some ways to company registries, which also were generally regarded as 
repositories and did not normally undertake detailed KYC/CDD checks for AML/CFT or similar purposes.  In 
2008, it was reported that a detailed examination of the records at UK Companies House undertaken by 
World-Check had revealed that the names of almost 4,000 directors of British companies appeared on 
international watchlists of alleged fraudsters, money launderers, terror financiers and corrupt officials.  It is 
interesting to speculate what a similar exercise on some shipping registries might reveal. 

http://www.un.org/ga/search/view_doc.asp?symbol=S/2018/171
http://blacklist.greenpeace.org/home
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due diligence (CDD) checks that other bodies might be required to undertake for the purposes of 

anti-money laundering and countering terrorist financing (AML/CFT)5.   

Some of the checks they might have taken to verify the information provided in an application may 

have been similar in some respects to those required for AML/CFT purposes and, in at least some 

jurisdictions, the registry might be required to report any suspicions relating to money laundering or 

terrorist financing6 to the relevant local authorities.  In general, however, neither the local 

authorities (financial intelligence unit, customs, police) nor international or supranational bodies 

(such as the UN and EU) had appeared to have focussed attention on registries. 

Another factor for increased attention being paid to the shipping sector can be said to be the 

increasing importance in many countries of anti-bribery and corruption laws with extra-territorial 

effect.  Ships and shipping can become involved in a variety of ways – including bribes to accept or 

clear cargo, movement of stolen or misappropriated cargo, payments to facilitate access or passage. 

A 2005 report even said that, given the volume of global trade that is shipped by sea, studies 

postulated that a “functional nuclear weapon” could be readily “moved about in an ordinary 

shipping container”7.   

However, the increasingly holistic approach to AML/CFT now being taken by the Financial Action 

Task Force (FATF), and similar regional bodies carrying out their roles using FATF standards and 

recommendations8, and the stress on not only technical compliance with requirements but even 

more on proving the effectiveness of the compliance, is likely to see increasing attention paid to 

areas such as shipping and aircraft registries that, in the past, were seen as outside the scope of 

compliance control, or at least somewhat peripheral. 

 
5  However, in March 2018 Panama issued its “Restricted Vessels” list which included vessels that have been 
deleted from the Panama Ship Registry, as a result of investigations that have shown links to the DPRK, or 
vessels that have been reported as vessels having link to DPKR https://www.segumar.com/wp-
content/uploads/2018/03/PANAMA-Nave-Canceladas-Corea-del-Norte-MAR-06VER01-SE-ELIMINAN-NAVE-DE-
COREA-AUN-EN-PROCESO-DE-CANCELACION.pdf  
6  For example, that the vessels might have been purchased with the proceeds of crime (perhaps the best 
example would be in those jurisdictions whose registries host “superyachts”). 
7  Richard T. Kouzes, “Detecting Illicit Nuclear Materials: The Installation of Radiological Monitoring Equipment 
in the United States and Overseas Is Helping Thwart Nuclear Terrorism,” American Scientist, Vol. 93, No. 5 
(2005), p. 425. 
8  The 9 so-called FATF-Style Regional Bodies (FSRB), such as the Council of Europe’s MONEYVAL, the 
Asia/Pacific Group on Money Laundering (APG) and the Latin America Anti-Money Laundering Group 
(GAFILAT). 

https://www.segumar.com/wp-content/uploads/2018/03/PANAMA-Nave-Canceladas-Corea-del-Norte-MAR-06VER01-SE-ELIMINAN-NAVE-DE-COREA-AUN-EN-PROCESO-DE-CANCELACION.pdf
https://www.segumar.com/wp-content/uploads/2018/03/PANAMA-Nave-Canceladas-Corea-del-Norte-MAR-06VER01-SE-ELIMINAN-NAVE-DE-COREA-AUN-EN-PROCESO-DE-CANCELACION.pdf
https://www.segumar.com/wp-content/uploads/2018/03/PANAMA-Nave-Canceladas-Corea-del-Norte-MAR-06VER01-SE-ELIMINAN-NAVE-DE-COREA-AUN-EN-PROCESO-DE-CANCELACION.pdf
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Increased attention is also being paid to the involvement of shipping and the shipping sector in 

evasion of sanctions by the UN, EU and US authorities9.  In March 2017, VERTIC10 announced that it 

was implementing a project on ‘Improving Global Implementation of Maritime Sanctions on North 

Korea’, in a consortium with the James Martin Center for Nonproliferation Studies (CNS) in the US 

and King’s College London (KCL).  The project, funded by the US State Department, aimed to counter 

North Korea’s nuclear and missile programmes by preventing North Korea from obtaining revenue 

via prohibited maritime trade that directly funds North Korea’s nuclear and missile efforts.  One of 

the ways this is to be done is by providing guidance and assistance to registries on how to carry out 

the sort of KYC and CDD controls required. 

 

THE UN PANEL OF EXPERTS REPORT ON NORTH KOREA 

In addition to the obvious question of how the DPRK continued to export goods in defiance of the 

sanctions11, some of which at least must involve maritime transportation, the UN Panel of Experts 

identified several specific ways in which shipping was implicated – 

• The Panel investigated illicit ship-to-ship transfers of petroleum comprising a multi-million-

dollar business that is driving an international network of brokers and ship charterers as well 

as unwitting global commodity trading companies and oil suppliers.  It found that the 

network behind the vessels was primarily based in Taiwan, while there were affiliated 

companies were registered in the Marshall Islands and the British Virgin Islands (BVI), with 

ships flagged in Dominica, Hong Kong, China, Panama and Sierra Leone.  The Panel also said 

it was investigating several multinational oil companies for their roles in the supply chain of 

petroleum products transferred to the DPRK; and   

•  DPRK was said to be continuing its illicit coal exports, with the country combining deceptive 

navigation patterns, signals manipulation, trans-shipment and fraudulent documentation to 

obscure the origin of the coal.  The Panel investigated more than 30 cases of exports of coal 

from the DPRK to at least 4 States in South-East Asia, including several cases that involved 

the trans-shipment of coal via Russian Far Eastern ports. 

 
9  In June 2019, the Nonproliferation Review published a study examining the history of, and challenges to the 
detection of nuclear and radiological materials in maritime facilities: 
https://www.tandfonline.com/doi/pdf/10.1080/10736700.2019.1610256?needAccess=true&  
10 Based in London in 1986, VERTIC (the Verification Research, Training and Information Centre) is an 
independent, non-profit making charitable organization. VERTIC supports the development, implementation 
and verification of international agreements as well as initiatives in related areas. http://www.vertic.org/  
11  For example, the report said that the DPRK exported a total of $62,184,815 in iron and steel between 
January and September 2017 to Barbados, Bolivia, Chile, China, Costa Rica, El Salvador, India, Ireland, Mexico, 
Pakistan, the Philippines, and the Russian Federation.  All of these exports were, or could be, in violation of 
existing sanctions. 

https://www.tandfonline.com/doi/pdf/10.1080/10736700.2019.1610256?needAccess=true&
http://www.vertic.org/
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A sizeable number of vessels, as well as companies and individuals have been designated as being 

subject to sanctions measures, by the UN, the US authorities and the EU, for involvement in 

breaches or evasion of sanctions measures. 

Methods employed by the DPRK and those assisting it included a combination of multiple evasion 

techniques, deceptive routes and deceptive shipping tactics.  Techniques identified included 

manipulation of the Automatic Identification System (AIS)12, loitering, voyage deviations and 

fraudulent documentation.  In respect of the movements of coal, the report said that the Panel 

found extensive use of a combination of multiple evasion tactics, including indirect routes, detours, 

loitering, false documentation, trans-shipment through third countries and manipulation of AIS 

signals and destinations/estimated times of arrival, as well as changes to the class, length and draft 

of the vessels.  These are used to obfuscate actual routes, conceal port calls and give the impression 

that the coal was loaded in ports other than in the DPRK.  The consistency and similarity of the 

tactics suggest that they are part of a centralized strategy on the part of the DPRK to evade the 

commodities ban. 

It is important to note that, as explained further below, the temporary loss of an AIS signal may not, 

in itself, signify illicit activity is taking place.  While AIS may be required by regulations, it is 

voluntary, the sense that it can be turned off by the vessel, being in essence a one-way radio signal.  

The OFAC Advisory in 2020 identified AIS transmission gaps as a red flag, but there can be innocent 

reasons for a gap – meaning that each needs to be investigated before assuming the potential for 

illegal activity.  In fact, it is said by the shipping industry that the majority of gaps are not deliberate 

and caused by a sensor not picking up the ship’s signal.  Such a loss might be the result of – 

• there being no nearby terrestrial station; 

• overloading of the system by there being too many ships in one area; 

• weather conditions; or 

• jamming of GPS (such as occurred in Syria during its civil war). 

In addition, as we shall see, a ship may disable its AIS signal for other good reasons. 

However, the leading maritime intelligence service, Windward, has argued that vessels are unlikely 

to deliberately turn off their AIS transmissions unless they have a good (or very bad) reason to do 

so.  This is because AIS transmissions are a basic safety protocol, created to avoid accidents at sea – 

 
12  Used to track a vessel’s progress using Internet websites: http://www.shipais.com/  It was actually 
developed as a collision avoidance system that gives information all the ships in your area, their speed and 
courses and how to contact them (name, callsign, MMSI). This information is publicly broadcast on VHF radio 
which can be picked up either by other ships or by shore-based receivers.  See 
http://www.shipais.com/doc/about.php  

http://www.shipais.com/
http://www.shipais.com/doc/about.php
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and if a vessel is involved in an accident while intentionally not transmitting, the resulting damage 

may not be covered by insurance13. 

In May 2020, all International Group P+I Clubs agreed a common minimum standard of AIS 

tracking14. 

In June 2020, the Panama Marine Authority said that it would impose sanctions on vessels, including 

fines of up to $10,000 and withdrawing the use of its flag from the ship, if there was deliberately 

tempering to deactivate, tamper or alter the operation of tracking transponders15. 

However, in June 2021 the first recorded instance of orchestrated AIS manipulation was discovered, 

with maritime consultancy Windward warning that this was a sign that “bad actors have now 

attained technologies and know-how enabling them to co-opt electronic warfare manipulations 

that up until now were only in the hands of states16”.   

There was also said to be extensive evidence of false cargo documentation.  Although authentic 

verification documents and stamps accompanied numerous contracts, bills of lading, certificates and 

warranties of origin, many vessels never visited the ports in mentioned in the documentation17. 

The UN Panel noted problems in enforcement caused by the offshore nature of much of the affected 

oil, maritime and finance sectors involved, or potentially involved. 

In its July 2020 report, the UN Panel of Experts reported 17 instances of shipping-related sanctions 

violations during 2019-20, compared to 14 in the previous year. This latest report cited AIS 

tampering, physical disguise, the use of small vessels without IMO numbers18, name-changing, ship-

to-ship transfers at sea, including night transfers and other forms of identity fraud - as well as new 

techniques, such as using a different class of AIS transponder, designed for smaller ships like fishing 

boats, which has a shorter range for broadcasting the ship’s location.  Many of the violations not 

involving China directly, were said to involve so-called “flags of convenience”.19   

 

 

 

 
13  https://windward.ai/blog/mind-the-ais-gap/   
14  http://www.gard.no/Content/29697320/MemberCircular_5_2020.pdf 
15  https://www.marinelink.com/news/panama-fine-ships-tamper-transponders-478940  
16  https://windward.ai/blog/gns-manipulation-illusion-knowledge  
17  Given the stated involvement of offshore companies and jurisdictions, where even a reputable business (or 
law enforcement or a regulator) were involved, there would be an obvious reliance on such apparently bona 
fide documentation. 
18  For example, the frequent use of Chinese “self-propelled ocean-going barges” that do not require IMO 
numbers and are able to return to China’s rivers to deliver DPRK coal directly to its customers. 
19  https://isis-online.org/uploads/isis-
reports/documents/North_Korea_PoE_sanctions_analysis_report_July_1_Final.pdf  In all 17 countries were 
said to be involved - Belize, BVI, China, Cook Islands, Honduras, Hong Kong, Indonesia, Marshall Islands, Palau, 
Panama, Philippines, Sierra Leone, Singapore, Togo, US, Vanuatu, Vietnam 

https://windward.ai/blog/mind-the-ais-gap/
http://www.gard.no/Content/29697320/MemberCircular_5_2020.pdf
https://www.marinelink.com/news/panama-fine-ships-tamper-transponders-478940
https://windward.ai/blog/gns-manipulation-illusion-knowledge
https://isis-online.org/uploads/isis-reports/documents/North_Korea_PoE_sanctions_analysis_report_July_1_Final.pdf
https://isis-online.org/uploads/isis-reports/documents/North_Korea_PoE_sanctions_analysis_report_July_1_Final.pdf
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OTHER FACTORS THAT REGISTRIES MIGHT CONSIDER 

In addition to falling foul of sanctions legislation, shipping registries might want to take account of 

other reasons for introducing some adequate form of KYC/CDD.  These are more intangible, but 

could have equally severe effects, and might include the following. 

The attitude and use of a country’s shipping registry, and the degree of oversight and control 

involved can be a factor during reviews by FATF and FSRB (see comments about the Cameroon 

registry below).  Even if the registries themselves are not seen as falling within the scope of the 

AML/CFT, sanctions and proliferation review process, what they do, and any evidence of past bad 

publicity and/or inadequate regard to AML/CFT etc in their practices can and will be something 

taken into account by the reviewing team in its overall risk assessment (particularly in the pre-visit 

preparation). 

Increasingly, major organisations, including banks, are becoming more risk averse and (as illustrated 

in the case of IRISL and the Isle of Man below) can threaten or take preventive action to minimise 

risks.  If a registry or the arrangements it oversees are seen as not doing enough to prevent abuses 

by a reviewing body, or is criticised for such by another government (such as in the International 

Narcotics Control Strategy Report published annually by the US State Department) or a non-

governmental organisation, or is the subject of an exposé such as Panama Papers or the Paradise 

Papers, it might find itself not considered as suitable and not be considered for use by reputable 

businesses. 

The fallout from any scandal or exposé also risks reputational risk, sometimes considerable, and not 

only to the registry and any vessels and companies involved, but to the jurisdiction as a whole.  This 

can lead to an accumulation of perception that the registry, and the jurisdiction and its shipping 

sector, are poorly managed and that registry, sector and the jurisdiction itself similarly suffer from 

poor governance.  This then may lead to it and they being regarded as higher risk, and a less suitable 

partner or place to undertake business. 

Inevitably perhaps, any pressure to introduce KYC/CDD controls is more likely to be felt in the 

smaller, poorer and offshore jurisdictions.  These are most open to persuasion or pressure from 

larger countries, and more susceptible to the effects that scandals, exposés and bad reports can 

have on their reputation and business.  Some jurisdictions already have a poor reputation, but there 

are others that have a good reputation for management of ships on their register and which they 

would want to protect. 
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WHAT ILLICIT ACTIVITIES DO OR CAN INVOLVE SHIPPING? 

These can be many and various, and include – 

• VIOLATING UN OR EU (OR US OR REGIONAL BODIES’) SANCTIONS that can impose such 

things as arms embargoes or more general trade embargoes20.  They can also restrict or 

prohibit the use of a country’s vessels in trade with a country or entity – the obvious current 

example involves the DPRK21, though in July 2019, King’s College London published a report 

and case study showing that despite US and EU sanctions, Iran and Russia have been 

transferring oil and refined petroleum products to Syria, with some western companies and 

western-flagged vessels were wittingly or unwittingly involved in oil and jet fuel transfer to 

Syria22.  In November 2019, it was announced that the US would target shipping companies 

that are in breach of sanctions and aggressively enforce measures across the globe to clamp 

down on such practices23.  P+I Clubs have warned that any activity assessed to be a breach of 

sanctions would result in the withdrawal of insurance cover24 - and in one such case in 

August 2019, a German bank launched litigation seeking the arrest of 2 tankers in Singapore 

after the London P+I Club notified that its coverage for the vessels would be terminated, and 

after the bank had been contacted by Lloyds to comment on reports of the termination25. 

In December 2020, HM Treasury’s Office of Financial Sanctions Implementation (OFSI) 

published financial sanctions guidance for entities and individuals operating in the maritime 

shipping sector26. 

In its Advisory on “Sanctions Risks Related to Shipping Petroleum to Syria” in November 

201827, the US Treasury listed some of the deceptive practices identified as having been 

 
20  In November 2018, Project Alpha at King’s College London published a paper examining the interplay 
between UN sanctions and the rules governing the maritime sector, showing how the sanctions impose 
requirements on shipowners, shipping companies that go beyond the rules of the International Maritime 
Organisation (IMO).  The paper also argued that the IMO rules do not permit the effective implementation of 
sanctions, and it identifies a number of issues and opportunities for changes to be made to the rules. See 
https://projectalpha.eu/discussion-paper-un-maritime-sanctions-and-the-international-organisation/  
21  In April 2019, Lloyds of London issued Market Bulletin Y5246 to advise that existing due diligence and 
monitoring procedures should be reviewed and validated in relation to marine cargo and hull exposures in the 
light of North Korean, Syrian and Iran sanctions risks, including proliferation risk. 
22  The case study involved the supply of oil and jet fuel to Syria and involved Russia as well:  
https://www.kcl.ac.uk/news/sovfracht-indictment-and-oiljet-fuel-transfer-to-syria  
23  https://www.hellenicshippingnews.com/u-s-sets-sights-on-shipping-companies-for-sanctions-evasions/  
24  https://www.igpandi.org/article/democratic-peoples-republic-of-korea-dprk-sanctions-enforcement-update 
and https://lloydslist.maritimeintelligence.informa.com/LL1128907/PI-clubs-warned-over-vessels-bypassing-
sanctions-on-Iran  
25  https://www.hellenicshippingnews.com/iran-sanctions-breach-suspicion-prompts-bank-to-seize-ships/  
26https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948299
/OFSI_Guidance_-_Maritime_.pdf  
27  https://www.treasury.gov/resource-
center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf  

https://projectalpha.eu/discussion-paper-un-maritime-sanctions-and-the-international-organisation/
https://www.kcl.ac.uk/news/sovfracht-indictment-and-oiljet-fuel-transfer-to-syria
https://www.hellenicshippingnews.com/u-s-sets-sights-on-shipping-companies-for-sanctions-evasions/
https://www.igpandi.org/article/democratic-peoples-republic-of-korea-dprk-sanctions-enforcement-update
https://lloydslist.maritimeintelligence.informa.com/LL1128907/PI-clubs-warned-over-vessels-bypassing-sanctions-on-Iran
https://lloydslist.maritimeintelligence.informa.com/LL1128907/PI-clubs-warned-over-vessels-bypassing-sanctions-on-Iran
https://www.hellenicshippingnews.com/iran-sanctions-breach-suspicion-prompts-bank-to-seize-ships/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948299/OFSI_Guidance_-_Maritime_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948299/OFSI_Guidance_-_Maritime_.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
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used to ship oil products to Syria.  These included falsified cargo and vessel documents (see 

also below on “Falsified Ship Registration”), ship to ship (STS) transfers (which can be on the 

high seas) and the disabling of a vessel’s AIS. 

• SMUGGLING OF GOODS INTO OR OUT OF A TERRITORY – smuggling has a long history and 

still goes on and can include the illicit removal of goods as well as the illicit supply; such as 

the removal of oil from territory controlled by ISIS in Iraq during the conflict there.  Almost 

anything may be smuggled, from the traditional alcohol and tobacco to arms and military 

equipment, endangered species, timber, currency, gold, oil, coal etc.  The Italian authorities 

used to regularly detain small coaster-type vessels involved in the contraband cigarette and 

tobacco trade around the Mediterranean28. 

• DRUGS TRAFFICKING – perhaps the most high-profile of smuggling activities.  Sometimes 

the entire vessel may be used, particularly smaller pleasure craft or fishing vessels.  In 

February 2021, UK P+I issued guidance in the face of increased cocaine smuggling by sea 

from South America to Europe.  It contained advice to members concerns measures that 

might be considered in order to prevent the trafficking of illicit narcotics on their vessels.  

Whilst it is said to be centred upon the trade in cocaine smuggled from South America, the 

advice is equally applicable for all types of drugs in all areas of the globe.  It emphasised 

crew awareness and surveillance on and about the vessel, with regular inspections and 

searches29. 

• HUMAN TRAFFICKING – of higher profile in recent years due to the migrants attempting to 

reach Europe from North Africa.  It may be people smuggling of those who want, and pay, to 

make the journey, or the trafficking of those effectively enslaved to be used in providing 

sexual services or enforced labour.  It is important to note that it is not limited to in and 

around Europe – in 2021, for example, the US Coastguard highlighted the smuggling of 

migrants into the US by sea into California from Mexico. 

• ILLEGAL UNREPORTED AND UNREGULATED (IUU) FISHING AND ILLEGAL FISHING – the UN 

Food and Agriculture Organisation (FAO) estimates that perhaps 30% of all catches are 

composed of IUU fishing30.  It is neither a new phenomenon, nor confined only to the high 

seas31.  The FAO also says that those involved need not be using flags of convenience but 

says that the root cause of IUU fishing is a lack of effective flag state control.  Since 2010, EU 

 
28  The author recalls seeing a couple of such small cargo ships laid up in Genoa in the 1990s. 
29  https://www.ukpandi.com/news-and-resources/articles/2021/measures-to-prevent-the-smuggling-of-
cocaine/  
30  In 2001, the FAO initiated an Action Plan to fight IUU fishing: http://www.fao.org/fishery/ipoa-iuu/about/en  
31  http://www.fao.org/fishery/iuu-fishing/en  

https://www.ukpandi.com/news-and-resources/articles/2021/measures-to-prevent-the-smuggling-of-cocaine/
https://www.ukpandi.com/news-and-resources/articles/2021/measures-to-prevent-the-smuggling-of-cocaine/
http://www.fao.org/fishery/ipoa-iuu/about/en
http://www.fao.org/fishery/iuu-fishing/en
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operators who fish illegally anywhere in the world, under any flag, risk substantial penalties 

proportionate to the economic value of their catch, which deprive them of any profit32.  IIU 

fishing may also the use of enforced labour (see below).  Illegal fishing is defined by the UN 

Office for Drugs and Crime as encompassing all fishing activities conducted in contravention 

of national and international laws, as well as agreed regional fisheries management and 

conservation measures33, such as fishing beyond allowable catch limits, taking of juvenile 

fish and prohibited fish species, and fishing during closed seasons or in closed areas34. 

The EU has an Action Plan on tackling IUU fishing – see Annex 2 below35. 

In July 2019, Indonesian authorities detained a Panama-flagged vessel36, registered as a 

general cargo ship.  In his case, it was the Panamanian authorities which had requested the 

assistance of Interpol in locating, tracking and coordinating efforts to inspect the vessel.  The 

vessel was owned by the same company as one detained in Indonesia in 201837.  Also 

involved in the case was OceanMind, a non-profit organisation dedicated to enforcement 

and compliance in protecting the oceans38, and Global Fishing Watch, another non-profit 

organisation and one which creates and shares knowledge about human activity at sea to enable 

fair and sustainable use of our ocean39,  Interpol also has a Global Fisheries Enforcement team and a 

Fisheries Crime Working Group40. 

 
32  https://ec.europa.eu/fisheries/cfp/illegal_fishing_en  
33  https://www.unodc.org/documents/organized-crime/GPTOC/Issue_Paper_-_TOC_at_Sea.pdf  
34  In May 2019, there occurred a rare victory against IUU fishing when the captain and 2 crewmen from a 
“notorious” vessel were fined and imprisoned in Sao Tome et Principe, a small state that relies on fishing.  An 
article on the case illustrates the current difficulties in bringing such maritime criminals to book: http://adf-
magazine.com/maritime-trials-and-tribulations/  
35  https://ec.europa.eu/oceans-and-fisheries/fisheries/rules/illegal-fishing_en  
36  Panama is a country which has received, on two separate occasions, a “yellow card” from the EU, a warning 
that it risked being labelled as a non-cooperative state in the fight against IUU fishing.  The first was lifted in 
2014, but a new one issued in December 2019: 
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_19_675  
37  https://www.interpol.int/News-and-Events/News/2019/INTERPOL-supports-apprehension-of-vessel-
suspected-of-illegal-fishing  The crimes involved were said to include illegal fishing, document fraud, the 
manipulation of shipborne equipment, illegal open-sea transshipments and serious identity fraud. 
38  https://www.oceanmind.global  
39  https://globalfishingwatch.org  
40  https://www.interpol.int/Crimes/Environmental-crime/Fisheries-crime The Fisheries Crime Working Group 
is an international platform for sharing expertise and experience, and developing innovative policing 
approaches to fisheries crime. The Group engages with fisheries and tax authorities, customs, police, navies 
and coastguards, as well as the private sectors and NGO to coordinate operations to bring down crime 
networks involved in these crimes. The group assists member countries to gather and analyse intelligence, and 
exchange information with the international fisheries enforcement community. 

https://ec.europa.eu/fisheries/cfp/illegal_fishing_en
https://www.unodc.org/documents/organized-crime/GPTOC/Issue_Paper_-_TOC_at_Sea.pdf
http://adf-magazine.com/maritime-trials-and-tribulations/
http://adf-magazine.com/maritime-trials-and-tribulations/
https://ec.europa.eu/oceans-and-fisheries/fisheries/rules/illegal-fishing_en
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_19_675
https://www.interpol.int/News-and-Events/News/2019/INTERPOL-supports-apprehension-of-vessel-suspected-of-illegal-fishing
https://www.interpol.int/News-and-Events/News/2019/INTERPOL-supports-apprehension-of-vessel-suspected-of-illegal-fishing
https://www.oceanmind.global/
https://globalfishingwatch.org/
https://www.interpol.int/Crimes/Environmental-crime/Fisheries-crime
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In 2018, Interpol produced a guide for law enforcement in cooperation in the fisheries 

sector41, and a Purple Notice42 in November 2018 had warned of the fraudulent abuse of 

ship registry documentation by fishing vessels43. 

In March 2021, Interpol published its Environmental Security Programme for the fisheries 

sector which provided an overview of the work of Interpol across the entire fisheries sector, 

including operational, tactical and analytical activities delivered worldwide in support of 

member countries and in coordination with strategic partners44. 

Of course, fishing vessels can be used for other illicit activities unrelated to fishing.  A paper 

on the Captain’s Blog from Windward Ltd in July 2019 identified fishing vessels as key links in 

the “invisible supply chain” of illicit commerce – this obviously being in addition to their role 

in IUU fishing.  The supply chain role can be at a low level, smuggling coastwise illicit product 

or product evading taxations, dues etc.  Alternatively, the fishing vessel could be supplying 

ocean-going vessels, or picking up (“coopering”) cargo left by the ocean-going vessel.  

Examples cited included ferrying stolen fuel from Libya and Nigeria, transporting drugs in 

Mexico and South America, or ferrying goods to Mainland China from Hong Kong.  Then 

there is human trafficking, including into the UK45. 

• USE OF ENFORCED LABOUR – the exploitation of seafarers has a long and depressing 

history.  The UN International Labour Organisation (ILO) defines enforced or forced labour as 

meaning where persons are coerced to work through the use of violence or intimidation, or 

by more subtle means such as manipulated debt, retention of identity papers or threats of 

denunciation to immigration authorities46. In the present day, the most oft cited example is 

connected to IUU fishing (see above)47.   

Under US law, the importation of anything produced using forced or indentured labour is 

prohibited and other countries will have similar laws.48  The UN and individual countries, 

 
41  https://www.interpol.int/content/download/5147/file/GuideInterLawEnforcementCoop-entier-WEB-2019-
04.pdf?inLanguage=eng-GB  
42  A Purple Notice is used to seek or provide information on modus operandi, objects, devices and 
concealment methods used by criminals. 
43  https://www.interpol.int/content/download/13358/file/EN%20PN%20811%20Public%20-
%20Fraudulent%20abuse%20of%20flag%20State%20registries%20-%20IPSG.pdf?inLanguage=eng-GB  
44https://www.interpol.int/content/download/16314/file/INTERPOL%20ENS%20Fisheries%20Crime%20Prospe
ctus%202021.pdf?inLanguage=eng-GB  
45  https://wnwd.com/blog/hidden-in-plain-sight-fishing-boats-as-links-in-illicit-supply-chains/  
46  http://www.ilo.org/global/topics/forced-labour/definition/lang--en/index.htm  
47  In May 2018, the Indonesian authorities detained a Togo-flagged vessel described as a “slave ship” 
http://www.straitstimes.com/asia/se-asia/indonesia-seizes-alleged-slave-ship-wanted-by-interpol  
48  It prohibits the importation of merchandise mined, produced or manufactured, wholly or in part, in any 
foreign country by forced or indentured child labour – including forced child labour. Such merchandise is 
subject to exclusion and/or seizure, and may lead to criminal investigation of the importer(s). 

https://www.interpol.int/content/download/5147/file/GuideInterLawEnforcementCoop-entier-WEB-2019-04.pdf?inLanguage=eng-GB
https://www.interpol.int/content/download/5147/file/GuideInterLawEnforcementCoop-entier-WEB-2019-04.pdf?inLanguage=eng-GB
https://www.interpol.int/content/download/13358/file/EN%20PN%20811%20Public%20-%20Fraudulent%20abuse%20of%20flag%20State%20registries%20-%20IPSG.pdf?inLanguage=eng-GB
https://www.interpol.int/content/download/13358/file/EN%20PN%20811%20Public%20-%20Fraudulent%20abuse%20of%20flag%20State%20registries%20-%20IPSG.pdf?inLanguage=eng-GB
https://www.interpol.int/content/download/16314/file/INTERPOL%20ENS%20Fisheries%20Crime%20Prospectus%202021.pdf?inLanguage=eng-GB
https://www.interpol.int/content/download/16314/file/INTERPOL%20ENS%20Fisheries%20Crime%20Prospectus%202021.pdf?inLanguage=eng-GB
https://wnwd.com/blog/hidden-in-plain-sight-fishing-boats-as-links-in-illicit-supply-chains/
http://www.ilo.org/global/topics/forced-labour/definition/lang--en/index.htm
http://www.straitstimes.com/asia/se-asia/indonesia-seizes-alleged-slave-ship-wanted-by-interpol
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notably Canada, are promoting “social responsibility” laws that impose on businesses in one 

country responsibility for human rights and other abuses carried out by them, or on their 

behalf, in other countries.  The so-called “Ruggie Principles” comprise the responsibility of 

the state and the company to ensure human rights are protected49.   

In March 2019, Interpol issued a Purple Notice warning of deceptive and coercive practices 

undertaken within the recruitment process to work on fishing vessels50. 

See also below for the case of the Thunder, and how much profit that vessel made before 

being caught. 

• ENVIRONMENTAL CRIME – this could involve the unauthorised disposal of oil51, waste or 

other unwanted materials by a ship.  It could overlap with smuggling (as well as bribery and 

corruption), where the unauthorised disposal involves dumping the material in a place 

where this was not allowed (such as in the infamous Ivory Coast incident in 2006)52.  IUU 

fishing (see above) could also be considered an environmental crime, as could the 

movement of endangered species and types of timber (see below). 

• TRANSPORTATION OF ILLEGALLY HARVESTED TIMBER AND ENDANGERED SPECIES – while 

the volumes being transported could be relatively small, and therefore classified as a form of 

“normal” smuggling, in some cases – such as with illegally harvested timber – the quantities 

could be considerable, perhaps even the entire cargo of a single vessel.  There has been 

increased focus in recent years on the illegal timber trade and, for example, the EU has 

tightened restrictions on the sourcing of timber imports53.  In July 2020, the French 

container line CMA CGM reported that it was drawing up a blacklist of exporters suspected 

of the illegal trafficking of timber and was freezing all timber exports from the Gambia in an 

effort to prevent deforestation54. 

• BRIBERY AND CORRUPTION – this may be connected to any of the above, and in the US, UK 

law (and increasingly in the law of other jurisdictions), involvement in bribery or corruption 

anywhere in the world can be an offence under your own domestic law.  Not only that, as in 

 
49  http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf  
50https://www.interpol.int/content/download/13360/file/E%20PN548%20HT%20and%20FL%20in%20the%20F
isheries%20Sector%20%28Public%29.pdf?inLanguage=eng-GB  
51  In 2011 it was claimed that up to 810,000 tons of oily waste is intentionally and illegally dumped into the 
world’s oceans by commercial vessels. 
52  In 2006, a ship registered in Panama, chartered by the Singaporean-based oil and commodity shipping 
company, offloaded toxic waste to an Ivory Coast waste handling company which disposed of it at the port of 
Abidjan, giving rise to a health crisis in the country. 
53  Under its Forest Law Enforcement, Governance and Trade (FLEGT) Action Plan: 
https://www.euflegt.efi.int/what-is-flegt  
54  https://www.lloydsloadinglist.com/freight-directory/news/CMA-CGM-tightens-rules-for-shipping-
protected-species/76947.htm#.XwdRNxOSmM8  

http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf
https://www.interpol.int/content/download/13360/file/E%20PN548%20HT%20and%20FL%20in%20the%20Fisheries%20Sector%20%28Public%29.pdf?inLanguage=eng-GB
https://www.interpol.int/content/download/13360/file/E%20PN548%20HT%20and%20FL%20in%20the%20Fisheries%20Sector%20%28Public%29.pdf?inLanguage=eng-GB
https://www.euflegt.efi.int/what-is-flegt
https://www.lloydsloadinglist.com/freight-directory/news/CMA-CGM-tightens-rules-for-shipping-protected-species/76947.htm#.XwdRNxOSmM8
https://www.lloydsloadinglist.com/freight-directory/news/CMA-CGM-tightens-rules-for-shipping-protected-species/76947.htm#.XwdRNxOSmM8
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the UK, failure to have adequate processes in place to prevent and detect bribery and 

corruption within your organisation can constitute an offence, with very recently the first 

conviction in the UK for such an offence55. 

The Maritime Anti-Corruption Network (MACN) was established in 2011 by a small group of 

maritime companies committed to eliminating all forms of maritime corruption. It has 

since grown into more than 130 members56 aiming to raise awareness and mitigate the 

root causes of corruption in the maritime industry.  In November 2020, the Panama Ship 

Registry opened the Network57. 

In April 2019, it was announced that the IMO was to begin work on official guidance to 

combat maritime corruption, with some 28,000 incidents of corruption (chiefly bribery and 

so-called facilitation payments to onshore officials – the Suez Canal apparently is also 

referred to in the industry as the “Marboro Channel”) – having been reported since 201158.  

It was reported that the IMO had agreed to include the formation of a maritime anti-

corruption agenda in the work programme for its Facilitation Committee in response to 

requests from several states, with support from the International Chamber of Shipping (ICS).  

The proposed agenda was expected to draw on the UN Convention Against Corruption 

(UNCAC), currently the world’s only legally binding instrument combatting corruption. 

• MONEY LAUNDERING – this too may be connected to any of the above – the vessel may be 

bought with, or otherwise financed by, the proceeds of the illegal activities.  The classic 

example may be the pleasure craft bought with the ill-gotten gains of its owner.  However, 

one should bear in mind that trade-based money laundering, and other trade-based 

financial crime, is thought to far exceed “normal” money laundering, and that the ship, its 

operations and cargo may be an intrinsic part of the crime itself59.  

In May 2020, the UK National Crime Agency announced the seizure of £8 million that was 

said to be part of a fund operated for the purpose of tax evasion, money laundering, bribery 

and corruption.  It involved a company incorporated in Liberia in the 1970s and purportedly 

set up to operate large container ships for an international shipping company.  However, the 

 
55  On 21st February 2018, in the UK, Skansen Interior Limited was found guilty of failing to prevent bribery 
under section 7 of the Bribery Act 2010 after the jury were unconvinced that the company had adequate 
procedures in place to prevent bribery. 
56  https://macn.dk/macn-members/  
57  https://macn.dk/  
58  https://www.governmenteuropa.eu/maritime-anti-corruption-agenda/92958 

59  For more information on trade-based money laundering see https://www.gov.im/media/1348726/notice-
1000-man-trade-based-money-laundering-29-sep-17.pdf  

https://macn.dk/macn-members/
https://macn.dk/
https://www.governmenteuropa.eu/maritime-anti-corruption-agenda/92958
https://www.gov.im/media/1348726/notice-1000-man-trade-based-money-laundering-29-sep-17.pdf
https://www.gov.im/media/1348726/notice-1000-man-trade-based-money-laundering-29-sep-17.pdf
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shipping company involved had no knowledge of the company and were able to show that it 

had never appeared on any of their balance sheets60. 

• TAX EVASION (OR AVOIDANCE), WHICH MAY THEN BE LINKED TO MONEY LAUNDERING - 

this is also a factor to be considered.  Even where the registry involved has done nothing 

wrong under maritime law, it can be tainted if it is then revealed that there was something 

amiss in the purchase, ownership, management or operation of the vessel.  A good example 

occurred in late 2017, then the Paradise Papers alleged that certain wealthy individuals had 

benefitted from an advantageous VAT arrangement on the acquisition of business jets in the 

Isle of Man61.  Doubts were also expressed about arrangements involving yachts.  Though 

the ones mentioned in the report did not fly the flag of the Isle of Man, the Island 

nevertheless has a sizeable number of expensive pleasure craft on its register and doubts 

and suspicions do not always need evidence. 

• TERRORIST FINANCING – as with money laundering, this may be connected to any of the 

above, in that they were a means of raising funds for the terrorist body, or were (as was the 

case with the shipment of oil from Iraq by ISIS) an essential element of the body’s activities. 

• PROLIFERATION OF WEAPONS OF MASS DESTRUCTION (WMD) AND DELIVERY SYSTEMS – 

it would be a mistake to think that this heading only applied where UN sanctions applied, 

such as in respect of DPRK.  In fact, prevention of proliferation of WMD and their delivery 

systems (such as missile systems), can not only fall under the heading of sanctions, but also 

that of smuggling in general, or be linked to potential use by terrorists.  It also links with 

export and trade controls mentioned below, and involve dual-use items and technology as 

well as actual components or the finished objects themselves. 

• EXPORT AND TRADE CONTROLS – as with several other of these headings, this category can 

overlap with several of the foregoing.  Export (and import) controls, including licensing 

requirements and outright prohibitions, with the avoidance, evasion or ignoring of them are 

obviously closely linked to what might be considered to be smuggling.  Trade controls exists 

in several countries, including the UK, and extra-territorial effect, requiring a licence from 

the home state of the owner and/or shipper for movements between two other countries62.  

An example of the effect of this requirement is the need for those providing armed anti-

 
60  https://www.nationalcrimeagency.gov.uk/news/nca-recovers-8-million-linked-to-international-organised-
crime  
61  https://www.icij.org/investigations/paradise-papers/offshore-gurus-help-rich-avoid-taxes-jets-yachts/  
62  The classic example would be a licence required from the UK for a UK company to ship arms from South 
Africa to India. 

https://www.nationalcrimeagency.gov.uk/news/nca-recovers-8-million-linked-to-international-organised-crime
https://www.nationalcrimeagency.gov.uk/news/nca-recovers-8-million-linked-to-international-organised-crime
https://www.icij.org/investigations/paradise-papers/offshore-gurus-help-rich-avoid-taxes-jets-yachts/
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piracy security on British ships to obtain a licence from UK authorities (which covers the 

movement of the weapons and related equipment required)63. 

• PIRACY AND ARMED ROBBERY AT SEA64 – this seems self-explanatory65 and is more 

generally seen as a risk of being a victim of the sort of maritime piracy such as that seen off 

Somalia, the Gulf of Guinea and South-East Asia66.  On the other hand, the pirates must get 

their vessels from somewhere.  It is notable that there exists specific guidance67 for kidnap 

and ransom insurance and the payment of ransom68.  

• INSURANCE FRAUD – this, like piracy and smuggling, has a long history in its connections to 

shipping (shipping insurance, and fraud involving it, are said to go back as far, at least, the 

14th Century69).  It could anything from the smallest yacht to a huge oil tanker – as in the 

2011 case of the Brilliante Virtuoso, a tanker, where the Greek owner bribed Yemeni 

coastguard officials to sink the vessel and allow the collection of a $77 million insurance pay-

out70.  As in that case, it could be the loss of the ship and the cargo that is the basis of the 

claim, or just one of either.  As in the Brilliante Virtuoso, the claim might result from an 

mock, or alleged, piracy attempt. 

The most famous example of insurance fraud may be that involving the Salem in the 1980s, 

a case which also involved smuggling of oil and sanctions-busting of some of that oil to 

embargoed South Africa before the vessel was scuttled.  At the time, the claim for $56 

million was the largest single claim handled by Lloyds of London71. 

 

Any or all of the above could involve organised crime or terrorist organisations, and some may also 

involve state actors in the form of unscrupulous states, and/or their officials or official bodies. 

 
63  For more information see https://www.gov.im/media/814275/notice-279t-man-trade-control-licensing-27-
10-16.pdf and https://www.gov.uk/government/publications/open-general-trade-control-licence-maritime-
anti-piracy  
64  See The Shipping Law Review (June 2021): https://thelawreviews.co.uk/title/the-shipping-law-review/piracy  
65  Piracy is defined in Article 101 of the UNCLOS as 'any illegal act of violence or detention ... committed for 
private ends by the crew ... of a private ship ... directed ... against another ship ... or against persons or 
property on board such ship' on the high seas or in a place outside the jurisdiction of any state. 
66  Although an attack on an Italian vessel in the Gulf of Mexico was reported in late 2019. 
67  I am aware of such in the UK, and was personally responsible for drawing up such guidance in the Isle of 
Man, see: https://www.gov.im/media/1362739/terrorism-and-the-financing-of-terrorism-final-sept-2018-
v2.pdf  
68  The rule of thumb is that one can pay “ordinary” criminals, but not terrorists. 
69  https://academic.oup.com/ereh/article/18/1/1/450520 The term “coffin ship” used to be used in England 
for an over-insured vessel worth more sunk than afloat. 
70  The case was only finally ended in the courts in London in 2019: 
https://www.bloomberg.com/features/2017-hijacking-of-brillante-virtuoso/  
71  https://www.bowmanslaw.com/insights/shipping-aviation-and-logistics/maritime-fraud-revisiting-
remarkable-tale-scuttling-tanker-ship-salem/  

https://www.gov.im/media/814275/notice-279t-man-trade-control-licensing-27-10-16.pdf
https://www.gov.im/media/814275/notice-279t-man-trade-control-licensing-27-10-16.pdf
https://www.gov.uk/government/publications/open-general-trade-control-licence-maritime-anti-piracy
https://www.gov.uk/government/publications/open-general-trade-control-licence-maritime-anti-piracy
https://thelawreviews.co.uk/title/the-shipping-law-review/piracy
https://www.gov.im/media/1362739/terrorism-and-the-financing-of-terrorism-final-sept-2018-v2.pdf
https://www.gov.im/media/1362739/terrorism-and-the-financing-of-terrorism-final-sept-2018-v2.pdf
https://academic.oup.com/ereh/article/18/1/1/450520
https://www.bloomberg.com/features/2017-hijacking-of-brillante-virtuoso/
https://www.bowmanslaw.com/insights/shipping-aviation-and-logistics/maritime-fraud-revisiting-remarkable-tale-scuttling-tanker-ship-salem/
https://www.bowmanslaw.com/insights/shipping-aviation-and-logistics/maritime-fraud-revisiting-remarkable-tale-scuttling-tanker-ship-salem/
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The IMO had also agreed in March 2019 to work with the UN Security Council to create a searchable 

database that would list vessels subject to UN sanctions resolutions72, a seemingly long overdue 

development. 

A welcome development by the IMO was setting up a register of authorised flag registries – a “white 

list” to counter the widespread use of fake “registries”73. 

 

THE PROBLEMS WITH COMBATING MARITIME CRIME 

For an illustration of the difficulties that authorities and law enforcement can face when seeking to 

combat criminal activity at sea, the case of the Thunder, a vessel engaged for years in IUU fishing 

from Antarctica to West Africa.  Changing hands many times, when eventually stopped it flew a 

Nigerian flag, was owned by a Spanish investor through a Panamanian shell company, and a Chilean 

captain.  Its adventures only ended following an Interpol alert and having been chased for 10,000 

miles by a Greenpeace vessel, being deliberately scuttled off Sao Tome (when activists manged to 

board it and collect and preserve essential evidence74).  However, even then, the charges faced 

involved forged documents, recklessness and pollution – not illegal fishing. 

By the time it was stopped, Interpol estimated that the Thunder had made $60 million from IUU 

fishing. 

An article on the case75 listed some of the difficulties and legal challenges involved in the fight 

against maritime crime – 

• Who had jurisdiction?  Territorial waters extend 12 miles out to sea, but boundaries 

between different countries’ waters may be in dispute and/or ill-defined.  There is the 

exclusive economic zone out to 200 miles (thus covering around 42% of the oceans), but 

outside that is the high seas where little enforcement is carried out or possible; 

• Inadequate laws – even with the classic maritime crime of piracy laws can be outdated or 

even non-existent76; 

• Collecting evidence – though a ship being boarded may be a “crime scene”, it is not like a 

crime scene on land, which can be isolated and thoroughly examined.  Furthermore, those 

involved (such as naval ratings) are not normally trained in identifying, gathering and 

securing evidence77. 

 
72  http://www.imo.org/en/MediaCentre/MeetingSummaries/Legal/Pages/LEG-106th-session.aspx  
73  https://www.kcl.ac.uk/news/stepping-up-on-sanctions-evaluation-of-the-meeting-of-the-international-
maritime-organisation-in-march-2019  
74  Resulting, as already noted, in the fining and imprisonment of the captain and 2 crew. 
75  http://adf-magazine.com/maritime-trials-and-tribulations/  
76  The Seychelles had to effectively reinvent the offence in the face of the Somalian piracy epidemic, after the 
first case was recorded in 2009, and by 2019 some 150 pirates had been tried. 
77  There have been initiatives in Africa on this front, chiefly in connection with fishing and fishing vessels. 

http://www.imo.org/en/MediaCentre/MeetingSummaries/Legal/Pages/LEG-106th-session.aspx
https://www.kcl.ac.uk/news/stepping-up-on-sanctions-evaluation-of-the-meeting-of-the-international-maritime-organisation-in-march-2019
https://www.kcl.ac.uk/news/stepping-up-on-sanctions-evaluation-of-the-meeting-of-the-international-maritime-organisation-in-march-2019
http://adf-magazine.com/maritime-trials-and-tribulations/
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• Securing a prosecution and a suitable penalty – given the problems with determining 

jurisdiction, having the necessary legislation and having sufficient evidence, this is hardly 

surprising.  The trials can obviously involve the need for specialist legal and technical 

knowledge and capabilities (leading, for example, for countries such as Kenya establishing 

special courts to deal with piracy). 

• Detention and preservation of the vessel and any crew involved – one may need to detain 

both a vessel and some or all of its crew, perhaps for weeks, months or even (in the case of 

some particularly slow judicial processes) years.  This can involve risk of deterioration, 

damage or even theft of (or from) the vessel, as well as the costs of detention.  It can also 

lead to demands from the home state of any nationals involved for their release or 

repatriation – particularly in the face of lengthy delays or detention in poor conditions. 

 

THE ISLAMIC REPUBLIC OF IRAN SHIPPING LINE, US SANCTIONS AND THE ISLE OF MAN 

A good indication of the risks that a registry (and any agents and others involved) can face is 

illustrated by the experience of the Isle of Man, its registry and companies and individuals in the 

Island, following the imposition of first US, and then EU, sanctions on the Islamic Republic of Iran 

Shipping Line (IRISL) and associated ship-owning companies and vessels.  A number of vessels 

operated by IRISL had been registered in the Isle of Man, but then flagged out to Iran via the Demise 

Register.  They were owned by individual companies set up to acquire and own them78.  When this 

was done this was long before any sanctions measures were imposed by the US or others against 

IRISL or Iranian shipping as a whole.  Indeed, it was seen as good business and supported by the 

government at the time.  The arrangement was put in place, it was said, at the request of the 

German banks funding the construction and supply of the ships.  It was argued that this enabled the 

banks to be satisfied that they had sufficient ability to have the ships detained etc in the case of any 

default, on the strength of their registration on the Isle of Man register.  Matters in the Island were 

handled by a specialist firm, and a local flag state representative with long experience in shipping 

and maritime affairs, and using companies incorporated in the Island.  The firm involved would have 

undertaken all necessary AML/CFT due diligence on the transactions, being regulated by then 

Financial Supervision Commission (now FSA). 

Problems arose several years later, from 2008, when initially the US Treasury Office of Foreign Asset 

Control (OFAC) listed the ship-owning companies because of the alleged involvement of IRISL in the 

 
78  For example, Cobham Limited, incorporated in 2003 to own the Sewak (aka the Iran Fars).  The New York 
Times published a list of 66 companies owning vessels and linked to IRISL, including those in the Isle of Man 
http://archive.nytimes.com/www.nytimes.com/interactive/2010/06/08/world/middleeast/sanctions-
companies-table.html  

http://archive.nytimes.com/www.nytimes.com/interactive/2010/06/08/world/middleeast/sanctions-companies-table.html
http://archive.nytimes.com/www.nytimes.com/interactive/2010/06/08/world/middleeast/sanctions-companies-table.html
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movement and supply of materials in support of Iran’s nuclear and WMD programmes.  It is 

important to note that OFAC sanctions do not, legally and technically, have any effect in the Isle of 

Man or other non-US territories.  However, no major bank or financial institution would want to do 

business with any listed person or entity, nor indeed anyone associated with them, for fear of 

themselves falling foul of the US authorities.  Any listing by OFAC, the US Department of Commerce 

or other reputable body would (or should) obviously be taken into account in assessing or 

reassessing risk, regardless of whether there is the danger of any direct effect on the business 

concerned.  In this case, this meant that not only the companies owning the ships faced difficulties, 

but the Island firm, its officials and the local flag state representative all faced having their business 

and even personal accounts closed – despite their having done nothing wrong in the eyes of the law, 

or the authorities, where they were located. 

Despite there being no legal obligation on them to do so79, and at the cost of losing valuable 

business and the undermining of a longstanding good relationship with the IRISL organisation and its 

officers, the firm responsible for the vessels in the Isle of Man moved to sever links with IRISL and its 

affiliates, and with the vessels concerned.  They co-operated fully with the local authorities.  The 

authorities in the Island liaised closely with the US Treasury80, and invited OFAC officials to the 

Island, where they met all the various bodies involved – including the Ship Registry and the local 

business, as well as with the local Customs and Excise81, FIU and regulators.  With the greater 

understanding of the background and context, and following the co-operation of all involved, further 

action by OFAC against those in the Island was averted.  Nevertheless, it might easily have turned 

out otherwise, and there remained some degree of damage to the reputation of the Island, its 

business community and institutions82, and several months of worry and uncertainty for those 

involved. 

Would a KYC/CDD process having been in place at the Ship Registry have averted the situation that 

arose?  Perhaps not.  However, it might have provided earlier warning, allowing it and those others 

involved to have acted sooner.  With the emphasis now on risk assessment, and ongoing risk 

 
79  UN and EU sanctions, which would apply in the Isle of Man, did not follow until 2010, although from 2008 a 
UN Security Council resolution provided for states to be able to inspect vessels it owns or operates should be 
inspected, provided there are reasonable grounds to believe that such vessels are transporting prohibited 
goods. 
80  Perhaps fortunately, having excellent working relations with the US due to previous joint operations and 
continuing co-operation. 
81  Responsible for sanctions matters. 
82  For example, see the BBC report of July 2010 http://www.bbc.co.uk/news/10604897  

http://www.bbc.co.uk/news/10604897
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assessment, for KYC/CDD the threat may have been flagged up and steps taken before the US took 

action83.   

One interesting point to note was that the OFAC officials said that a suspicious factor was the 

renaming of the ships involved.  Whilst in this specific case this may have been true (the ships 

receiving innocuous British names in place of original Iranian ones), renaming of vessels is a common 

practice in the shipping industry – and may be triggered by such events as a change of owner, refit, 

change of charter, change of use etc. 

 

SHIPPING REGISTERS – TYPES AND LEADING JURISDICTIONS 

As already mentioned, the UN Panel of Experts report on the DPRK in 2017 highlighted concerns 

caused by the offshore nature of the oil, maritime and finance sectors involved.  This need not be 

because of particular concerns about the integrity of a particular register, but may be about the way 

in which offshore companies and special purpose vehicles (typically individual companies formed for 

the acquisition, ownership, management or operation of one or more individual vessels) are 

routinely used, and the fact that, of necessity, much or all of the business conducted in carried out in 

a non-face to face manner and/or through local agents or representatives. 

An open registry is one which does not have a nationality or residency requirement attached to the 

ship or its owners.  Panama84, for example, offers the advantages of easier registration (which can be 

undertaken online) and the ability to employ cheaper foreign labour than might be required under 

other registries.  It also has the bonus that the foreign owners pay no income taxes85. 

On the other hand, national or closed registries typically require that a ship be owned and 

constructed by national interests, and at least partially crewed by its citizens. 

Some registries are not themselves operated by the host country’s government, but rather the 

services have been outsourced or sold off to be performed by private sector businesses.  For 

example, the Marshall Islands register is administered by International Registries Inc and is actually a 

US concern based in Virginia86.  As a US company, one would expect it to be cognisant of the effects 

of the often wide-ranging US sanctions regimes, and to protect itself in this regard by undertaking 

adequate precautions.   

Panama is a register that offers “dual registry”, which it introduced in 1973, and which allows a 

foreign vessel bare boat chartered for a period of 2 years can be registered in Panama for the same 

 
83  Bearing in mind that the US authorities provided no direct forewarning of its intentions in respect of the Isle 
of Man-registered vessels. 
84  For a review of the Panama Ship Registry 1917-2017, see  
85  As a result, the Panama Registry claims to be in charge of managing the world´s largest ship registry, with 
over 8,000 registered vessels which accounts 18% of the world fleet. 
86  http://www.register-iri.com/index.cfm?action=about  

http://www.register-iri.com/index.cfm?action=about
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period without losing its previous registration (and vice versa)87.  It may be termed “bareboat 

charter”, which temporarily permits a vessel to fly the flag of another country while ownership 

continues to be registered in the owner’s State.  The Demise Register operated by the Isle of Man 

offers a similar way to divide responsibility for a vessel.  For example, the Registry website says, 

mortgaging facilities might be more attractive in one jurisdiction because of its laws relating to 

recovery of liens, whereas the manning requirements might be attractive in another state.  

However, the use of any of these methods can further reduce oversight and control that the original 

registry can have (and, as the process works in both directions, registries can take on ships originally 

registered elsewhere), and there can always be the risk that one or both registries involved assume 

that the other is exercising more or appropriate control.  It was the use of the Demise Register that 

lay at the heart of the difficulties experienced by the Isle of Man over Iranian vessels88 (see above). 

In modern terms, a “flag of convenience” is one less willing (or unwilling) to enforce international 

minimum social safety and environmental standards on its vessels.  Shipowners can avoid or evade 

some or all of such standards, and mask or hide true ownership and liabilities, by use of such flags.  

The International Transport Workers Federation (ITF) maintains a list of flag states that it considers 

to have flags of convenience, a list that includes Panama, Malta, Gibraltar, the Bahamas, Barbados, 

Bermuda, Jamaica, Liberia, the Cayman Islands and Cyprus89.  The ITF says that cheap registration 

fees, low or no taxes and freedom to employ cheap labour are the motivating factors behind a 

shipowner's decision to use such flags.  Its primary concern, naturally, is for the seafarers employed 

on vessels using such flags. 

In July 2019, an article gave examples of how some flags of convenience were managed.  This said 

that it was common for a flag registry to be managed in a different country.  Liberia, for example, 

has its register administered by an US company with its headquarters in Washington DC.  Land-

locked Mongolia Registry is based in Singapore, the Comoros Registry is based in Bulgaria and 

Vanuatu has its base in New York. 

A paper in Science Direct September 202090 argued that – 

“open registries generally lack adequate measures for detecting sanctions evasion in their 

fleets and that they are targeted for flagging services by sanctions evaders. At the root of 

this vulnerability to flagging sanctions evaders is the for-profit nature of the open registry 

 
87  This is a common feature also found, for example, in another of the top 3 ships registries, that of the 
Marshall Islands.  From July 2020, Norway began allowing bareboat registration. 
88  http://www.bbc.co.uk/news/10604897  
89  http://www.itfseafarers.org/foc-registries.cfm  
90  https://www.sciencedirect.com/science/article/abs/pii/S0308597X20300385?dgcid=author 

http://www.bbc.co.uk/news/10604897
http://www.itfseafarers.org/foc-registries.cfm
https://www.sciencedirect.com/science/article/abs/pii/S0308597X20300385?dgcid=author
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system which encourages registries to jettison regulation and oversight to increase their 

marketability in the competitive industry of international flagging”. 

In April 2021, the maritime consultancy Windward published an article about use of the Cameroon 

flag, following reports of the use and abuse of this flag began to show up in news reports.  In doing 

so, it said that if a flag is being systematically exploited, there are tell-tale indicators that can point 

to hidden risks.  It highlighted an accelerated fleet growth, a skewing of the classes of vessels 

registered, with an increasing number of tankers.  Subsequently, vessels flying the Cameroon flag 

were found to be involved in drug smuggling and shipping of Venezuelan crude oil91. 

 

WHAT CHECKS DO REGISTRIES UNDERTAKE? 

Taking the Isle of Man Shipping Registry as an example, it offers registration for ships, including on 

its demise register (for more information on this register see the comments about IRISL vessels 

above), and for commercial and pleasure yachts (which would include so-called “superyachts”), 

“small ships” (locally-owned vessels of less than 24 metres in length, such as small yachts), and 

fishing vessels (only available to locally-owned and -operated fishing vessels).   The documents that 

may be required include such things as a bill of sale, builder’s certificate (if new-build), certificate of 

incorporation (of the company owning the vessel), certificate of survey, tonnage certificate, deletion 

certification (if previously registered), a CLC Blue Card (if an oil tanker), a bunker oil Blue Card (if over 

1,000 gross tonnage) and a Nairobi Wreck Removal Certificate (if over 300 gross tonnage).  Any 

documents must be notarised if executed outside the UK, Channel Islands, Isle of Man or British 

Dependencies, and vessels over 24 metres in length if owned by a non-Isle of Man entity require the 

appointment of a local representative person92. 

The Isle of Man Registry is not, strictly speaking, an “open registry” in the sense that term is now 

used93.  Whilst allowing foreign-owned vessels94, each must have a local representative that acts for 

it and/or the company involved (this is by means of a corporate service provider or CSP, which are 

themselves licensed by the Financial Supervision Authority or FSA – therefore these can, or should, 

be seen as a “gatekeeper” who should undertake KYC and CDD on the underlying ownership), and 

 
91  https://windward.ai/blog/telltale-signs-a-flag-is-going-bad-an-analysis-of-the-cameroonian-flag-fleet/  
92  For a merchant ship, , the representative person must be a body corporate incorporated in and having its 
principal place of business in the Isle of Man.  For a pleasure craft, the representative person can either be an 
individual or a body corporate resident in the Isle of Man. 
93  It describes itself as being “semi-open”. 
94  From certain countries other than the UK, Isle of Man and Channel Islands.  See -  
https://www.iomshipregistry.com/registration/more/how-to/check-ownership-eligibility/qualifying-owners-
schedule-1/  

https://windward.ai/blog/telltale-signs-a-flag-is-going-bad-an-analysis-of-the-cameroonian-flag-fleet/
https://www.iomshipregistry.com/registration/more/how-to/check-ownership-eligibility/qualifying-owners-schedule-1/
https://www.iomshipregistry.com/registration/more/how-to/check-ownership-eligibility/qualifying-owners-schedule-1/
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the Registry is run by the Isle of Man Government, and is not outsourced to business to run as a 

straightforward commercial operation95. 

One of the largest registries, with over 3,000 vessels, is that of Liberia96.  On its website it provides a 

flowchart showing how the registration process works.  It is noticeable that nowhere on the 

flowchart is there any mention of the registry (or others) carrying out any due diligence checks for 

AML/CFT, sanctions, proliferation or other potential criminal use.  This is quite normal, and you 

would find a similar situation in the application processes in the UK and elsewhere. 

When criminal activity is mentioned on a registry’s website, this is usually in the context of 

countering maritime piracy and providing armed security aboard vessels97. 

Research undertaken by King’s College London and reported in November 201898was said to show 

that “many” registries had in place inadequate processes and systems to conduct the necessary due 

diligence for the purposes of sanctions compliance.  It was said that many only carried out a review 

of the vessel at first registration and often to no require companies to provide registration 

documents to confirm their (i.e. the owning company’s) legitimacy (and even then, do they, or 

would they, carry out any checks on the company?)99.  The paper from King’s College London also 

pointed out that many registries are run by private contractors, meaning that there could be a lack 

of official oversight (and, of course, the private contractor, which may be in another country, is likely 

to be driven by the profit incentive, and may not be tasked or funded to undertake any 

“unnecessary” or non-mandatory checks). 

The IMO does not currently lay down requirements for flag registries.  Not does it (despite being an 

agency of the UN itself) have a role in ensuring that vessels (or vessels of countries) subject to 

sanctions are not on recognised registries.  This role is left to the member countries.  IMO rules do 

not require details of real or beneficial owners to be included on its database, and IMO rules do not 

require registries to carry out the type of sanctions screening once would expect to see a CSP, 

insurer or finance institution undertake. 

To be fair, to the IMO and registries, the King’s College London paper does point out that the UN has 

not provided clear guidance on what states or service providers must or should do to comply with 

sanctions.  However, despite this, it seems regrettable that many or most registry websites, and 

even the IMO website (according to the paper) lack mention of UN sanctions. 

 
95  Such as is the case with the Marshall Islands (see above). 
96  http://www.liscr.com/  
97  For example, see on the Marshall Islands registry website http://www.register-
iri.com/index.cfm?action=page&page=247&fromPage=5  
98  https://projectalpha.eu/discussion-paper-un-maritime-sanctions-and-the-international-organisation/ 
99  A registry might well ask where it should stop -after checking the vessel, and the company, do they then 
check out the owners (including any unidentified beneficial owners), and even the middleman companies 
supplying the business?  Do they, can they, rely on the word of the agent, CSP, flag state representative? 

http://www.liscr.com/
http://www.register-iri.com/index.cfm?action=page&page=247&fromPage=5
http://www.register-iri.com/index.cfm?action=page&page=247&fromPage=5
https://projectalpha.eu/discussion-paper-un-maritime-sanctions-and-the-international-organisation/
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In what might be seen as a welcome development, in July 2019, maritime information company 

Windward reported on its blog that a recent survey had discovered that nearly all parties (including 

banks, commodity traders and insurers) are screening vessels (n.b. vessels, but would this extend 

back to owners, operators, suppliers, customers etc?) against sanctions lists, that the greater 

majority take into consideration the OFAC 50% rule on ownership/control100 and two-thirds screen 

for past ports of calls of vessels they do business with (to check for calls at sanctions destinations)101. 

An annual report from the UN Panel of Experts under UN SCR 1874 imposing sanctions on North 

Korea102 says that flag registries are now taking an “active” role in the panel’s investigations.  

However, once aware of any sanctions breach, de-flagging the vessel is the only effective step 

available to the registry in its own powers. 

The Windward article in July also referred to the risk of “false red flags”, and that merely losing an 

AIS tracking signal might not in itself be proof of underhand behaviour – likening such occurrences to 

a mobile phone sometimes losing its signal103.  An article from Windward Ltd in November 2019 gave 

examples of when a ship may deliberately “go dark” by turning off its AIS – 

• for a port call in a country where the vessel doesn’t want to be seen – for sanctions or 

political reasons; 

• smuggling, transferring of illicit or sanctioned goods; 

• facilitating ‘dark trades’, e.g. receiving/transferring goods, people, or money without 

detection for commercial advantage; 

• illegal fishing; or 

• hiding from the authorities for various reasons such as avoiding arrest or fees. 

The same article gave examples of suspicious and non-suspicious AIS signal loss104 – 

 

 
100  See: https://www.treasury.gov/resource-center/sanctions/Documents/licensing_guidance.pdf  
101  https://wnwd.com/blog/steering-clear-of-sanctions/  
102  https://undocs.org/S/2020/151  
103  https://wnwd.com/blog/mind-the-ais-gap/  
104  Ibid. 

https://www.treasury.gov/resource-center/sanctions/Documents/licensing_guidance.pdf
https://wnwd.com/blog/steering-clear-of-sanctions/
https://undocs.org/S/2020/151
https://wnwd.com/blog/mind-the-ais-gap/


24 
 

What might be a significant step forward, in February 2020 details were released105 about a 

information-sharing agreement between the 3 largest open registries (which together account for 

41% of the world’s merchant shipping tonnage), then joined by 4 smaller registries106 in March, to 

inform one another if they de-register or deny registration to a merchant ship on suspicion that it 

has breached sanctions, and to pass on information if due diligence checks suggest that a violation of 

UN sanctions may be involved. 

The Registry Information Sharing Compact (RISC) is said to address the requirement set out in UN 

SCR 2321 (2016)107 that “all Member States shall de-register any vessel that is owned, controlled, or 

operated by the DPRK, and further decides that Member States shall not register any such vessel 

that has been de-registered by another Member State”.  

It has been suggested that RISC would provide more benefit, and hence reassurance, to smaller 

registries which may be more vulnerable to exploitation by the like of North Korea.  Indeed, it may 

be that the existence of RISC would drive use of those registries not party to the agreement, or will 

stimulate greater, or more complex, evasion techniques.   

One of the problems facing registries and others undertaking what they might see as prudent, 

necessary or essential checks is that of “false positives”.  An Executive Brief from Windward in mid-

2020108 warned that such false positives can result in needless, time-wasting investigations, which 

then can lead to lost business, as well added, unnecessary administrative costs.  The Brief 

recommended ways to both minimise false positives and handing them when they occurred. 

 

WHAT MIGHT REGISTRIES DO? 

Registries may already carry out some checks that would or could form part of any KYC/CDD 

controls.  They would or could be checking sanctions lists and using tools such as World-Check.  In 

some jurisdictions, such as the Isle of Man, there would be some implicit reliance on the 

“gatekeepers” in local, regulated businesses with which much or all of the work of registry is 

routed109.  It has been reported that the Isle of Man registry also now employs a third-party service 

to assist in vetting applications (which service also provides training for registry staff)110. 

 
105  https://www.hellenicshippingnews.com/the-registry-information-sharing-compact-is-a-major-step-
forward-in-sanctions-enforcement/  
106  St Kitts and Nevis, Comoros, Honduras and Palau. 
107 https://documents-dds-ny.un.org/doc/UNDOC/GEN/N16/407/50/PDF/N1640750.pdf?OpenElement  
108  https://wnwd.com/wp-content/uploads/False-Positives-%E2%80%93-Windward-Executive-Brief-2.pdf 
109  In the Isle of Man, for example, such gatekeepers are the CSP, which are themselves regulated for AML/CFT 
purposes etc by the Island’s Financial Services Authority. 
110  https://www.expol.co.uk/expol-renew-tender-with-the-isle-of-man-ship-registry/  

https://www.hellenicshippingnews.com/the-registry-information-sharing-compact-is-a-major-step-forward-in-sanctions-enforcement/
https://www.hellenicshippingnews.com/the-registry-information-sharing-compact-is-a-major-step-forward-in-sanctions-enforcement/
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N16/407/50/PDF/N1640750.pdf?OpenElement
https://wnwd.com/wp-content/uploads/False-Positives-%E2%80%93-Windward-Executive-Brief-2.pdf
https://www.expol.co.uk/expol-renew-tender-with-the-isle-of-man-ship-registry/
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As noted above, a survey reported in July 2019 revealed that a notable increase in stakeholders 

carrying out due diligence checks.  However, registries were notable in not being included in the list 

of stakeholders mentioned111. 

One thing that has become apparent from the current round of evaluations carried out by FATF and 

FSRB is the need to evidence what controls an organisation undertakes and the results of those 

controls.  Therefore, the registry should have a protocol or code detailing how it undertook any 

necessary checks, as well as a record of results and any action taken (including referrals to law 

enforcement, regulators or in the form of suspicious activity reports to the local FIU). 

The FATF guidance also makes clear that AML/CFT and related controls should be risk-based, and 

therefore the registry’s protocol or code would have to set out the structure and criteria used.   

As a depositary and a register in a competitive environment, there will always be potential 

constraints on what it can do, and there will inevitably always be a reliance on others - the corporate 

service providers and other regulated businesses as gatekeepers, other parts of government, the FIU 

etc for help and checks on people and businesses.  There is likely also to be a need to be able to 

reach out to contacts within the shipping industry and, ultimately, engaging outside resources if or 

when "enhanced due diligence" is considered necessary. 

Perhaps, in its simplest form, a three-level grading of applications (not forgetting that existing 

registrations would also have to be checked retrospectively, for completeness as well as providing 

some further reassurance) might be considered – 

• “routine” applications – being those adjudged to be of the lowest risk.  This might involve 

vessels wholly owned and managed within the jurisdiction, for “local” trade and with known, 

reputable persons and businesses involved; 

• “standard” applications – where normal CDD would be applied; and 

• applications requiring enhanced due diligence – where something about the type of vessel, 

its intended use (including any reflagging out), or where it is intended to operate means that 

a higher level of diligence is required. 

The grading would depend on an assessment of several factors – what is known or can be 

established about those involved, the vessel type, background of the company and persons involved, 

intended uses, previous history of the vessel or company involved (with the registry or elsewhere), 

whether intending to be reflagged in or out.  The current typologies and “red flags” from the like of 

FATF and local authorities would be taken into account.  In addition, verification of information 

provided (i.e. “trust but verify”) would be necessary – as registries should already be doing for 

mandatory requirements such as ship safety. 

 
111  https://wnwd.com/blog/steering-clear-of-sanctions/  

https://wnwd.com/blog/steering-clear-of-sanctions/
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It may be that it is felt that amendments to the existing legislation would be necessary to ensure 

that the registry has the power to require any necessary information to carry out its risk assessment.  

However, it is most likely that most of the information required would be available through normal 

channels available to the registry.  The checks proposed are akin to those undertaken by banks and 

financial institutions, with the ability to refuse any business with which you are not happy. 

Two other factors that would have to be considered are the additional resources and effort required 

within the registry to undertake the risk assessment, and the effect on its competitive edge through 

any added costs that might be involved or any delay that undertaking additional checks might 

produce.  However, this need not be a reason for not introducing the risk assessment process – and 

not only because they are not good reasons for potentially letting potential criminals and others 

make use of the register – as having such a process in place can only enhance the reputation of the 

registry and help protect it and the jurisdiction from risk. 

As pointed out above, currently neither the UN nor the IMO impose any mandatory requirements 

specifically on registry to carry out sanctions screening; although there appears to be a growing 

impetus for improvements in sanctions controls at least by registries (motivated in large part by the 

efforts of the US State Department and with the situation involved North Korea in mind). 

In November 2018, the US Treasury issued an Advisory from OFAC112on the subject of “Sanctions 

Risks Related to Shipping Petroleum to Syria”113.  This warned of the risks, and the consequences, of 

involvement in the supply of oil products to Syria.  It outlined some of the deceptive practices that 

had been identified in use (see above in “what illicit activities do or can involve shipping?”).  It also 

listed some of what it described as risk mitigation measures that the shipping sector could adopt, 

and these included strengthening AML/CFT compliance, reviewing all applicable shipping 

documentation, and making use of all available resources (i.e. sources of information to cross-check 

and verify).  All of these, I would argue, could be adopted and adapted by a registry as good practice 

indicators. 

In April 2019, Lloyds of London issued a Market Bulletin114 advising members to re-examine and 

validate due diligence controls in respect of the insurance of marine cargo and hulls, in the light of 

Syrian, Iran and North Korean sanctions, and including specifically the potential proliferation, risks. 

In July 2019, it was reported that Panama “and some other key flag states” were looking more 

closely at the thousands of ships on their registers to ensure that they complied with the re-imposed 

 
112 The Office of Foreign Asset Control, which is responsible for the enforcement of US financial sanctions 
measures. 
113  https://www.treasury.gov/resource-
center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf  
114  https://www.lloyds.com/~/media/files/the-market/communications/market-bulletins/2019/04/y5246.pdf  

https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
https://www.lloyds.com/~/media/files/the-market/communications/market-bulletins/2019/04/y5246.pdf
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US sanctions on Iran.  It said that since January 2019, Panama had deregistered 55 vessels115s, Togo 3 

and Sierra Leone a single ship116.  However, the article also noted that the easiest option for Iran was 

to use its own flag and registry, though many banks and insurance companies would not choose to, 

or be able to, accept the business as a result. 

Interestingly, in August 2019 it was reported that a German bank had sought to seize tankers in 

Singapore that were suspected of being involved in the shipment of Iranian LPG.  The reason for the 

seizure was the cancellation of the insurance for the two vessels by the London P+I Club, this leading 

to a loan default117. 

The mounting pressure on the shipping sector has continued, and in May 2020 a new Advisory from 

the US State Department, OFAC and the US Coast Guard118 was broader and more detailed, calling 

for a more comprehensive, if risk-based, supply chain due diligence and KYC approach.  The need 

was seemingly for a closer, collaborative approach between the industry and the authorities.  This 

Advisory was followed by more detail guidance from OFSI in the UK and others.  It also specifically 

referred to shipping registries.  Like the US Advisory, the guidance from OFSI also identified a 

number of what it terms "illicit and suspicious shipping practices," some of which are referred to by 

OFAC (e.g. AIS disablement, ship to ship transfers, falsified shipping documentation) and some of 

which are not (e.g. the use of crypto assets).   

The May 2020 Advisory listed the following “deceptive shipping practices” – 

• Disabling or manipulating the Automatic Identification System (AIS) on vessels; 

• Physically altering vessel identification; 

• Falsifying cargo and vessel documents; 

• Ship-to-Ship (STS) transfers; 

• Voyage irregularities; 

• False flags and flag hopping119; and 

• Complex ownership or management arrangements. 

In fact, there was a whole section of the Advisory concerned with guidance for flag registry 

managers, containing proposed due diligence checks that a registry could or should do (see the 

Annex to this paper). 

An example of the type of proactive action a registry might take to assist in ongoing compliance of 

vessels on its register (and to deter the illicit us of vessels on the register) was presented in June 

 
115  55 of a total of 59 deregistered, the others linked to Syria. 
116  https://uk.reuters.com/article/uk-mideast-iran-tanker-flags-insight-idUKKCN1UL0LX  
117  https://www.hellenicshippingnews.com/iran-sanctions-breach-suspicion-prompts-bank-to-seize-ships/  
118  https://home.treasury.gov/system/files/126/05142020_global_advisory_v1.pdf 
119  “Flag hopping” involves repeatedly registering with new flag states to avoid detection.   

https://uk.reuters.com/article/uk-mideast-iran-tanker-flags-insight-idUKKCN1UL0LX
https://www.hellenicshippingnews.com/iran-sanctions-breach-suspicion-prompts-bank-to-seize-ships/
https://home.treasury.gov/system/files/126/05142020_global_advisory_v1.pdf
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2020 (perhaps not coincidentally in the wake of the May 2020 OFAC Advisory), when the 

Panamanian authorities said that it would impose sanctions on vessels, including fines of up to 

$10,000 and withdrawing use of its flag, if a ship were deliberately deactivate, tamper or alter the 

operation of their AIS tracking transponders120. 

Another move by Panama, in 2021, saw the maritime authority (AMP) announce that it was seeking 

potential partners for a Long Range Identification tracking System (LRIT) for its registry, for ship 

identification and tracking.  This service would also facilitate contact in the case of an emergency or 

disaster, and monitoring of its fishing fleet (a bone of contention with the EU)121 

 

FALSIFIED SHIP REGISTRATION 

Of course, it can be that registries are duped, and provided with false or partial information – and 

particularly if the registry’s interest is in the purported legal ownership, any mortgage, and crew and 

environmental safety.  On the other hand, the claimed registry may be entirely false, the equivalent 

of the flying of false flags.  International law demands that all vessels operating in international 

waters must be registered with a “flag state”. 

In September 2018, an article by Olivia Vassalotti and Cameron Trainer for The Diplomat website122 

considered the problem of falsified registration in the context of sanctions on North Korea.  Shortly 

after, in November 2018, the paper referred to above from Project Alpha at King’s College London123 

also addressed the question of falsified registrations, in that case in the context of the failure of IMO 

rules to address the issue of UN sanctions enforcement. 

In October 2019, the IMO was said to be seeking to combat rogue national flag registries which were 

operating without the knowledge of the governments they purported to act for.  Examples given at 

the time were that “73 vessels were unlawfully flying the flag of the Democratic Republic of the 

Congo (DRC), 91 vessels were illegally registered under the flag of Fiji and 150 vessels were 

unlawfully registered under the flag of the Federated States of Micronesia”.124  This was said to have 

led to the creation by the Imo of its “white lists”, mentioned below. 

Vassalotti and Trainer said that the falsification could take various forms – such as continuing to 

claim registration when cancelled, using the identity of another vessel, transmitting incorrect or 

misleading information for tracking services125 or to national or port authorities, claiming and having 

 
120 https://www.marinelink.com/news/panama-fine-ships-tamper-transponders-478940  
121  https://amp.gob.pa/wp-content/uploads/2021/07/CONSULTA-DE-MERCADO-EVALUACIÓN-DE-RIESGOS-
VARIABLES-DE-LA-FLOTA-ENGLISH.pdf 
122  https://thediplomat.com/2018/09/fake-flags-at-sea-sanctions-enforcement-and-ship-identity-falsification/  
123  https://projectalpha.eu/discussion-paper-un-maritime-sanctions-and-the-international-organisation/ 
124  https://www.hellenicshippingnews.com/surge-in-fraudulent-registries/  
125  All vessels over 100 gross tons must have Automatic Identification System (AIS) fitted.  See Chapter V of 
International Convention for the Safety of Life at Sea (SOLAS), 1974: 

https://www.marinelink.com/news/panama-fine-ships-tamper-transponders-478940
https://thediplomat.com/2018/09/fake-flags-at-sea-sanctions-enforcement-and-ship-identity-falsification/
https://projectalpha.eu/discussion-paper-un-maritime-sanctions-and-the-international-organisation/
https://www.hellenicshippingnews.com/surge-in-fraudulent-registries/
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false documentation for a registry which has no knowledge of the vessel), or even going so far as to 

create wholly non-existent “registries”.   

In one case, after the Cambodian authorities closed its registry, North Korean vessels continued to 

fly the Cambodian flag126.  In other cases, companies claiming to be (or represent) a national register 

have claimed to have many vessels on their register and using a country’s flag without that country’s 

knowledge127.  As some countries do farm out their registry services to private companies, and as a 

fake website and documentation can appear highly plausible, this is not hard to imagine happening.  

In the case of Micronesia, after the International Maritime Organisation (IMO) wrongly recognised 

the fake registry some 300 vessels may have used the country’s flag. 

Vassalotti and Trainer in their article also refer to what they term “reputation laundering”, whereby 

ships with a history of involvement in illicit activity can move (or appear to move) to another, more 

respectable register.  As vessels’ names change more frequently than one might imagine (though 

their IMO identification number128 should remain the same).  One can check company and ship 

details registered using IMO numbers using that organisations Global Integrated Shipping 

Information System (GISIS) database129. 

In its November 2018 paper, Project Alpha suggested a number of things that the IMO could do in 

respect of the registration and flagging of vessels that would assist in the effective implementation 

of UN sanctions.  Most of these would equally assist in combating other illicit activity, and indeed be 

considered good practice – 

• improve transparency in the matter of ownership by requiring and publishing ultimate owner 

information; 

• require its service provider to conduct its own due diligence before issuing company IMO 

numbers, including by screening the company against the UN sanctioned entity list; 

• require its service provider to screen flagged vessels against sanctions lists and proactively raise 

any resulting concerns with flag states; and 

 
http://www.imo.org/en/About/conventions/listofconventions/pages/international-convention-for-the-safety-
of-life-at-sea-(solas),-1974.aspx   
126  https://www.voacambodia.com/a/cambodia-denies-flag-of-convenience-on-north-korea-
vessel/4054722.html  
127  Vassalotti and Trainer cite the DRC, Fiji, Micronesia, Nauru and Samoa of being victims of such a 
fraud. 
128  This number is issued to all propelled sea-going merchant ships over 300 gross tons when constructed and 
consists of the letters “IMO” and 7 digits.  As with VAT numbers in the UK, the last digit is a check digit, and use 
of a formula allows one to determine if the number is, in fact, a genuine one (though it would not, of course, 
on its own mean that the ship using it was the right one).  Companies owning, managing and operating vessels 
must also have their own IMO number.  See https://gcaptain.com/imo-numbers/   
129https://webaccounts.imo.org/Common/weblogin.aspx?App=GISISPublic&ReturnUrl=https%3a%2f%2fgisis.i
mo.org%2fPublic%2fSHIPS%2fDefault.aspx&error_message=interaction_required  

http://www.imo.org/en/About/conventions/listofconventions/pages/international-convention-for-the-safety-of-life-at-sea-(solas),-1974.aspx
http://www.imo.org/en/About/conventions/listofconventions/pages/international-convention-for-the-safety-of-life-at-sea-(solas),-1974.aspx
https://www.voacambodia.com/a/cambodia-denies-flag-of-convenience-on-north-korea-vessel/4054722.html
https://www.voacambodia.com/a/cambodia-denies-flag-of-convenience-on-north-korea-vessel/4054722.html
https://gcaptain.com/imo-numbers/
https://webaccounts.imo.org/Common/weblogin.aspx?App=GISISPublic&ReturnUrl=https%3a%2f%2fgisis.imo.org%2fPublic%2fSHIPS%2fDefault.aspx&error_message=interaction_required
https://webaccounts.imo.org/Common/weblogin.aspx?App=GISISPublic&ReturnUrl=https%3a%2f%2fgisis.imo.org%2fPublic%2fSHIPS%2fDefault.aspx&error_message=interaction_required
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• share information among its members on vessels that have been de-flagged in connection with 

sanctions. 

Crucially perhaps, the paper also recommended that the IMO include requirements relating to 

sanctions when it carried out audits of member states. 

As mentioned above, at its March 2019 meeting, the IMO announced130 that it was to create a 

“white list” of authorised and genuine ship registries, to counter the use of fake registries.  Its legal 

committee discussed proposals to prevent the fraudulent registration of ships and other deceptive 

practices following reports of fraudulent use of their flags131 by a number of IMO member states132.  

The idea is that the publicly accessible “register of registries” would help inform owners, operators 

and everyone else concerned on how to legally register their vessels with the appropriate people – it 

would also help people identify the use of wholly fake registers.  The information would be included 

in IMO’s Global Integrated Shipping Information System (GISIS) platform133, which holds all the data 

around registered ships and companies.  Other recommendations included enhanced verification of 

vessels through their unique IMO numbers and adherence to the requirement for an onboard record 

of a ship’s history, and drafting of a new legal circular on recommended best practices to assist in 

combatting fraudulent registration and fraudulent registries, and working with the UN Security 

Council to establish an easily searchable database, by IMO number and vessel name, of vessels 

currently the subject of, or designated pursuant to, Security Council resolutions. 

The IMO recommended member states to note the following IMO best practices: 

• ensure Flag State Administration contact information is up-to-date;  

• prospective charterers should utilise the UN Security Council Sanctions List Search 

webpage; and 

• verify the relevant information relating to registries of ships in the ‘Contact Points’ 

module in GISIS134. 

The IMO is said to be developing, in collaboration with the UN Security Council, an easily searchable 

database that would show vessels which are subject to UN Security Council Resolutions, with work is 

expected to be completed in 2021. 

As already mentioned in the case of Cameroon, concerns and red flags may arise where a genuine 

state-backed registry is involved. 

 
130  https://www.intermanager.org/2019/03/imo-legal-affairs-committee-27-29-march-2019/  
131  http://www.imo.org/en/MediaCentre/WhatsNew/Pages/Archive-2019.aspx  
132  The Democratic Republic of Congo said in 2017 that 73 vessels had been registered without the knowledge 
of its maritime administration, and Tanzania said it had identified 26 vessels falsely using its flag between 2016 
and 2019.  91 vessels were illegally registered under the flag of Fiji and 150 vessels were unlawfully registered 
under the flag of the Federated States of Micronesia. 
133  https://gisis.imo.org/Public/Default.aspx  
134  https://www.hellenicshippingnews.com/surge-in-fraudulent-registries/  

https://www.intermanager.org/2019/03/imo-legal-affairs-committee-27-29-march-2019/
http://www.imo.org/en/MediaCentre/WhatsNew/Pages/Archive-2019.aspx
https://gisis.imo.org/Public/Default.aspx
https://www.hellenicshippingnews.com/surge-in-fraudulent-registries/
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CHANGES TO THE UK REGISTER – NOW AN “INTERNATIONAL” (OR “SEMI-OPEN”) REGISTER 

In May 2019, the Maritime and Coastguard Agency (MCA) advised135 that the UK Register was to 

change from one accepting only UK or EU owners, to an international one accepting them also from 

Commonwealth countries and 20 others – including the US, China, Liberia and Panama.  The MCA 

said that the change in criteria beyond the current areas of the UK and Europe to bring the UK into line 

with our Red Ensign Group partners (who make up the other countries involved).  It asserted that the UK 

Flag is an International Register (not limited to nationally based companies).   

At the same time, the UK Ship Register was integrated into a wider UK Maritime Services directorate, with 

the aim of delivering world class maritime services to the UK Fleet, headed by a director. 

At the same time, the UK register also introduced a system for bareboat charter-out, so that ships can 

temporarily reflag for the period of a charter-party before returning to the UK flag when that agreement 

ends.  

The general secretary of the Nautilus union was reported136 as saying that he was keen to hear how 

the Maritime and Coastguard Agency will ensure that only “exceptional‟ shipping companies could 

use the Registry and whether any measures would be taken against those who demonstrably 

jeopardise the good record of UK-registered vessels in port state control inspections.  Nautilus was  

also reportedly worried about the Registry’s decision to allow vessels to temporarily flag in before 

de-flagging again and to delegate surveying to recognised organisations, such as classification 

societies, while carrying out inspections and certifications “designed to suit customer needs”. 

In September 2020, the UK register formally launched digital UKSR portal which offers self-serve 

capability for registering a new vessel and renewing registration. Owners can also provisionally check a 

vessels name and requests a transcript of the register entry online.  

It was claimed that vessel owners would benefit from a much faster and simplified registration and re-

registration process, with clear step by step instructions etc.  Much of the administrative work of filling out 

and sending hard copy forms has been eliminated, and the new system will accept electronic copies of 

documents.  Customers will receive electronic copies of their certificates as well as hard copies to assist with 

the smooth operation of their fleet.  However, offline services will still be available and commercial ship 

owners will continue to be supported by their Key Account Managers137. 

 

 
135  https://www.ukshipregister.co.uk/news/world-class-shipowners-from-across-the-globe-now-eligible-to-
join-uk-flag/  
136  http://maltawinds.com/2019/07/21/union-raises-concern-about-uk-flag-expansion-policies/ 

137  https://www.ukshipregister.co.uk/news/uk-ship-register-showcases-new-look-as-it-launches-online-
registration/ 

https://www.ukshipregister.co.uk/news/world-class-shipowners-from-across-the-globe-now-eligible-to-join-uk-flag/
https://www.ukshipregister.co.uk/news/world-class-shipowners-from-across-the-globe-now-eligible-to-join-uk-flag/
http://maltawinds.com/2019/07/21/union-raises-concern-about-uk-flag-expansion-policies/
https://www.ukshipregister.co.uk/news/uk-ship-register-showcases-new-look-as-it-launches-online-registration/
https://www.ukshipregister.co.uk/news/uk-ship-register-showcases-new-look-as-it-launches-online-registration/
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ANNEX 1 

GUIDANCE FOR FLAG REGISTRY MANAGERS FROM US ADVISORY OF MAY 2020 

 A flag registry manager may wish to consider implementing the following diligence practices to the 

extent it deems such practices appropriate and helpful in assessing and mitigating sanctions risks. 

• Verifying the IMO number of each vessel when receiving an application for registration 

through the IMO’s Global Integrated Shipping Information System (GISIS) Ship and Company 

Particulars module. If the IMO and ship name do not clearly match, additional investigation 

could be conducted prior to the registration of the vessel, and the manager should contact 

the previous Flag State to confirm the application and its intended release from the previous 

registry.  

• Transmitting to the receiving Flag Sate administration a copy of the Continuous Synopsis 

Record, consistent with SOLAS regulation X1-1/5, covering the period during which the ship 

was under their jurisdiction, together with any Continuous Synopsis Records previously 

issued to the ship by other states.  

• Reviewing and confirming the Continuous Synopsis Record with the current Flag State 

before completing registration.  

• Conducting research on the AIS history of vessels that transport oil, refined petroleum, 

petrochemicals, steel, aluminium, copper, other metals, sand, and coal to determine if such 

vessels have a pattern of AIS disablement or manipulation inconsistent with SOLAS, which 

could indicate involvement in illicit activities. Any signs of AIS transponder disablement or 

manipulation inconsistent with SOLAS should be considered a red flag and investigated fully 

prior to engaging in other activities with such vessels.  

• Sharing with other flag registries, commercial databases, and the IMO the names and IMO 

numbers of vessels that have been denied registration, or deregistered related to 

involvement in sanctionable or illicit shipping activities, so that other flag registries can be 

made aware and act in a manner consistent with relevant US and UN sanctions. Inform the 

UN DPRK Panel of Experts in the event of registration denial or deregistration for North 

Korea-related reasons.  

• Noting the reason for a vessel’s deregistration on the certificate of deletion, particularly in 

cases of UN-prohibited activity.  

• Acquiring, as appropriate, the capability to monitor AIS transmissions continuously for signs 

of AIS disablement or manipulation and supplement AIS tracking by using Long Range 

Identification and Tracking (LRIT).  
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• Communicating to all ships and related clients that suspicious AIS disablement and 

manipulation inconsistent with SOLAS may be investigated and qualify them for possible 

deregistration.  

• Assessing AIS history of vessels on the registry in order to identify a pattern of AIS 

disablement or manipulation inconsistent with SOLAS and then cease or deny flag-registry 

services to those vessels. 6 This guidance is not intended to be, nor should it be interpreted 

as, comprehensive or as imposing requirements under U.S. law or otherwise addressing any 

particular requirements under applicable law.  

• Requesting to join the Registry Information Sharing Compact (currently led by Liberia, 

Panama, and the Marshall Islands) via a memorandum of understanding.  Organizing 

trainings and seminars on UN and U.S. sanctions implications for the owners and managers 

of vessels they have flagged that could potentially be facilitating sanctionable or illicit 

activities.  

• Considering the adoption of a system of QR codes or barcoding of documents in order to 

easily check for authenticity, validity, or cancellation of registry documents using a mobile 

phone app or by accessing the website of the former Flag State.  

• Conducting cyclical checks on vessel companies to determine if the companies are still 

registered. This would ensure that the companies are not dissolved.  

• Cooperating with classification societies to provide a soft lock on AIS equipment that does 

not interfere with SOLAS requirements’ allowance for disablement in emergency situations, 

to ensure the integrity of vessel identification and positional data. A soft lock would not 

allow manual changes during voyages but would allow disablement when necessary for 

safety or in the event of emergency, while permitting classification societies to check the 

change log and report any manipulation of this data during the mandated annual equipment 

checks.  

• Utilizing relevant bodies to report possible illicit activity to the Flag State to help mitigate 

risk.  

• Suggesting owners train all vessel masters that may engage in ship-to-ship transfers on 

maritime implications of relevant sanctions programs prior to their first voyage.  

• Requiring notification within 24 hours of the LRIT being switched off or otherwise disabled 

and require an investigation of such incidents.  

• Informing registrants and owners of vessels that sanctionable or illicit conduct would be 

cause for immediate removal of flags and that the underlying due diligence and registration 

documents revealing ownership information may be sent to the United States and relevant 
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UN body at the discretion of the registry and consistent with applicable laws and 

regulations.  

• Ensuring employees who reveal illegal or sanctionable behaviour are protected from 

retaliation, and ensuring there is a confidential mechanism to report suspected or actual 

violations of law or sanctionable conduct.  

• Incorporating data such as historical ship location, ship registry information, and ship 

flagging information, along with available information from the U.S. Department of the 

Treasury, the UN, and the U.S. Coast Guard, into due diligence practices.  

• Providing that AIS disablement and manipulation inconsistent with SOLAS and illegal conduct 

as of the registration date are grounds for deregistration and/or denial of services, including 

the ability to dock at ports of the flag state. Additionally, other grounds for deregistration 

could include transfers of cargo to clients that are not broadcasting AIS consistent with 

SOLAS or have an AIS history that indicates manipulation and disablement inconsistent with 

SOLAS.  
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ANNEX 2 

EU ACTION TO TACKLE IUU FISHING 

 

https://ec.europa.eu/oceans-and-fisheries/fisheries/rules/illegal-fishing_en  

https://ec.europa.eu/oceans-and-fisheries/fisheries/rules/illegal-fishing_en

