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CONSTITUTIONAL COURT RULES THAT MALTA’S FREEZING ORDER LAWS ARE INCOMPATIBLE WITH 

THE EUROPEAN CONVENTION ON HUMAN RIGHTS 

On 25 January, Ganado Advocates published an article saying that the Constitutional Court had held 

that the laws governing freezing orders in Malta were incompatible with the European Convention 

on Human Rights as they do not allow an individual to appeal from a judgement in which the court 

orders assets to be frozen.  The case involved a man who, in 2009, had been charged with complicity 

in a drug trafficking case. 

https://ganado.com/insights/publications/constitutional-court-rules-that-maltas-freezing-order-

laws-are-incompatible-with-eu-rules/ 

 

COMPARISON OF COMPANY LAW IN THE BVI, CAYMAN ISLANDS, JERSEY AND GUERNSEY 

On 24 January, Mourant published a table comparing certain aspects of company law in the 4 

jurisdictions. 

https://www.mourant.com/media---guides/mourant---company-law-regimes---a-comparison.pdf 

 

RANSOMWARE ATTACK ON MARITIME SOFTWARE IMPACTS 1,000 SHIPS 

On 26 January, Dryad Global reported that the Norway-based DNV ship classification organisation 

had suffered a ransomware attack on 7 January, which forced the shutdown of servers connected to 

its Ship Manager system – individual onboard systems were unaffected. 

http://channel16.dryadglobal.com/ransomware-attack-on-maritime-software-impacts-1000-ships 

 

MYANMAR OPIUM PRODUCTION NEARLY DOUBLES TO 9-YEAR HIGH 

On 26 January, Nikkei Asia reported that, according to the UN, opium production in the so-called 

Golden Triangle had almost doubled, reversing a trend of falling output. 

https://asia.nikkei.com/Spotlight/Myanmar-Crisis/Myanmar-opium-production-nearly-doubles-to-9-

year-high-U.N 

https://www.unodc.org/unodc/frontpage/2023/January/opium-poppy-cultivation-estimates-

increase-in-myanmar-in-2022-against-backdrop-of-more-sophisticated-production_-unodc-

report.html  
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US STATE DEPARTMENT DESIGNATES FORMER PANAMA PRESIDENT MARTINELLI AS SONS ARRIVE 

TO FACE CHARGES IN PANAMA 

On 25 January, the US State Department advised the designation of former President of Panama 2009-

2014, Ricardo Alberto Martinelli Berrocal, 70, for his involvement in significant corruption.  Specifically, it 

says, Martinelli accepted bribes in exchange for improperly awarding government contracts during his 

tenure as the President.  The allegations relate to being involved in a bribery scandal of the Brazilian 

construction company Odebrecht. This was on the same day that his 2 sons returned to Panama 

after serving a sentence in New York for laundering millions of dollars in bribes from Odebrecht 

(they are due in court in Panama the next day, and are currently on parole).  The State Department 

designation also extends to "close relatives", prohibiting them from entering US territory. 

https://www.state.gov/designation-of-former-president-of-panama-ricardo-alberto-martinelli-

berrocal-for-involvement-in-significant-corruption/ 

https://www.vozdeamerica.com/a/eeuu-implica-expresidente-panama-actos-

corrupcion/6934752.html 

https://www.milenio.com/internacional/eu-prohibe-entrada-presidente-panama-ricardo-martinelli 

 

39 PEOPLE ASSOCIATED WITH MONEY LAUNDERING ARRESTED IN PANAMA 

On 25 January, El Pais in Costa Rica reported that the Public Ministry of Panama had confirmed the 

arrest of 39 people linked to gang crime and money laundering, in the western provinces of Chiriquí, 

Bocas del Toro and Veraguas.  64 searches also saw 7 vehicles, a boat, a firearm, cash and 

garments seized. 

https://www.elpais.cr/2023/01/25/detenidas-en-panama-39-personas-asociadas-a-blanqueo-de-

capitales/ 

 

US EXPORT CONTROL CHANGES FOR CERTAIN VIRUSES, MARINE TOXINS, PLANT PATHOGENS 

AND BIOLOGICAL EQUIPMENT  

On 25 January, an article from Hogan Lovells advised of a Department of Commerce’s Bureau of 

Industry and Security (BIS) final rule amending the Export Administration Regulations (EAR) to 

reflect recent decisions by the Australia Group on dual-use items in 2021 and 2022.  The final rule 

became effective on 17 January. 

https://www.jdsupra.com/legalnews/u-s-implements-new-export-controls-on-5725016/ 
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CANADA SHARING HAITI SANCTIONS EVIDENCE IN BID TO CONVINCE OTHERS 

On 26 January, Peak reported that Canada's ambassador to the UN is sharing confidential dossiers in 

a bid to convince countries like France to join its efforts to sanction Haiti's elites. 

https://www.prpeak.com/national-news/canada-sharing-haiti-sanctions-evidence-in-bid-to-

convince-un-peers-to-freeze-elites-6437846 

 

HM TREASURY REVIEWING PROCESSES AFTER REPORTS IT HELPED WAGNER GROUP BOSS 

CIRCUMVENT SANCTIONS TO SUE BRITISH JOURNALIST 

On 25 January, Sky News reported developments in the story that OFSI gave licences to allow British 

lawyers to accept a case from sanctioned "warlord" Yevgeny Prigozhin against British journalist Eliot 

Higgins for writing stories about him. 

https://news.sky.com/story/treasury-reviewing-processes-after-reports-it-helped-wagner-group-

boss-circumvent-sanctions-to-sue-british-journalist-12795500 

https://www.ft.com/content/eb546ced-57ab-4d11-b6db-1416637b89e7 

 

MAJORCA-BASED AIRLINE PUT ON US SANCTIONS LIST FOR ALLEGEDLY HELPING RUSSIA OBTAIN 

IRANIAN DRONES 

On 25 January, the Olive Press reported that the Dubai airline iJet is alleged to have collaborated on 

movements between Iran and Russia.  It has offices in Palma.  It was added to sanctions list on 15 

November. 

https://www.theolivepress.es/spain-news/2023/01/25/mallorca-based-airline-put-on-us-sanctions-

blacklist-for-helping-russia-buy-drones-from-iran/ 

 

CHINESE NATIONALS ARRESTED BY TALIBAN FOR SMUGGLING LITHIUM ROCKS 

On 26 January, WION reported that the Taliban had arrested 5 men, which included 2 Chinese 

nationals, over the allegations of smuggling around 1,000 metric tonnes of lithium-bearing rocks out 

of Afghanistan.  

https://www.wionews.com/south-asia/chinese-nationals-arrested-by-taliban-for-smuggling-lithium-

rocks-556137 

 

LATVIA: CUSTOMS STOPPED 3,000 ATTEMPTS TO SMUGGLE SANCTIONED GOODS IN 2022 

On 26 January, LSM reported that the Customs Office of the State Revenue Service (VID) identified 

3,000 cases of the transfer of goods subject to sanctions across the border.  It also said that some 17 

million smuggling cigarettes have been detected under the control of excise duties, which is less 
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than a year earlier.  However, the number of transfers has been higher, which means that smaller 

volumes are frequently attempted.  27,000 counterfeit goods have been detected in 2022, of which 

20,000 were counterfeit toys. 

https://eng.lsm.lv/article/society/crime/customs-stopped-3000-attempts-to-smuggle-sanctioned-

goods-in-2022.a493428/ 

 

ONION SMUGGLING RACKETS THRIVE AS STAPLE BECOMES A LUXURY IN PHILIPPINES 

On 26 January, the Guardian reported that millions of dollars’ worth of onions have been seized by 

authorities as inflation crisis sees the cost of other basics soar.   

https://www.theguardian.com/world/2023/jan/26/onion-smuggling-rackets-thrive-as-staple-

becomes-a-luxury-in-philippines 

 

DEPRIVATION OF BRITISH CITIZENSHIP AND WITHDRAWAL OF PASSPORTS 

On 26 January, the House of Commons Library published a briefing paper says that the Home 

Secretary has the power to take away a person’s British citizenship if they consider it conducive to 

the public good, or if the person obtained their citizenship by fraud. 

https://researchbriefings.files.parliament.uk/documents/SN06820/SN06820.pdf 

 

BVI GOVERNMENT HAS DECLINED TO FUND ITS NEW INTEGRITY COMMISSION 

On 25 January, Kenneth Rijock in his blog said that the Commission, which was set up under the 

Integrity in Public Life Act, and requires all officials file a declaration of income, assets, liabilities, 

private interests and gift received.  It also creates offences for Abuse of Office, Misconduct and 

Neglect of Duty.  He says that funding was not authorised by the BVI after PM Andrew Fahie's money 

laundering and narcotics trafficking arrest in the US. 

https://rijock.blogspot.com/2023/01/bvi-declines-to-fund-its-integrity.html 

 

NCA TARGETS CRIME GROUP SUSPECTED OF OPERATING SLAVE LABOUR CANNABIS FARMS 

A news release from the NCA on 25 January advised that officers have carried out a series of raids 

across London as part of an investigation into an organised crime group suspected of using victims of 

modern slavery to operate cannabis farms.  This follows an operation in April 2022 where the NCA 

uncovered a huge cannabis farm operating out of an industrial unit in Stroud, Gloucestershire. 

Officers found 3 suspected victims of modern slavery, all Vietnamese nationals, working at the 

premises.  
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https://www.nationalcrimeagency.gov.uk/news/nca-targets-crime-group-suspected-of-operating-

slave-labour-cannabis-farms 

 

UKRAINE HAS DISMISSED SEVERAL MINISTERS FROM THEIR POSITIONS AMID AN ANTI-

CORRUPTION PUSH 

On 25 January, Jurist reported a resolution to dismiss Vasyl Lozynskyy, Deputy Minister of 

Communications, Territories and Infrastructure Development.  A news release said he had accepted 

over $400,000 for “facilitating the conclusion of contracts for equipment at inflated prices” and 

embezzling money.  The President also signed a decree preventing officials from traveling abroad for 

non-governmental reasons.  The article said that at least 4 other government officials had been 

dismissed, including the Deputy Minister of Defense, the Deputy Minister of Development of 

Communities and Territories, the Deputy Minister of Development of Communities and Territories, 

and the Deputy Minister of Social Policy.  Draft decrees for 5 regional officials were also released. 

https://www.jurist.org/news/2023/01/ukrainian-government-ousts-officials-amid-anti-corruption-

push/ 

 

UNODC GLOBAL REPORT ON TRAFFICKING IN PERSONS: 

CRISES SHIFT TRAFFICKING PATTERNS AND HINDER VICTIM IDENTIFICATION 

On 24 January, the UN Office for Drugs & Crime released this report saying that fewer victims of 

trafficking in persons are being identified even as the COVID-19 pandemic and other crises are 

increasing vulnerabilities to exploitation.  The number of victims detected globally fell by 11% in 

2020 from the previous year, driven by fewer detections in low- and medium-income countries.  

 

https://www.unodc.org/unodc/en/press/releases/2023/January/global-report-on-trafficking-in-

persons-2022.html 
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TAKEDOWN OF DRUG TRAFFICKING NETWORK IN ITALY AND ALBANIA 

On 26 January, a news release from Europol advised that Eurojust and Europol have supported 

judicial and law enforcement authorities in Italy and Albania in dismantling a network of drug 

traffickers, with 30 suspects arrested and 31 locations searched.  The criminal groups were allegedly 

responsible for the large-scale trafficking of cocaine, cannabis and heroin mainly from Albania to 

Italy.  

https://www.europol.europa.eu/media-press/newsroom/news/successful-takedown-of-drug-

trafficking-network-in-italy-and-albania 

 

FORMER KYRGYZ DEPUTY PM RAZAKOV ARRESTED ON FRAUD CHARGES 

On 26 January, Rferl reported that there was no official statement about the arrest of Razakov, who 

served as the Central Asian country's Deputy Prime Minister from 2012 to 2016.  

https://www.rferl.org/a/kyrgyzstan-razakov-arrest-fraud/32240800.html 

 

CONCERNS GROW OVER BRITISH UNIVERSITIES' TIES WITH MILITARY-LINKED CHINESE PARTNERS 

On 25 January, RFA reported that dozens of institutions have 'high-risk' ties to Chinese universities 

linked to military or repressive policies.  A recent investigation by The Times found that some 42 

British universities have links with Chinese institutions connected to "the repression of the 

Uyghurs, espionage, nuclear weapons research or hacking. 

https://www.rfa.org/english/news/china/uk-universities-01252023124535.html 

 

MONEY LAUNDERING BILL WOULD STILL GIVE DUTCH BANKS TOO MUCH SURVEILLANCE POWER 

On 24 January, NL Times reported that the Dutch Data Protection Authority (AP) is still very critical of 

a proposed law to tackle money laundering by banks, despite "good improvements" that have been 

made in recent revisions when compared to an earlier draft.  It called the proposal "unnecessary and 

contrary to the principle of proportionality”. 

https://nltimes.nl/2023/01/24/money-laundering-bill-still-give-dutch-banks-much-surveillance-

power 

 

EPPO INVESTIGATION INTO CROSS-BORDER VAT FRAUD WITH ESTIMATED DAMAGES OF €32 

MILLION: 61 SEARCHES IN 10 COUNTRIES AND 5 ARRESTS 

A news release from the European Public Prosecutor’s Office on 24 January advised that 61 searches 

of business premises and the homes of people directly linked to them were carried out, and 5 people 
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were arrested in Czechia, Bulgaria and Slovakia.  The investigation into the missing trader intra-

community (MTIC) fraud scheme began in 2021, shortly after the start of the EPPO’s operations.  

https://www.eppo.europa.eu/en/news/eppo-investigation-cross-border-vat-fraud-estimated-

damages-eu32-million-61-searches-10 

 

PORTUGAL: POLICE SEARCH OFFICES  IN  ANGOLAN CORRUPTION PROBE AGAINST 

ISABEL  DOS SANTOS  

On 24 January, ICIJ reported that authorities in Portugal have searched the offices of key advisors to 

Isabel dos Santos, the telecommunications and banking magnate, and former daughter of an 

Angolan President, facing allegations that she caused Angola to lose more than $1 billion.  Police 

descended upon the Lisbon offices of the global consulting firms Boston Consulting Group and 

PricewaterhouseCoopers, according to media reports. Police also searched the headquarters 

of Eurobic, a bank once partly owned by dos Santos. 

https://www.icij.org/investigations/luanda-leaks/police-search-pwc-boston-consulting-group-

offices-in-angolan-corruption-probe-against-isabel-dos-santos/ 

 

UK: STAGECOACH CO-FOUNDER ANN GLOAG CHARGED WITH HUMAN TRAFFICKING 

On 21 January, the Guardian reported that the co-founder of the bus and train company, Dame Ann 

Gloag, has said she “strongly disputes the malicious allegations” made against her after being 

charged with human trafficking offences.  Her husband, David McCleary, and 2 other members of 

their family – understood to be her stepdaughter and daughter-in-law, Sarah Gloag, 47, and her son-

in-law, Paul McNeil – have also been charged.  All 4 strongly deny the charges against them.  No 

arrests were made. 

https://www.theguardian.com/uk-news/2023/jan/21/dame-ann-gloag-stagecoach-co-founder-

charged-with-human-trafficking 

 

DUTCH CENTRAL BANK FINES COINBASE OVER €3.3 MILLION FOR IGNORING AML AND TERROR 

FINANCING RULES 

On 26 January, NL Times reported that the DNB had fined cryptocurrency service provider Coinbase 

€3.3 for having violated the Netherlands' anti-money laundering and terrorism funding law by 

providing crypto-services in the country in the past without registering with the DNB.  Coinbase has 

since applied for and gotten the required registration. 

https://nltimes.nl/2023/01/26/dutch-central-bank-fines-coinbase-eu33-million-ignoring-aml-terror-

financing-rules 
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https://www.linkedin.com/posts/baptisteforestier_compliance-financialcrime-moneylaundering-

activity-7024264617199575040-3q1U 
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AN INTERVIEW WITH CHARLES DUCHAINE, DIRECTOR OF THE FRENCH ANTI-CORRUPTION AGENCY 

On 25 January, a post on the FCPA Blog comprised an interview with the head of L’Agence française 

anticorruption (AFA) since it was founded in 2017, on what he thinks about the current state of anti-

corruption efforts in France and globally. 

https://fcpablog.com/2023/01/25/welcome-to-the-revolution-an-interview-with-charles-duchaine-

director-of-the-french-anti-corruption-agency/ 

 

IS SINGAPORE IMPORTING, BLENDING, RE-EXPORTING RUSSIAN OIL? 

On 25 January, Insurance Marine News asked this question, saying that a Bloomberg report has 

noted that demand for oil storage tanks in Singapore was currently soaring, which it claimed was an 

indication that Russian crude and fuel was being blended and re-exported globally.  It notes that 

Singapore has not banned the import of Russian oil or petroleum products, but financial institutions 

based there are prohibited from financing or dealing with Russian goods and companies. 

https://insurancemarinenews.com/insurance-marine-news/is-singapore-importing-blending-re-

exporting-russian-oil/ 

 

ELECTRONIC EVIDENCE: EU COUNCIL CONFIRMS AGREEMENT WITH THE EUROPEAN PARLIAMENT 

ON NEW RULES TO IMPROVE CROSS-BORDER ACCESS TO E-EVIDENCE 

A news release on 25 January advised that the EU Council had confirmed the agreement reached 

between the Council Presidency and the European Parliament on the draft Regulation and the draft 

Directive on cross-border access to e-evidence.  The agreed texts will make it possible for the 

relevant authorities to address judicial orders for electronic evidence directly to service providers in 

another Member State.  The Regulation on European production and preservation orders for e-

evidence in criminal proceedings seeks to introduce an alternative mechanism to the existing 

international cooperation and mutual legal assistance tools.  It specifically addresses the problems 

stemming from the volatile nature of e-evidence and the ‘loss of location’ aspect by establishing new 

procedures for quick, efficient and effective cross-border access.  The Directive on the designation of 

designated establishments and appointment of legal representatives for gathering electronic 

evidence in criminal proceedings will be an essential instrument in applying the Regulation. 

https://www.consilium.europa.eu/en/press/press-releases/2023/01/25/electronic-evidence-

council-confirms-agreement-with-the-european-parliament-on-new-rules-to-improve-cross-border-

access-to-e-evidence 

https://www.consilium.europa.eu/en/policies/e-evidence/ 
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US PRESIDENT SIGNS BILL TARGETING THEFT OF US TRADE SECRETS INTO LAW 

On 25 January, Baker McKenzie advised that President Biden had signed the Protecting American 

Intellectual Property Act into law.  This legislation seeks to deter the theft of US intellectual property 

by non-US actors by threatening to impose economic sanctions on those engaged in trade secrets 

theft.  

https://sanctionsnews.bakermckenzie.com/us-president-signs-bill-targeting-theft-of-us-trade-

secrets-into-law/ 

 

UNICEF DELIVERS 25 CONTAINERS OF MEDICAL AND NUTRITIONAL AID TO NORTH KOREA 

On 26 January, NK News reported that UNICEF shipped 25 containers of medical supplies and 

nutritional assistance to North Korea through the port city of Nampho this month.  16 containers 

were carrying “medical supplies, therapeutic milk and other nutritional products”, and an additional 

9 containers had tuberculosis-related supplies and syringes for health facilities.  The rare delivery of 

assistance during the pandemic comes as the DPRK appears to be in dire need of medical and 

nutritional aid. 

https://www.nknews.org/2023/01/unicef-delivers-25-containers-of-medical-and-nutritional-aid-to-

north-korea/ 

 

OFAC: NEW SANCTIONS DESIGNATIONS – RUSSIA, CENTRAL AFRICAN REPUBLIC, TRANSNATIONAL 

CRIMINAL ORGANISATIONS, GLOBAL MAGNITSKY REGIMES – TARGETS WAGNER GROUP AND 

RUSSIA’S DEFENSE INDUSTRIAL COMPLEX 

On 26 January, OFAC advised that a number of new names had been added to its sanctions lists.  

These target the Wagner Group and numerous entities and individuals on multiple continents that 

support the Wagner Group’s military operations; they also include further parts of Russia’s defence 

industrial base; and further associates of Vladimir Putin and their families.  The targets include 8 

individuals and 16 entities, as well as 4 aircraft.  At the same time, the US State Department is 

designating 9 individuals and 14 entities for their status as government officials, their involvement in the 

extended networks of designated persons, and/or for being part of Russia’s military industrial 

complex.  The State Department also identified 2 yachts and 1 aircraft as blocked property. 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230126 

https://home.treasury.gov/news/press-releases/jy1220 

https://www.state.gov/actions-to-counter-wagner-and-degrade-russias-war-efforts-in-ukraine/ 
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OFAC ISSUES 2 NEW SANCTIONS GENERAL LICENSES AND FAQ RELATING TO HORACIO MANUEL 

CARTES JARA, A PARAGUAYAN BUSINESSMAN AND POLITICIAN WHO SERVED AS THE PRESIDENT 

OF PARAGUAY FROM 2013 TO 2018 

On 26 January, OFAC advised the issue of General License 5: Authorizing Certain Transactions 

Related to Frigorifico Chajha SAE; and General License 6: Authorizing the Wind Down of Transactions 

Involving Bebidas USA Inc, Tabacos USA Inc, Frigorifico Chajha SAE, Dominicana Acquisition SA, or 

Certain Blocked Entities Owned by Horacio Manuel Cartes Jara.  2 related FAQ have also been issued. 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230126 

https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2023-01-26 

 

OFAC SANCTIONS PARAGUAY’S FORMER PRESIDENT AND CURRENT VICE-PRESIDENT FOR 

CORRUPTION 

On 26 January, OFAC announced that Horacio Manuel Cartes Jara, the former President of Paraguay, 

and Hugo Adalberto Velazquez Moreno, the current Vice-President, for their involvement in the 

rampant corruption that undermines democratic institutions in Paraguay. OFAC is also 

designating several companies owned or controlled by Cartes.  The sanctions are being imposed 

under the so-called Global Magnitsky sanctions regime.  OFAC had also issued new General Licenses 

5 and 6 and 2 related FAQ. 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230126 

https://home.treasury.gov/news/press-releases/jy1221 

https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2023-01-26 

 

FinCEN WARNS OF SANCTIONS EVASION WITHIN COMMERCIAL REAL ESTATE MARKET 

On 25 January, Fried Frank reported on an Alert issued by FinCEN that warned financial institutions 

to be cautious of potential investments in the US commercial real estate sector by sanctioned 

Russian elites and their proxies. 

https://www.findknowdo.com/news/01/25/2023/fincen-warns-sanctions-evasion-within-

commercial-real-estate-market 

 

EU: CONSULTATION ON DUAL-USE EXPORT CONTROL GUIDELINES 

On 26 January, the EU Sanctions blog reported that the European Commission Directorate-General 

for Trade has opened a consultation for stakeholders with an interest in the export of dual-use items 

and technologies.  The questions posed include about general expectations with regard to 

transparency and reporting under the Dual Use Regulation.  The consultation closes on 28 February. 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230126
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2023-01-26
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https://www.europeansanctions.com/2023/01/eu-commission-opens-consultation-on-dual-use-

export-control-guidelines/ 

https://policy.trade.ec.europa.eu/consultations/guidelines-data-collection-and-preparation-eu-

annual-report-dual-use-export-controls-under_en 

 

THE INDISPENSABLE INDUSTRY: MINING’S ROLE IN THE ENERGY TRANSITION AND THE AMERICAS 

An article from CSIS on 24 January says that the modern economy hinges on mining.  From the inner 

workings of computers and chips to the batteries inside cars, to industrial power generation and 

distribution, metals and minerals extracted from the earth directly touch the lives of countless 

individuals.  It has been estimated that 300 new mines would be needed to meet clean energy needs 

for cobalt, graphite, lithium, copper, and vanadium, but the article argues that nowhere near this 

number will be anywhere close to operational by 2030.  It contends that Latin America possesses 

vast mineral resources that will be crucial in any energy transition future, but also high levels of 

political problems and uncertainty which present an open question as to whether mining will prove a 

source of prosperity or political instability and disruption in the region. 

https://www.csis.org/analysis/indispensable-industry-minings-role-energy-transition-and-americas 

 

A MINING AND PROCESSING COMPANY BASED IN THE XINJIANG UYGHUR AUTONOMOUS 

REGION OF CHINA CONTINUED TO EXPORT GOODS INTO THE US MARKET MONTHS AFTER THE 

JUNE 2022 ENFORCEMENT OF THE UYGHUR FORCED LABOR PREVENTION ACT  

On 25 January, Kharon reported that a Xinjiang product found to have been imported into the US 

since the enforcement date of the UFLPA is vermiculite, a mineral with heat resistance and insulating 

properties that has a wide variety of commercial applications.  As late as October 2022, one 

company was exporting this commodity to the US. 

https://brief.kharon.com/updates/xinjiang-mineral-exports-continue-as-enforcement-comes-into-

focus 

 

A CHARITY THAT ADVOCATES FOR HAMAS IS RAISING FUNDS ONLINE 

On 25 January, Kharon reported that the Turkey-based International Association for the Advocacy of 

Palestine (Uluslararasi Filistin Yardim Derengi, or UFAYDpal) charity has launched a crowdfunding 

campaign for Palestinian and Syrian refugees, according to social media posts.  This charity, 

established in 2019, has posted messages on social media in support of Hamas and acts of violence 

against Israeli citizens. 

https://brief.kharon.com/updates/a-charity-that-advocates-for-hamas-is-raising-funds-online 
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CRIMINAL NETWORK SUSPECTED OF TAX FRAUD IN WORKFORCE RENTAL IN NORWAY AND 

LITHUANIA DISMANTLED 

On 26 January, a news release from Eurojust announced that judicial and law enforcement 

authorities in Norway and Lithuania have taken action against a staffing network suspected of 

extensive tax fraud in workforce rental for fish farms in Norway.   The estimated damage caused by 

the tax fraud amounts to approximately €800 000. 

https://www.eurojust.europa.eu/news/criminal-network-suspected-tax-fraud-workforce-rental-

norway-and-lithuania-dismantled 

 

ITALY STARTS CLOSING FAKE E-COMMERCE WEBSITES – A NETWORK OF MORE THAN 13,000 ONLINE 

FAKE SHOPS SELLING LUXURY BRANDS ALLEGEDLY MANAGED BY A GROUP OF CHINESE CYBER-

CRIMINALS 

On 26 January, the Irish Independent reported that Italian officials have begun seizing what could be 

one of the world’s largest networks of online fake shops, which have defrauded would-be customers 

by appearing to offer discounted goods from luxury brands such as Giorgio Armani and Prada that 

never materialise. The illicit network of more than 13,000 online fake shops were discovered by the 

Italian cybersecurity firm Yarix. 

https://www.irishexaminer.com/business/companies/arid-41057783.html 

 

US AUTHORITIES SEIZE SERVERS FOR HIVE RANSOMWARE GROUP 

On 26 January, the Guardian reported that US authorities have seized the servers of the notorious 

Hive ransomware group that has received more than $100 million in extortion payments from 

thousands of victims after law enforcement infiltrated its systems and captured the keys to decrypt 

its attack software. 

https://www.theguardian.com/us-news/2023/jan/26/hive-ransomware-servers-seized-us 

 

ECUADOR SAYS ILLEGAL MINING IS NATIONAL SECURITY THREAT 

On 26 January, FX Empire reported that Ecuador’s government has said that it has declared illegal 

mining a national security threat, saying it has connections to money laundering and arms 

trafficking, and said it will take actions to combat it. 

https://www.fxempire.com/news/article/ecuador-says-illegal-mining-is-national-security-threat-

1266515 
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DISCLOSING INSIDE INFORMATION 

In its February edition, Financier Worldwide carried an article saying that last year a Labour MP in 

the UK publicly called for the FCA to launch an investigation into whether 2 Conservative MPs may 

have committed offences by unlawfully disclosing inside information: Kwasi Kwarteng in advance of 

his so-called ‘mini budget’ and Suella Braverman as a result of an email she shared containing 

information relating to immigration policies.  The article says that this the serve as a timely reminder 

of the often overlooked ‘disclosure offences’.  Disclosing inside information in circumstances other 

than in the proper performance of an employment, profession or office (improper disclosure) is a 

criminal offence in the UK by virtue of section 52 (2)(b) of the Criminal Justice Act 1993.  It is also a 

civil offence under the Market Abuse Regulation (MAR). 

https://www.financierworldwide.com/disclosing-inside-information#.Y9LxisnMKUl 

 

CRYPTO WALLET FREEZING ORDERS — THE NEXT WAVE OF UK ENFORCEMENT 

On 24 January, an article from Thomson Reuters says that, since April 2022, any crypto-asset 

businesses operating in the UK must be registered with the FCA for the purposes of the Money 

Laundering Regulations. There have been more than 270 applications for registration, although 

fewer than 40 have been approved, meaning that the vast majority of crypto-asset businesses that 

have sought to operate in the UK have either shut down or moved abroad, or else are operating 

illegally.  In the light of this, the article focuses on a new civil recovery provision, the crypto wallet 

freezing order (CWFO).  These are equivalent to the account freezing orders (AFO), which have 

proved exceedingly popular among investigators (and frustrating for their targets) since their 

introduction in the Criminal Finances Act 2017. 

https://regintel-content.thomsonreuters.com/document/IF16A2560965711EDB3DD95A75E4CD2F4 

 

US SANCTIONS UAE-BASED AVIATION COMPANY WITH TIES TO RUSSIA’S WAGNER GROUP 

On 26 January, Al-Monitor reported that OFAC has designated UAE-based Kratol for having 

materially assisted, sponsored, or provided financial, material, logistical, or technological support 

for, or goods or services in support of, PMC Wagner. 

https://www.al-monitor.com/originals/2023/01/us-sanctions-uae-based-aviation-firm-ties-russias-

wagner#ixzz7rXTRCd3W 

https://www.buymeacoffee.com/KoIvM842y 
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