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SOFTWARE SUPPLY CHAIN ATTACKS: AN ILLUSTRATED TYPOLOGICAL REVIEW 

On 20 January, software supply chain attacks are the focus of this CSS Cyberdefense Report from 

ETH Zurich.  The overarching aim of this report is to provide an illustrative overview of software 

supply chain attacks and to raise awareness of the types of attacks, their uses, and their potential 

impacts.  It includes a terminology analysis, which also explains the main properties underpinning 

the concepts of supply chains, software supply chains, and software supply chain attacks.  It 

illustrates the large variety of threat vectors and techniques that can be used across a software’s 

lifecycle.  

https://css.ethz.ch/en/center/CSS-news/2023/01/software-supply-chain-attacks-an-illustrated-

typological-review.html 

 

GULF ROYALS OWN MORE THAN £1 BILLION OF UK PROPERTY VIA TAX HAVENS 

On 28 January, the Guardian continued its “UK for sale” series, saying that royal families of Gulf 

states including Saudi Arabia, the UAE and Qatar own more than £1 billion of UK property via 

offshore jurisdictions, such as Jersey and the BVI. 

https://www.theguardian.com/uk-news/2023/jan/28/gulf-royals-own-more-than-1bn-of-uk-

property-via-tax-havens 

 

US: DENTAL PRACTICE OWNERS CHARGED WITH FRAUD AND RICO CONSPIRACY 

 On 25 January, a news release from US DoJ advised that multiple dental practice owners and co-

conspirators have been charged with allegedly engaging in a multifaceted racketeering conspiracy 

through a multi-state network of dental practices and related dental businesses.  An indictment 

charged 12 individuals with operating and participating in a series of dental practices and related 

companies (the Savani Group) that engaged in visa fraud, health care fraud, wire fraud involving 

federal tax evasion, and money laundering.  6 of the defendants were charged with being part of a 

racketeer influenced corrupt organiSation (RICO) conspiracy based on their roles in the Savani 

Group, and 3 defendants were also charged with obstruction of justice.  The charges included 

conspiracy to recruit foreign workers for US work visas while concealing the workers’ true job titles 

and responsibilities.  

https://www.justice.gov/opa/pr/dental-practice-owners-charged-fraud-and-rico-conspiracy 
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CONTEMPT OF COURT: WHAT IS IT AND WHAT ARE THE CONSEQUENCES? 

On 27 January, Irish law firm published an article saying that there are different ways in which a 

party may be guilty of contempt of court, such as refusing to obey an order.  One of the options 

open to those seeking to enforce compliance of a court order is to apply to the Court for the 

attachment and/or committal of the offending party or sequestration of their assets.  What does this 

mean in practice? 

https://www.mccannfitzgerald.com/knowledge/disputes/contempt-of-court-what-is-it-and-what-

are-the-consequences 

 

IRELAND: DATA PROTECTION COMMISSION FINES META €395.5 MILLION OVER GDPR 

INFRINGEMENTS IN TERMS OF USE 

On 27 January, McCann Fitzgerald reported that, in 2022, the Irish Data Protection Commission 

became the supervisory authority in Europe with the highest aggregate value of GDPR fines issued to 

date.  The DPC began 2023 in a similar fashion by announcing its intention to impose a total of 

€395.5 million worth of fines on Meta, the parent company of Facebook, Instagram and WhatsApp.  

All 3 decisions serve as a reminder of the ongoing importance for data controllers of ensuring 

compliance with the principle of transparency, and provide an insight into the continuing lack of 

agreement over the interpretation of the GDPR amongst supervisory authorities across the EU. 

https://www.mccannfitzgerald.com/knowledge/data-privacy-and-cyber-risk/data-protection-

commission-fines-meta-over-gdpr-infringements 
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I LOVED THIS DIAGRAM OF HOW A NUCLEAR SUBMARINE IS POWERED… 

 

https://twitter.com/TheSubHunter1/status/1619148232587870208 

 

EUROPEAN COURT RULES THAT EVERY PERSON HAS A RIGHT TO KNOW WHEN THEIR PERSONAL 

DATA IS DISCLOSED 

On 12 January, Jurist reported that the CJEU had made a preliminary ruling that where personal data 

has been disclosed to a third party, every person has the right to know to whom his or her personal 

data have been disclosed on request unless the demand is “manifestly unfounded or excessive”.  The 

court recognised the purpose of GDPR in ensuring a high level of protection of natural persons 

within the EU.  Yet, it maintained that the right to protection of personal data is not absolute. It 

should adhere to the “principle of proportionality”. 

https://www.jurist.org/news/2023/01/european-court-rules-every-person-has-right-to-know-to-

whom-their-personal-data-is-disclosed 

 

 

 

https://www.buymeacoffee.com/KoIvM842y 
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