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WHAT IS A SMART PORT? 

On 3 January, Global Trade Magazine said that a smart Port is a port that uses automation and 

innovative technologies including Artificial Intelligence (AI), Big Data, Internet of Things (IoT) and 

Blockchain to improve its performance. 

https://www.globaltrademag.com/what-is-a-smart-port/ 

 

UBO REGISTER: AUSTRIAN AUTHORITY TAKES PUBLIC INSPECTION OFF THE WEB 

An article from Fellner Wratzfeld Partner on 2 January reported that, as a result of a ruling of the 

Court of Justice of the EU, the Austrian Federal Ministry of Finance has taken public access to the 

register of beneficial owners completely offline until further notice.  The authority justified this 

step on the grounds of data protection obligations and the "repeal" of the provision in the EU 

Money Laundering Directive. 

https://www.fwp.at/en/news/blog/update-ubo-register-austrian-authority-takes-public-

inspection-off-the-web 

 

REGISTRATION OF LEASES WITH FRENCH AIRCRAFT REGISTRY 

On 23 November, an article from Ode-se Advocats was concerned with a provision of the French 

Code of Transport which provides that if an aircraft is leased, the owner and the operator are 

jointly liable for damages caused to third parties.  However, the Code further provides that if the 

lease is recorded with the Civil Aviation Registry, the owner is only liable if the third party can 

demonstrate that the damage was caused by the owner. 

https://odise.com/en/registration-of-leases-with-french-aircraft-registry/ 

 

IRAN BUILDING DRONE AIRCRAFT CARRIER FROM CONVERTED MERCHANT SHIP 

On 3 January, USNI News reported that photos show that in a dry dock near the entrance to the 

Persian Gulf, Iran’s sectarian naval force is converting a former merchant container ship into a 

drone aircraft carrier. 

https://news.usni.org/2023/01/03/iran-building-drone-aircraft-carrier-from-converted-merchant-

ship-photos-show 
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US SUPREME COURT TO REVISIT EXTRATERRITORIAL SCOPE OF TRADEMARK LAW 

A post on the Transnational Law Blog said that, on 1 March, the Supreme Court will hear argument 

in a case which concerns the extraterritorial scope of the Lanham (Trademark) Act, and an old 

precedent that appears to be inconsistent with the Court’s modern approach to extraterritoriality. 

https://tlblog.org/supreme-court-to-revisit-extraterritorial-scope-of-trademark-law 

 

COULD AFRICA REPLACE CHINA AS A SOURCE OF RARE EARTH ELEMENTS? 

On 29 December, an article from the Brookings Institution is concerned with those elements used 

in electronics (computers, televisions and smart phones), in renewable energy technology (wind 

turbines, solar panels, and electric vehicle batteries), and in national defence (jet engines, missile 

guidance and defence systems, satellites, GPS equipment, and more).  It says that countries are 

seeking to reduce their reliance on China as a source of rare earths production and processing. 

https://www.brookings.edu/blog/africa-in-focus/2022/12/29/could-africa-replace-china-as-the-

worlds-source-of-rare-earth-elements 

 

US SANCTIONS RUSSIAN CORRUPTION IN GUATEMALA’S MINING SECTOR 

On 4 January, an article from Dialogos Americas reported that the US Treasury had imposed 

economic sanctions on Russian citizen Dmitry Kudryakov and Belarusian citizen Iryna Litviniuk, 

who financed and directed 3 mining companies in Guatemala.  A Treasury statement said that 2 

executives led multiple bribery schemes involving politicians, judges, and government officials, and 

also participated in the misappropriation of state assets, corruption related to government 

contracts, extraction of natural resources, and/or bribery.  The mining companies owned or 

controlled by Kudryakov are: Compañía Guatemalteca de Níquel (CGN), Compañía Procesadora de 

Níquel (ProNiCo), and Mayaníquel, subsidiaries of Solway Investment, a mining group based in 

Switzerland and financed by Russian capital, the Treasury claimed. Together they produce some 

25,000 tons of ferronickel annually. 

https://dialogo-americas.com/articles/us-sanctions-russian-corruption-in-guatemalas-mining-

sector/#.Y7WzxdXMKUk 
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H2O ASSET MANAGEMENT HAS APPEALED THE RECORD FINE THE FRENCH FINANCIAL MARKETS 

REGULATOR IMPOSED  

On 4 January, Investment Week reported that the firm has opposed the record fine the French 

financial markets regulator imposed, while its co-founder has stepped down following his 5-year 

ban.  The Autorité des Marchés Financiers Enforcement Committee said in a statement that it 

would fine the firm €75 million, while co-founder Bruno Crastes and chief investment officer 

Vincent Chailley will need to pay €15 million and €3 million respectively.  AMF said the fines 

against would be followed by disciplinary sanctions, citing multiple failings in the acquisition and 

management of the Tennor Holdings assets in 2019. 

https://www.investmentweek.co.uk/news/4062182/h2o-appeal-disproportionate-eur93m-fine-

french-regulator 

 

US SAYS STILL CONSIDERS VENEZUELA'S MADURO 'ILLEGITIMATE' 

On 3 January, Barron’s reported an AFP story, saying that the US State Department still did not 

consider Nicolas Maduro to be the legitimate president of Venezuela and would maintain 

sanctions after the opposition dissolved its "interim government".  

https://www.barrons.com/news/us-says-still-considers-venezuela-s-maduro-illegitimate-

01672774809 

 

SPAIN DISMANTLES CRIMINAL NETWORK SMUGGLING ELECTRONIC WASTE TO WEST AFRICA 

On 4 January, Africa News reported that Spanish authorities had announced that they had 

dismantled an organisation that had sent more than 5,000 tonnes of hazardous electronic waste 

from the Canary Islands to several African countries – including Senegal, Nigeria, Mauritania and 

Ghana. 

https://www.africanews.com/2023/01/04/spain-dismantles-criminal-network-smuggling-

electronic-waste-to-west-africa/ 

 

NEW YORK FINANCIAL REGULATORS HAVE IMPOSED A $50 MILLION FINE ON CRYPTOCURRENCY 

EXCHANGE COINBASE, SAYING THAT IT HAD VIOLATED AML LAWS BY FAILING TO CONDUCT 

ADEQUATE BACKGROUND CHECKS 

On 4 January, Tech Crunch reported that the New York State Department of Financial Services had 

also required Coinbase to spend $50 million on improving its compliance program. 
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https://techcrunch.com/2023/01/04/coinbase-reaches-100m-settlement-over-background-check-

failures/ 

https://www.finextra.com/newsarticle/41555/new-york-regulator-hits-coinbase-with-50m-fine 

https://www.theguardian.com/technology/2023/jan/04/coinbase-settlement-crypto-new-york-

regulators  

https://mondovisione.com/media-and-resources/news/new-york-department-of-financial-

services-superintendent-adrienne-a-harris-anno-1/  

 

INDIA: BEACH RESORT AND LAND RESTRAINED AS PART OF A MONEY LAUNDERING PROBE 

AGAINST LEADING POLITICIANS 

On 4 January, Devdiscourse reported that the Enforcement Directorate had “attached” a beach 

resort and its land in Ratnagiri as part of a money laundering probe against Shiv Sena (UBT) leader 

and former Maharashtra minister Anil Parab, 58, and others.  The allegations involve alleged 

violation of the Environment (Protection) Act and defrauded the state government. 

https://www.devdiscourse.com/article/law-order/2308122-ed-attaches-beach-resort-land-in-

money-laundering-case-against-ex-maha-minister-parab 

 

NETHERLANDS: SUPERMARKET CHAIN JUMBO IS PUTTING A STOP TO MOST MOTORSPORT 

SPONSORSHIP AMID MONEY LAUNDERING INVESTIGATION 

On 4 January, NL Times reported that the company does not yet intend on stopping the 

sponsorship of Formula 1 driver Max Verstappen.  Its sponsorship of motorsport was discredited 

light last year due to the investigation into Jumbo CEO Frits van Eerd, who was arrested in 

September as a suspect in a money laundering case.  

https://nltimes.nl/2023/01/04/jumbo-ending-motorsport-sponsorship-amid-money-laundering-

investigation 

 

US PUT TOGETHER ‘FTX TASK FORCE’ TO TRACE STOLEN USER FUNDS 

On 3 January, the Coin Telegraph reported that the US Attorney’s Office for the Southern District 

of New York (SDNY) has formed the FTX Task Force to “trace and recover” missing customer funds, 

as well as handle investigations and prosecutions related to the exchange’s collapse.  

https://cointelegraph.com/news/us-feds-put-together-ftx-task-force-to-trace-stolen-user-funds 
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US BANKING REGULATORS HIGHLIGHT CRYPTO-ASSET RISKS 

On 3 January, Fried Frank reported that a joint statement from the FDIC, the Federal Reserve 

Board and the OCC has highlighted key crypto-asset risks to banking organisations and outlined 

their approach to crypto-asset-related supervision. 

https://www.findknowdo.com/news/01/03/2023/banking-regulators-highlight-crypto-asset-risks 

 

UK: CRIMINAL JUSTICE COMMISSION ON INDEFINITE HOLD 

On 4 January, the Law Society Gazette reported that a 2019 Conservative manifesto pledge to set 

up a Royal Commission on the criminal justice process appears to have been booted even further 

into the long grass. 

https://www.lawgazette.co.uk/news/criminal-justice-commission-on-indefinite-

hold/5114686.article 

 

NCA LAUNCHES 'CRYPTO CELL' TO COMBAT DIGITAL ASSETS FRAUD AFTER BRITONS WERE 

SCAMMED OUT OF £226 MILLION IN JUST 12 MONTHS 

On 4 January, the Daily Mail reported that the NCA has launched a new unit aimed at clamping 

down on crypto crime amid a surge in digital assets fraud.  A team of 5 people are being recruited to 

join a team based within the National Cyber Crime Unit targeting crypto criminals. 

https://www.thisismoney.co.uk/money/markets/article-11598343/NCA-launches-new-Crypto-Cell-

team-combat-rising-digital-assets-fraud.html 

 

UK: POLICE POWERS: PRE-CHARGE BAIL AND RELEASE UNDER INVESTIGATION 

On 4 January, the House of Commons Library published this briefing, saying that pre-charge bail was 

reformed in 2022 by Schedule 4 to the Police, Crime, Sentencing and Courts (PCSC) Act 2022. 

https://researchbriefings.files.parliament.uk/documents/CBP-7469/CBP-7469.pdf 

 

UK: CONSULTATION - DRAFT LEGISLATION TO HELP MORE PEOPLE PROVE THEIR IDENTITY 

ONLINE 

On 4 January, the Cabinet Office announced a public consultation to 1 March on draft legislation 

intended to improve how data is shared and used across the public sector.  This is to make identity 

verification online easier and more reliable, and to help the government ensure more people can 

use digital public services. 
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https://www.gov.uk/government/consultations/draft-legislation-to-help-more-people-prove-their-

identity-online 

https://www.gov.uk/government/news/cabinet-office-launches-consultation-on-departmental-

data-sharing 

 

RUSSIAN VESSEL MAKES FIRST TRACEABLE CALL TO MARIUPOL SINCE UKRAINE INVASION 

On 4 January, Lloyds List reported that a general cargo ship arrived at the occupied Sea of Azov port 

on 20 December after a trip to Crimea - the first journey that can be confirmed with AIS data. 

https://lloydslist.maritimeintelligence.informa.com/LL1143475/Russian-vessel-makes-first-

traceable-call-to-Mariupol-since-invasion 

 

MANAGEMENT OF 5 COMPANIES LINKED TO PEGASUS MAKER NSO IS MOVED TO LONDON 

On 4 January, the Guardian reported that the management of several companies linked to NSO 

Group, the spyware company that was blacklisted by the Biden Administration, has moved to 

London.  NSO, which sells the Pegasus hacking tool is based in Israel, but several of the companies 

that manage some of the group’s operations are based in Luxembourg. 

https://www.theguardian.com/business/2023/jan/04/management-of-five-firms-linked-to-

pegasus-maker-nso-is-moved-to-london 

See also this EU Parliament Research Service briefing – 

https://www.europarl.europa.eu/RegData/etudes/STUD/2022/740514/IPOL_STU(2022)740514_E

N.pdf 

 

INTERNATIONAL DATA TRANSFERS AND SCHREMS II: OBLIGATIONS UNDER THE EU AND UK 

GDPR 

On 4 January, an article from Out-Law says that strict requirements are outlined in UK and EU data 

protection laws in relation to the international transfer of personal data.  It provides a guide which 

examines some of the key questions businesses will ask themselves when considering what they 

need to do to comply with the EU and UK GDPR. 

https://www.pinsentmasons.com/out-law/guides/international-transfers-schrems-ii-gdpr 

 

COCAINE TRADE GROWS IN EAST AND SOUTHERN AFRICA 
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On 4 January, Insight Crime reported that a new investigation suggests countries across east and 

southern Africa are receiving much larger drug shipments from South America than was previously 

believed.  These primarily travel by maritime container from Brazil, a blooming drug trade whose 

full scale is hidden by feeble interdiction capacities. 

https://insightcrime.org/news/cocaine-trade-east-southern-africa/ 

 

ISLE OF MAN SANCTIONS LEGISLATION UPDATE 

The Order Paper for the January sitting of the Island’s parliament includes 2 Orders applying into 

Island law UK provisions that ensure that Manx sanctions law in respect of Russia is maintained in 

line with that of the UK. 

https://www.tynwald.org.im/business/opqp/opqp/2023-PP-0001.pdf 

 

ENFORCING SANCTIONS AGAINST RUSSIAN KLEPTOCRATS JUST GOT HARDER 

On 3 January, Politico made this claim, by a Transparency International expert, in the wake of the 

European court decision on public access to beneficial ownership registers. 

https://www.politico.eu/article/opinion-maira-martini-russia-sanctions-enforcing-accountability-

european-union/ 

 

ANABOLIC STEROIDS ‘BOOMING’ IN SWITZERLAND AND MOST ARE COUNTERFEIT 

On 1 January, Swissinfo reported that more than 200,000 people in Switzerland have taken banned 

anabolic steroids during their lifetimes – and the number is rising.  A study also found that around 

three-quarters of anabolic products are counterfeit: they either contain different ingredients than 

stated on the label or are not correctly dosed.  

https://www.swissinfo.ch/eng/report--anabolic-steroids--booming--in-switzerland/48174288 

 

CAMBODIA’S EFFORTS TO RID COUNTRY OF ILLEGAL CASINOS ARE PAYING OFF 

On 3 January, Casino.org reported that Cambodia became a haven for criminals who used human 

trafficking and slave labour to earn hundreds of millions of dollars through illegal gambling, fraud, 

and more.  Only after global condemnation reached a tipping point did officials begin an earnest 

crackdown on the gangs.  It is reported that authorities have arrested 606 people and eradicated 

231 illegal gambling operations since September.  Like some other countries, Cambodia prohibits 
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locals from gambling, but it isn’t illegal for foreigners to gamble – and, as a result, there’s a mix of 

activity that has been difficult to track. 

https://www.casino.org/news/cambodias-efforts-to-rid-country-of-illegal-casinos-are-paying-off/ 

 

HOW UKRAINE'S 'GREAT RECONSTRUCTION' BROUGHT GREAT REWARDS FOR A COMPANY 

LINKED TO REGIONAL GOVERNOR AND AN FBI FUGITIVE 

On 3 January, a report from Rferl was concerned with a $41 million government pay-out to a 

company co-owned by a fitness trainer and a basketball team executive to repair public roads in 

the south-eastern region of Dnipropetrovsk.  It says that Ukraine’s Specialized Anti-Corruption 

Prosecutor’s Office has opened an investigation amid claims of personal ties between the trainer 

who co-owned this company and the regional governor.  It is said that the co-owner of the 

company which received the bulk of the funds is a business partner of entrepreneur Volodymyr 

Dubinskiy, who is wanted by the FBI for alleged mortgage fraud in California. 

https://www.rferl.org/a/ukraine-investigation-road-reconstruction-fbi-dnipropetrovsk-public-

funds/32205244.html 

 

US CONGRESS EXPANDS WHISTLEBLOWER ELIGIBILITY TO INCLUDE AUDITORS & COMPLIANCE 

PROFESSIONALS 

An article on 4 January from Carnfill Sumner LLP says that a new Act includes drastic new 

measures to expand enforcement against kleptocratic money launderers operating in the US 

financial system and abroad, chiefly by expanding the incentives for whistleblowers with 

knowledge of illicit conduct.  It says that most important update to whistleblower laws is that 

corporate auditors and compliance professionals can now qualify as whistleblowers.  

https://www.jdsupra.com/legalnews/congress-dramatically-expands-3667898/ 
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https://www.linkedin.com/posts/pietro-odorisio-30ab009a_politicallyexposedperson-pep-pep-

activity-7016318023380664320-V7LL 

 

PPE MEDPRO: UK GOVERNMENT ALLEGES FIRM SUPPLIED DEFECTIVE GOWNS TO NHS 

On 4 January, the Guardian carried an update on the Baroness Mone/PPE Medpro scandal, saying 

that the UK Government has accused the company of supplying defective gowns that could have 

compromised the safety of patients had it been used in the NHS. 

https://www.theguardian.com/uk-news/2023/jan/04/ppe-medpro-uk-government-alleges-firm-

supplied-defective-gowns-nhs 

 

NEW EU FOREIGN SUBSIDIES REGIME WILL IMPACT MANY LARGE BUSINESSES OPERATING IN 

EUROPE – PREPARING TO MINIMISE THAT IMPACT IS NOW URGENT 

On 4 January, a post from Baker Mckenzie warned of an EU Regulation and new rules which rules 

will have a major impact on M&A transactions and will significantly increase the administrative 

burden facing many EU and non-EU companies doing business in Europe.  Where companies have 

benefitted from foreign subsidies above specific thresholds, the EU Regulation confers exclusive 

powers on the EU Commission to conduct an assessment.  If a distortion is established, the 

Commission can impose proportionate redressive measures, including structural and non-

structural remedies, and a requirement to repay the subsidy together with interest. 

https://www.globalcompliancenews.com/2023/01/04/new-eu-foreign-subsidies-regime-will-

impact-many-large-businesses-operating-in-europe-preparing-to-minimise-that-impact-is-now-

urgent/ 

 

CZECH REPUBLIC ADOPTS NEW SANCTIONS ACT 

On 3 January, Baker McKenzie reported that the Czech Republic has adopted a new Sanctions Act, 

which implements the process for including the entities on the Czech national sanctions list or the 

EU sanctions list and the rules for adopting national restrictive measures against certain entities 

for actions sanctionable under the relevant EU Regulation.  It explains about the listing procedure, 

the National Sanctions List and how to object to listing. 

https://sanctionsnews.bakermckenzie.com/czech-republic-adopts-new-sanctions-act/ 
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