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US AND UK IMPOSE NEW SANCTIONS ON RUSSIA 

As a new round of sanctions is announced, on 24 February – 

• Wikborg Rein provided a useful summary of new sanctions from the US and HM Treasury; 

• OFAC published a Factsheet detailing its actions, and the claimed effect on Russian oil 

production etc after a year of the sanctions; 

• The White House issued a Factsheet concerning measures adopted after 1 year of the 

conflict; and 

• The US Commerce Department’s Bureau of Industry and Security (BIS) issued a news release 

announced 4 rules developed in concert with international allies and partners in response to 

Russia’s war on Ukraine.  The news release contains brief summaries and links to the text of 

the rules released on the Federal Register’s website, and the effective date for all of the 

rules was 24 February.  The rules include – 

o Enhancing the scope of the Russian and Belarusian industry sector restrictions (oil 

and gas production; commercial and industrial items; chemical and biological 

precursors) and the ‘luxury goods’ sanctions to better align them with the controls 

that have been implemented by US allies and partners; 

o Imposes new export control measures on Iran in order to address the use of Iranian 

UAV by Russia; and 

o Adding 86 entities under 89 entries (due to some entities operating in multiple 

countries) to the Entity List for a variety of reasons related to their activities in 

support of Russia’s defence-industrial sector and war effort. 79 are Russian, 5 

Chinese, 2 are based in Canada, and 1 each in France, Luxembourg and the 

Netherlands. Several of the entities in these countries are subsidiaries of entities 

based in China and Russia. In addition, 4 existing Russian entities are amended; and 

https://www.wr.no/en/news/sanctions-alerts/us-and-uk-impose-new-sanctions-on-russia/ 

https://home.treasury.gov/news/press-releases/jy1298 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/02/24/fact-sheet-on-one-

year-anniversary-of-russias-invasion-of-ukraine-biden-administration-announces-actions-to-support-

ukraine-and-hold-russia-accountable/ 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/02/21/fact-sheet-one-year-

of-supporting-ukraine/ 
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https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3227-2023-02-

24-bis-press-release-additional-russia-invasion-response-actions/file 

 

EVOLVING GEOPOLITICAL DYNAMICS AND THE NUCLEAR NON-PROLIFERATION REGIME 

On 24 February, Modern Diplomacy published an article about the nuclear non-proliferation regime 

(NPR) which offers access to nuclear technology for peaceful purposes and prevents states to use it 

for making nuclear weapons.  It warns that the contemporary geo-political structure some nuclear 

developments are creating challenges for the NPR and global peace and stability. It says that it is 

important to analyse some agreements which erode the NPR, such as AUKUS and the Indo-US 

agreement. 

https://moderndiplomacy.eu/2023/02/24/evolving-geopolitical-dynamics-and-the-nuclear-non-

proliferation-regime/ 

 

US: RUSSIAN NATIONAL CHARGED WITH SMUGGLING COUNTERINTELLIGENCE EQUIPMENT TO 

MOSCOW, NORTH KOREA 

On 24 February, Yahoo News reported that a man had been charged with supplying Russia and 

North Korea with US counterintelligence technology capable of scanning a room to determine if it 

was bugged and securely transmitting information.  Ilya Balakaev, a Russian businessman with 

government ties, is said to have smuggled spy equipment he purchased in the US and shipped it to 

government outposts in Russia and North Korea.  Officials say he purchased the devices over the 

internet or directly from the US companies that made them, and had them shipped to a home in 

Virginia before arranging their export. 

https://news.yahoo.com/feds-charge-russian-national-smuggling-001700352.html 

 

CAMBODIA REMOVED FROM FATF GREY LIST 

On 25 February, the Khmer Times marked Cambodia having been removed from the grey list, which 

it has been on since 2019.  FATF said that said Cambodia had made progress in improving AML/CFT 

regimes. 

https://www.khmertimeskh.com/501245096/cambodia-removed-from-money-laundering-grey-list/ 

 

THE IMF AND FIGHT AGAINST ILLICIT FINANCIAL FLOWS 

The IMF has published information of IFF and its role in combating it.  It explains that illicit financial 

flows refer to the movement of money across borders that is illegal in its source (e.g. corruption, 
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smuggling), its transfer (e.g. tax evasion), or its use (e.g. terrorist financing).  It also refers to another 

acronym -  illicit and tax avoidance related financial flows (ITAFF). 

https://www.imf.org/en/About/Factsheets/Sheets/2023/Fight-against-illicit-financial-flows 

 

UKRAINE $500 MILLION MARINE INSURANCE FUND 

On 24 February, Lloyds List reported that the Ukraine deputy prime minister has announced plans 

for the creation of a new $500 million insurance fund offering compensation for possible damages to 

civilian vessels entering its ports. 

https://lloydslist.maritimeintelligence.informa.com/LL1144106/Ukraine-establishes-$500m-marine-

insurance-fund 

https://gcaptain.com/ukraine-to-set-up-500-million-insurance-fund-for-ships-entering-ports/  

 

ORGANISED CRIME IN UKRAINE AND RUSSIA SPLIT SINCE THE INVASION 

On 24 February, OCCRP said that a report from the Global Initiative Against Transnational Organised 

Crime says that the criminal ecosystem in Russia and Ukraine has fractured since Russia launched its 

invasion a year ago.  It is said that Ukrainian crime figures have now adopted a more patriotic stance 

on their trade; although that is not to say they still aren’t driven by power and profit.  The report 

claims that the year-long invasion has made collaboration between Russian and Ukrainian organised 

crime groups all but impossible and longstanding business ties are now no longer viable, at least for 

the present. 

https://www.occrp.org/en/daily/17364-gi-toc-organized-crime-in-ukraine-and-russia-split-since-the-

invasion 

https://globalinitiative.net/wp-content/uploads/2023/02/New-frontlines-organized-criminal-

economies-in-Ukraine-in-2022-GI-TOC-February-2023.pdf 

 

US AND SOUTH KOREAN AGENCIES ISSUE JOINT CYBERSECURITY ADVISORY FOR CRITICAL 

INFRASTRUCTURE AS RESULT OF NORTH KOREAN ACTIONS 

On 14 February, Homeland Preparedness News reported that a new advisory says that efforts by 

DPRK continue to produce state-sponsored ransomware and have successfully attacked healthcare 

and public health sector organisations and other critical infrastructure.  The Cybersecurity Advisory 

(CSA) was issued jointly by the US National Security Agency (NSA), the FBI, the US Cybersecurity and 

Infrastructure Security Agency (CISA), the US Department of Health and Human Services (HHS), the 

Korea National Intelligence Service (NIS) and the Korea Defense Security Agency (DSA).  Among other 

things, the agencies urge companies and their networks to review their cybersecurity efforts and 
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work to train users to recognise and report phishing attempts, utilise multi-factor authentication 

programs to promote phishing resistance, and install and regularly update anti-virus and anti-

malware software on all their hosts.  They also emphasise governments’ policy of discouraging 

paying ransoms, arguing that doing so does nothing to guarantee files and records will be recovered 

– and may also result in sanctions being imposed. 

https://homelandprepnews.com/stories/79849-u-s-south-korean-agencies-issue-joint-cybersecurity-

advisory-for-critical-infrastructure-as-result-of-north-korean-actions/ 

 

US REPRESENTATIVES CALL FOR CRACKDOWN ON IRANIAN DRONES AND INVESTIGATION OF 

POTENTIAL US PART CONNECTIONS 

On 9 February, Homeland Preparedness News reported that US intelligence has estimated that 

perhaps 75% of the components for Iranian drones recently used by Russia in suicidal bombing raids 

against Ukraine were US-made.  A bipartisan group in the Uouse of Representatives has urged a 

coordinated, whole-of-government approach to interrupt Iran’s supply chains and eliminate US-

made parts from the equation.  In a letter to the Biden administration, the lawmakers noted recent 

efforts taken by the federal government to address these issues but urged for more, citing the 

implications of inaction and the danger these drones pose. 

https://homelandprepnews.com/stories/79794-representatives-call-for-crackdown-on-iranian-

drones-investigation-of-potential-u-s-part-connections/ 

 

A BELIZE MAN EXTRADITED FROM PERU TO US ON INTERNATIONAL MONEY LAUNDERING 

CHARGES 

A news release from US DoJ on 22 February advised that Jianxing Chen, 42, allegedly led and 

controlled a network of couriers who transported cash generated by the domestic sale of controlled 

substances.  Chen was arrested in Lima on 14 June 2021, and held in that country until his 

extradition was approved and he was removed on 21 February.   

https://www.justice.gov/usao-edva/pr/man-extradited-peru-international-money-laundering-

charges 

 

LEBANESE BUSINESSMAN ARRESTED IN ROMANIA 

On 25 February, LBC reported that Mohammad Ibrahim Bazzi, designated by OFAC, has been 

arrested in Romania on charges of alleged sanctions evasion and money laundering.  He is accused 

of using his business network and using shell companies to hide the origin of funds and links to 

Hizbollah. 
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https://www.lbcgroup.tv/news/lebanon-news/689055/lebanese-businessman-mohammad-bazzi-

arrested-in-ro/en 

 

MOROCCO REMOVED FROM FINANCIAL ACTION TASK FORCE GREY LIST 

On 25 February, Asharq Al-Aswat reported on Morocco being removed from the FATF grey list. 

https://english.aawsat.com/home/article/4178541/morocco-removed-financial-action-task-force-

grey-list 

 

VESSELS HELD BY PORTS AS WESTERN CONCERN WITH SHIP-TO-SHIP (STS) TRANSFERS ESCALATES 

On 23 February, Insurance Marine News reported that several ships appear to have been detained 

as part of a crackdown on what has been a significant increase in STS transfers of oil from smaller 

vessels to ocean-going tankers, with the origin of the oil often hard to pin down, but suspected in 

several cases to be Russian. 

https://insurancemarinenews.com/insurance-marine-news/vessels-held-by-ports-as-western-

concern-with-sts-transfers-escalates/ 

 

16 FORMER OFFICIALS WILL BE CHARGED IN THE ODEBRECHT CASE IN COLOMBIA 

On 25 February, La Estrella de Panama reported that the Colombian Prosecutor's Office is to charge 

16 former officials of the National Infrastructure Agency (ANI) for allegedly awarding Odebrecht a 

contract to build a highway in northern Colombia.  It also said that also that the former president of 

the ANI will be charged with illicit enrichment. 
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https://www.laestrella.com.pa/internacional/america/230224/imputaran-16-exfuncionarios-caso-

odebrecht-colombia 

 

UPDATED EU’S DUAL-USE EXPORT CONTROL LIST SEES 4 ENTRIES FOR MARINE TOXINS ADDED 

On 25 February, the EU Sanctions blog reported that the EU had updated to reflect changes agreed 

by the Australia Group in 2022.  The blog also advised that the US Commerce Department’s had 

amended its Commerce Control List (CCL) to align with changes to the Wassenaar Arrangement 

control lists agreed in December 2021. 

https://www.europeansanctions.com/2023/02/eu-to-add-4-marine-toxins-to-dual-use-export-

control-list-bis-updates-ccl/ 

 

FATF SIGNALS PROGRESS AS GIBRALTAR TACKLES ‘GREY LIST’ ACTION POINTS 

On 24 February, the Gibraltar Chronicle reported that FATF had signalled progress in Gibraltar’s work 

to be removed from the organisation’s ‘grey list’ of high-risk countries.  FATF also said Gibraltar 

should continue work to show it can pursue confiscation judgments “commensurate with the risk 

and context of Gibraltar”. 

https://www.chronicle.gi/fatf-signals-progress-as-gibraltar-tackles-grey-list-action-points/ 

 

 

 

 

 

 

 

 

 

https://www.buymeacoffee.com/KoIvM842y 
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