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UK AND ISLE OF MAN: 92 NAMES ADDED TO RUSSIA SANCTIONS AND 1 AMENDED 

On 24 February, a Notice from HM Treasury and news release from the Isle of Man advised that 92 

names had been added to the list of those subject to sanctions concerning Russia.  In addition, 1 

existing entry, for UK-based Uzbek national Nigina ZAIROVA has been amended. 

The sanctions involve 80 individuals, including 17 executives of Russian state-owned nuclear power 

company Rosatom; 34 executives linked to defence companies Rostec and Almaz-Antey Corporation; 

20 executives of Gazprom and Aeroflot, including Gazprom Chairman Viktor Zubkov; 5 senior Iranian 

executives of Qods Aviation Industry, the company alleged to manufacture drones used in Ukraine; 

and Mattias Warnig, CEO of Nord Stream 2.  Also included are 12 entities including the Bank St 

Petersburg PJSC, Bank Uralsib PJSC, Bank Zenit PJSC and MTS Bank PJSC; and 2 subsidiaries of 

Rosatom. 

https://www.gov.im/news/2023/feb/24/financial-sanctions-russia/ 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1138500/Notice_Russia_240223.pdf 

 

FORMER NBA STAR SETTLES SEC CHARGES FOR FAILING TO DISCLOSE CRYPTO AD COMPENSATION 

On 21 February, Fried Harris Shriver & Jacobson LLP reported on the case of former NBA star Paul 

Pierce, in which he settled SEC charges that he unlawfully advertised a crypto asset security on social 

media without disclosing his compensation and made misleading statements about his holdings of 

the asset. 

https://www.findknowdo.com/news/02/21/2023/former-nba-star-settles-sec-charges-failing-

disclose-crypto-ad-compensation 

 

INDIA-RUSSIA JOINT VENTURE EXPORTS WESTERN DUAL-USE TECHNOLOGY TO RUSSIA 

On 21 February, Kharon reported that BrahMos Aerospace, a joint venture between India and 

Russia, 50.5% owned by research and development organization of India’s Ministry of Defence, has 

exported Western-made electronics and other articles with military applications to its Russian 

parent company since Russia’s February 2022 invasion of Ukraine.  The BrahMos supersonic cruise 

missile is the venture’s main product. 

https://brief.kharon.com/updates/india-russia-joint-venture-exports-western-dual-use-technology-

to-russia 
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RUSSIAN DEFENCE COMPANIES IMPORT ADVANCED ELECTRONICS THROUGH TURKEY 

On 23 February, Kharon reported that Russian defence companies are able to procure Western 

components — including equipment with apparent military application — through trade channels 

established after the invasion of Ukraine, according to trade data and company records reviewed by 

Kharon.  These new channels may operate to evade sanctions and skirt export restrictions against 

Russia.  The report concerns Istanbul-based CTL Dis Ticaret Limited Sirketi. 

https://brief.kharon.com/updates/russian-defense-companies-import-advanced-electronics-

through-turkey 

 

AUSTRALIA: LABOUR’S ANTI-TAX AVOIDANCE BENEFICIAL REGISTER SLAMMED 

On 15 February, the Financial Review reported that the federal government wants to create a 

publicly accessible record of who “owns, controls, and receives benefits from” businesses in a bid to 

limit complex structures that can help avoid tax and fund crime.  This would involve over 3 million 

private companies, unlisted investment vehicles and trusts, and anyone with a holding of at least 

20%.  Critics say that the proposal conflicts with the rights of law-abiding people to structure their 

businesses and financial affairs in a private manner 

https://www.afr.com/politics/federal/the-plan-to-unmask-the-owners-of-3-million-companies-and-

trusts-20230202-p5chb9 

 

RUSSIA’S FOOTPRINT IN AFRICA 

A report from ETH Zurich says that Russia’s presence on the African continent increased in the years 

preceding its invasion of Ukraine.  Now, this presence is intimately linked to the war and to the 

resultant political and economic struggle.  It says that the planned follow-up summit in 2023 to the 

first Russia-Africa Summit in Sochi in 2019 will indicate to what degree Russia has managed to 

present itself as an alternative to the US and Europe.  It also says that Russian economic engagement 

with the African continent is most pronounced in 3 sectors: weapons exports, mining activities, and 

energy exploration. However, beyond these, Russia remains an economic lightweight compared to 

other trade partners of Africa. 

https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-

studies/pdfs/CSSAnalyse318-EN.pdf 

 

UK: NEW RUSSIA SANCTIONS MEASURES 

On 24 February, the Foreign, Commonwealth and development Office issued a news release advising 

of a new package of sanctions, including export bans on every item Ukraine has found Russia using 
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on the battlefield to date.  The new sanctions package also includes an import ban on 140 goods, 

including iron and steel products processed in third countries, and extension of existing measures 

against Crimea and the non-government-controlled areas of Donetsk and Luhansk to the non-

government-controlled areas of Kherson and Zaporizhzhia. 

https://www.gov.uk/government/news/new-sanctions-ban-every-item-russia-is-using-on-the-

battlefield 

https://www.europeansanctions.com/2023/02/uk-announces-new-russia-trade-targeted-sanctions/ 

https://www.gov.uk/government/collections/uk-sanctions-following-russias-invasion-of-ukraine  

 

ARMS PROLIFERATION FROM LIBYA: A HEADACHE FOR NEIGHBOURING COUNTRIES 

On 23 February, an article from Libya Update says that, over the past decade, Egypt has suffered 

serious security repercussions due to the security chaos and political crises in Libya, which is linked 

to it by a long border strip that extends for nearly 1,050 km.  The weakness of the security services in 

Libya after the fall of Gaddafi led to a lack of joint control over the borders of the countries.  This 

matter played a role in the growth of organized crime in its various forms, such as smuggling 

weapons, drug and human trafficking.  The article also says that Egypt is not the only country that 

suffers from the smuggling of Libyan weapons into its territory. 

https://libyaupdate.com/arms-proliferation-from-libya-a-terrible-headache-for-neighboring-

countries/ 

 

CHINA: EXPORT CONTROL SYSTEM'S UPGRADE TO BE EXPEDITED 

On 24 February, China Daily reported that China will accelerate the establishment of a modernised 

export control system, featuring improvements in laws and regulations, government officials said at 

a forum on export control compliance.  It says that the government will also strengthen guidance 

and assistance for enterprises facing rising protectionism and abuse of export control in some 

countries to better protect their legitimate rights and interests. 

https://www.chinadaily.com.cn/a/202302/24/WS63f7eec1a31057c47ebb08b4.html 

 

FATF SUSPENDS RUSSIA AND GREY LISTS SOUTH AFRICA AND NIGERIA 

On 24 February, Deutsche Welle reported that South Africa and Nigeria had been added to the FATF 

"grey list”.  It also suspended Russia's membership on the one-year anniversary of its full-scale 

invasion of Ukraine.   

https://www.dw.com/en/fatf-suspends-russia-and-grey-lists-south-africa-nigeria/a-64809632 

https://www.gov.uk/government/news/new-sanctions-ban-every-item-russia-is-using-on-the-battlefield
https://www.gov.uk/government/news/new-sanctions-ban-every-item-russia-is-using-on-the-battlefield
https://www.europeansanctions.com/2023/02/uk-announces-new-russia-trade-targeted-sanctions/
https://www.gov.uk/government/collections/uk-sanctions-following-russias-invasion-of-ukraine
https://libyaupdate.com/arms-proliferation-from-libya-a-terrible-headache-for-neighboring-countries/
https://libyaupdate.com/arms-proliferation-from-libya-a-terrible-headache-for-neighboring-countries/
https://www.chinadaily.com.cn/a/202302/24/WS63f7eec1a31057c47ebb08b4.html
https://www.dw.com/en/fatf-suspends-russia-and-grey-lists-south-africa-nigeria/a-64809632


https://www.news24.com/fin24/economy/just-in-south-africa-has-been-greylisted-by-the-financial-

action-task-force-20230224 

https://www.devdiscourse.com/article/law-order/2361985-financial-crime-watchdog-adds-south-

africa-nigeria-to-grey-list 

 

FATF SIGNALS PROGRESS BUT GIBRALTAR STAYS ON ‘GREY LIST’  

On 24 February, the Gibraltar Chronicle reported that FATF said Gibraltar had taken steps to 

strengthen the effectiveness of its regime to tackle money laundering and terrorist financing.  

However, it said Gibraltar should continue work to show it can pursue confiscation judgments 

“commensurate with the risk and context of Gibraltar”.  It had been added to the list in June 2022. 

https://www.chronicle.gi/fatf-signals-progress-as-gibraltar-tackles-grey-list-action-points/ 

 

LOOT BOXES IN VIDEO GAMES 

On 24 February, the House of Commons Library issued this updated briefing looking at the 

regulation of loot boxes.  In July 2022, the UK Government had announced that the Gambling Act 

would not be extended to cover loot boxes, although it would keep its position under review. 

https://researchbriefings.files.parliament.uk/documents/CBP-8498/CBP-8498.pdf 

 

OUTCOMES OF FATF PLENARY 

On 24 February, FATF advised of the outcome of the weeks’ Plenary – 

• Suspending Russia’s membership; 

• Discussed and adopted the mutual evaluation report on Indonesia and Qatar; 

• Removed Morocco and Cambodia from its Grey List; 

• Added Nigeria and South Africa to the Grey List; 

• In preparation for the next round of mutual evaluations, the 5th round, that will commence 

in 2024, FATF delegations agreed on the sequence of countries to be assessed during the 

first year of the assessment cycle; 

• Finalised a guidance document which will help countries implement the revised 

requirements of Recommendation 24 on beneficial ownership; 

• Approved a report on disrupting the financial flows from ransomware; 

Iran and North Korea remain the only countries on the FATF Black List. 

https://www.fatf-gafi.org/en/publications/Fatfgeneral/outcomes-fatf-plenary-february-2023.html 

https://www.fatf-gafi.org/en/publications/High-risk-and-other-monitored-jurisdictions/Call-for-

action-February-2023.html 
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https://www.fatf-gafi.org/en/publications/Fatfgeneral/fatf-statement-russian-federation.html 

 

UK: EXTENTION OF RUSSIA AND SYRIA SANCTIONS GENERAL LICENCES 

On 24 February, HM Treasury advised that OFSI had issued updated versions of 3 General Licences, 

with expiry dates extended. 

https://www.gov.uk/government/publications/ofsi-general-licence-int20221280976 

https://www.gov.uk/government/publications/ofsi-general-licence-int20221280876 

https://www.gov.uk/government/publications/ofsi-general-licence-int20222300292 

 

BOSNIAN AUTHORITIES BUST GROUP SELLING FAKE DIPLOMAS 

On 24 February, the OCCRP reported that law enforcement in Bosnia and Herzegovina detained 11 

people suspected of “organized crime, illegal trade, and money laundering” in connection with the 

sale of fraudulent university diplomas that were not based on genuine study. 

https://www.occrp.org/en/daily/17360-bosnian-authorities-bust-group-selling-fake-diplomas 

 

17 COUNTRIES TO RESTRICT ACCESS TO INSTRUCTIONS ONLINE ON HOW TO USE HIGH-RISK 

CHEMICAL FOR TERRORIST ATTACKS 

On 24 February, a news release from Europol reported on a large-scale Referral Action Day targeting 

the misuse of dangerous chemicals by terrorist groups took place at Europol’s headquarters in The 

Hague.  A number of chemicals routinely used in industrial processes or professional functions can 

react upon mixing, producing hazardous substances that could be used to carry out chemical 

terrorist attacks.  The findings of this Referral Action Day will feed into the analysis of the current 

threat picture on high-risk chemicals in the impact assessment produced by the European 

Commission.  

https://www.europol.europa.eu/media-press/newsroom/news/17-countries-join-forces-to-prevent-

chemical-terrorism-european-soil 

 

VIETNAM: MAN GETS 13 YEARS JAIL FOR TRADING ENDANGERED ANIMAL PRODUCTS 

On 24 February, The Star in Malaysia reported that Nguyen Duc Tai, a 34-year-old resident of 

Danang, has been sentenced to 13 years in prison.  was found guilty of illegally trading 10 tonnes of 

rhino horns, ivory, lion's bones, and pangolin scales and intentionally forging seals and documents. 

https://www.thestar.com.my/aseanplus/aseanplus-news/2023/02/24/man-gets-13-years-jail-for-

trading-endangered-animal-products 
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 RANSOMWARE GROUP IS ASKING INSURED VICTIMS FOR DETAILS ABOUT THEIR POLICY 

On 21 February, an article in Infosecurity reported that HardBit 2.0 claims to steal data before 

encrypting the victim organisation’s data, but unusually for such a group it has no leak site and does 

not use “double extortion” as a tactic, according to Varonis.  Instead, the group apparently threatens 

further attacks if its demands aren’t met – and the group seeks to negotiate with victims to reach a 

settlement.  As part of these negotiations, victims with cyber-insurance policies are also encouraged 

to share details so that their demands can be adjusted to fall within the policy. 

https://www.infosecurity-magazine.com/news/ransomware-exploit-insurance/ 

 

CHINESE SHIP THREATENS AND CONFISCATES CATCH OF VIETNAMESE BOAT OFF PARACEL ISLANDS 

On 23 February, RFA reported that a Chinese ship has confiscated the catch of a Vietnamese 

fishing boat anchored in the waters off the disputed Paracel Islands in the South China Sea.  This 

is said to be one of several recent cases of Chinese ships intimidating Vietnamese fishing boats 

around the islands, which are claimed by Vietnam, China and Taiwan. 

https://www.rfa.org/english/news/vietnam/chinaparacelvietnamfishing-02232023163352.html 

 

RUSSIA CALLS IN BANGLADESH AMBASSADOR AS SANCTIONED SHIPS DISPUTE ESCALATES 

On 23 February, Insurance Marine News reported that Russia has protested Bangladesh’s decision to 

block the entry of Russian ships into Bangladeshi ports.  Bangladesh banned from its territorial 

waters tens of Russian ships that were deemed to have become subject to Western sanctions. 

Bangladesh said that it did so in order to comply with the restrictions imposed by the G7, the US, the 

EU and Australia. 

https://insurancemarinenews.com/insurance-marine-news/russia-calls-in-bangladesh-ambassador-

as-sanctioned-ships-dispute-escalates/ 

 

AUSTRALIA HAS ANNOUNCED THE ADDITION OF 90 PEOPLE AND 40 ENTITIES TO ITS RUSSIA 

SANCTIONS LIST 

On 24 February, the EU Sanctions blog reported that the Australian Government’s new sanctions 

included on the Kalashnikov Concern, one of Russia’s largest arms manufacturers; the Admiralty 

Shipyards, a submarine developer; Tupolev, an aviation company; the Makeyev Rocket Design 

Bureau, a missile designer; and Kurganmashzavod, a producer of infantry fighting vehicles. 

https://www.europeansanctions.com/2023/02/australia-adds-130-to-russia-sanctions-list/ 
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UK REMOVES BAGHDADI AL-MAHMOUDI FROM ITS LIBYA SANCTIONS LIST 

A Notice from HM Treasury on 24 February advised that Baghdadi AL-MAHMOUDI, a former Prime 

Minister in Colonel Qadhafi’s Government, had been removed from its sanctions lists. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1138535/Notice_Libya_240223.pdf 

 

EU SANCTIONS: COMMISSION TO DISCUSS SANCTIONS APPLICATION WITH MEMBER STATES’ 

REPRESENTATIVES, BUSINESSES, OPERATORS, AND INTERNATIONAL PARTNERS 

On 23 February, the EU published a news release about the second meeting of the High-Level Group 

on Union Restrictive Measures.  Business representatives range from banking, insurance and legal 

services, to manufacturing, trade, transportation and logistics.  The continuous dialogue with 

businesses and operators, that apply and are affected by these sanctions, is key to achieving their 

effective implementation.  

https://finance.ec.europa.eu/news/eu-sanctions-commission-discuss-sanctions-application-

member-states-representatives-businesses-2023-02-23_en 

https://finance.ec.europa.eu/news/statement-commissioner-mcguinness-outcomes-second-

meeting-high-level-group-sanctions-implementation-2023-02-23_en 

 

ENTHUSIASM TO TARGET KLEPTOCRATIC ASSETS SEEMS TO WANE AS GOVERNMENTS STRUGGLE 

TO REPORT ON PROGRESS 

On 24 February, Transparency International said that, as the 1-year anniversary of the invasion of 

Ukraine approached, Transparency International attempted to obtain information on Western 

governments’ progress in tracing kleptocratic assets.  The information it was able to gather so far 

indicates that governments need to get more serious about targeting illicit wealth stashed within 

their borders.  They also need to collect and release the data in a more systematic manner, enabling 

civil society and the wider public to evaluate the impact of their efforts. 

https://www.transparency.org/en/press/russia-ukraine-invasion-anniversary-western-governments-

struggle-report-sanctioned-assets-progress 

 

OFAC: DETERMINATION THAT SANCTIONS PROVISION APPLIES TO THE METALS AND MINING 

SECTOR OF THE RUSSIAN FEDERATION ECONOMY 

On 24 February, OFAC issued a determination that section 1(a)(i) of E.O. 14024 (addresses national 

security threats posed by specified harmful foreign activities of the Russian Federation) shall apply to 
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the metals and mining sector of the Russian Federation economy; and hence, that any person 

determined to operate or have operated in this sector shall be subject to sanctions. 

https://home.treasury.gov/system/files/126/determination_02242023_eo14024.pdf 

 

ADDITIONAL US SANCTIONS ON RUSSIA 

On 24 February, the US announced further sanctions on Russia, after 1 year since the (continued) 

invasion of Ukraine.  A large number of additional individuals and entities are designated.  OFAC also 

issued 4 General Licenses, and 5 new associated FAQ.  OFAC says that it is targeting key sectors, 

evasion efforts and military supplies. 

https://www.state.gov/the-united-states-takes-sweeping-actions-on-the-one-year-anniversary-of-

russias-war-against-ukraine/ 

https://www.state.gov/the-united-states-imposes-additional-sweeping-costs-on-russia/ 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/02/24/fact-sheet-on-one-

year-anniversary-of-russias-invasion-of-ukraine-biden-administration-announces-actions-to-support-

ukraine-and-hold-russia-accountable/ 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230224 

https://home.treasury.gov/news/press-releases/jy1296 

https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2023-02-24 

 

NETHERLANDS: ASML STOLEN DATA CAME FROM TECHNICAL REPOSITORY FOR CHIP MACHINES 

On 15 February, Bloomberg reported that a China-based former employee of the ASML Holding NV 

semiconductor producer stole data from a software system that the corporation uses to store 

technical information about its machinery.  The breach occurred in a repository that includes details 

of the lithography systems critical to producing some of the world’s most advanced chips.  

Subsequently, it was said that this breach may have also breached export controls law relating to 

intangible exports. 

https://www.bloomberg.com/news/articles/2023-02-15/ex-employee-for-chip-machine-maker-

asml-stole-data-from-technical-repositary#xj4y7vzkg 

 

WAS HAITI'S PRESIDENT MOÏSE KILLED FOR VALUABLE STATE CONTRACTS? 

On 23 February, Insight Crime posed this question, saying that US prosecutors have levelled new 

charges against alleged assassins of Haitian President Jovenel Moïse, raising questions about 

whether the murderers were seeking to replicate previous patterns of corruption by installing a 

puppet leader to funnel them state contracts. 
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JERSEY: ROGUE-STATE WARNING ABOUT FUNDING WMD ISSUED 

On 24 February, the Jersey Evening Post reported that the finance industry has been warned to look 

out for rogue states such as North Korea and Iran using Jersey to fund the development of WMD.  

Industry professionals in Jersey were briefed about the dangers of this kind of activity at a seminar 

organised by the government and regulator. 

https://jerseyeveningpost.com/news/2023/02/24/rogue-state-warning-about-funding-weapons-of-

mass-destruction-issued/ 

 

US: CIVIL FORFEITURE COMPLAINT FILED AGAINST 6 LUXURY REAL ESTATE PROPERTIES INVOLVED 

IN SANCTIONS EVASION AND MONEY LAUNDERING 

A DoJ news release on 24 February advised that a complaint seeks forfeiture of properties worth 

approximately $75 million owned by Viktor Vekselberg and maintained by fugitive Vladimir 

Voronchenko.  The civil forfeiture complaint cites 6 real properties located in New York, New York, 

Southampton, New York, and Fisher Island, Florida, identified by the Task Force KleptoCapture. 

https://www.justice.gov/usao-sdny/pr/civil-forfeiture-complaint-filed-against-six-luxury-real-estate-

properties-involved 

 

FATF: QATAR MUST IMPROVE MEANS TO FIGHT FINANCIAL CRIME 

On 24 February, Middle East Monitor reported that FATF has said that Qatar's technical compliance 

with its standards was strong but the Gulf state needed to make improvements in its fight against 

money laundering, terrorism financing and other areas.  Qatar needed to make it easier to get 

information on the ultimate ownership of companies and also needed to strengthen measures to 

stop any financing of weapons of mass destruction.  A full report is due in May. 

https://www.middleeastmonitor.com/20230224-qatar-must-improve-means-to-fight-financial-

crime-watchdog/ 

 

FATF KEEPS PANAMA ON GREY LIST 

On 24 February, La Estrella de Panama reported that FATF made the decision after observing that 

Panama had failed to comply with the action plan that expired in January 2021. FATF called on Panama 

to quickly complete its action plan by June, otherwise it will consider calling its members to apply 

enhanced due diligence measures. 
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https://www.laestrella.com.pa/economia/230224/gafi-mantiene-panama-lista-gris-mef-prepara-

solicitar-visita-in-situ 

https://www.prensa.com/economia/gafi-mantiene-a-panama-en-la-lista-gris/ 
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