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UK AND ISLE MAN: CORRECTION OF 1 ENTRY ON RUSSIA SANCTIONS LISTS 

On 28 February, a Notice from HM Treasury advised of a correction in the entry relating to Matthias 

Artur WARNIG, and the Isle of Man followed suit. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1139201/Notice_Russia_280223.pdf 

https://www.gov.im/news/2023/feb/28/financial-sanctions-russia/ 

 

MOROCCO'S MOCRO MAFFIA THREATENS EUROPE AND NORTH AFRICA 

On 27 January, ENACT Africa published an article about the Mocro mafia, which has its origins in 

Dutch and Belgian nationals of Moroccan descent moving into the Dutch cannabis markets in the 

1970s, and came into being in the 1990s.  It is said to control around a third of the cocaine trafficking 

market, with the drug being moved from South America into Belgium and the Netherlands. 

https://enactafrica.org/enact-observer/la-mocro-maffia-marocaine-menace-leurope-et-lafrique-du-

nord 

 

ORGANISED CRIME IS INFECTING AFRICAN AND GLOBAL SUPPLY CHAINS 

On 28 February, ENACT Africa carried an article saying that transnational organised crime is usually 

associated with violent mafia-style groups that traffic drugs, people, arms and wildlife; but that less 

dramatic but equally damaging is the effect of organised crime on global supply chains for legal 

goods, citing the fishing and cocoa industries in Africa.  It says that these industries are good 

examples of how multinational logistics systems present opportunities for exploitation by insiders, 

criminal networks and corrupt government officials.  For example, illegal fishing is hidden by 

document fraud, scant inspection of containerised shipments and bribes. 

https://enactafrica.org/enact-observer/organised-crime-is-infecting-african-and-global-supply-

chains 

 

UKRAINE: WAR IN THE BREADBASKET - 1 YEAR IN 

On 24 February, SIPRI carried a post saying that last year it looked at the implications of a war taking 

place in one of the world’s biggest grain exporters and that has seen trade sanctions affecting both 

Russia’s exports of grain and fertilisers. This new post explores how those risks have played out and 

the prospects ahead as the world enters the second year of this war in the breadbasket.  It finds that 

it has had a major impact on global supply chains and international trade in food and fertilisers; and 
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this is undoubtedly part of the reason why potentially 50 million more people — the majority 

of them outside Ukraine — may have become severely food insecure since the invasion.   

https://www.sipri.org/commentary/blog/2023/war-breadbasket-one-year 

 

THE GROWING CONCERN OVER OLDER FAR-RIGHT TERRORISTS: DATA FROM THE UK 

An article in the February issue of CTC Sentinel says that recent attacks, disrupted plots, and arrests 

in Europe and the US have suggested that the terrorist threat posed by older extreme far-right 

individuals might be increasing.  It considers evidence from the UK, which has seen 5 attacks by 

extreme far-right men over the age of 47 since June 2016.  It warns that, with both older men and 

teenagers having been involved, it is an important reminder that the profile of terrorist attackers 

continues to evolve in terms of gender, ideological inspiration, and age.  Norms and expectations 

among authorities and the general public about what a terrorist looks and sounds like — and key 

warning signs and trigger points for intervention — need to evolve. 

https://ctc.westpoint.edu/the-growing-concern-over-older-far-right-terrorists-data-from-the-united-

kingdom/ 

 

UK: COURT OF APPEAL - CRYPTOASSET NETWORK SOFTWARE DEVELOPERS MAY OWE FIDUCIARY 

DUTIES TO TOKEN HOLDERS 

On 27 February, a post from the Compliance & Enforcement blog from the program on Corporate 

Compliance and Enforcement at the New York University School of Law was concerned with a recent 

case involving Tulip Trading Limited and a number of core developers of software in respect of 4 

bitcoin networks.  The Court of Appeal found that it was properly arguable that software developers 

may owe fiduciary duties to owners of cryptoassets on their networks, and that these duties may in 

certain circumstances require developers to introduce a software patch with the effect that an 

owner’s assets are transferred into safety, e.g., where the owner’s private key had been lost or 

stolen. 

https://wp.nyu.edu/compliance_enforcement/2023/02/27/english-court-of-appeal-cryptoasset-

network-software-developers-may-owe-fiduciary-duties-to-token-holders/ 

 

CANADA FOLLOWS US AND EUROPE WITH TikTok BAN ON GOVERNMENT DEVICES 

On 27 February, the Wall Street Journal reported that Canada had followed the lead of the US and 

European Commission and banned the TikTok app from government-issued devices, citing an 

“unacceptable” level of risk to privacy and security. 
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https://www.wsj.com/articles/canada-follows-u-s-europe-with-tiktok-ban-on-government-devices-

2273b07f 

 

STANLEY BLACK & DECKER DISCLOSES POSSIBLE FOREIGN BRIBERY VIOLATIONS 

On 27 February, the Wall Street Journal reported that the company has identified transactions 

among its international operations that may have violated US anti-bribery laws.  It said that it had it 

voluntarily disclosed the questionable transactions to the DoJ and the SEC.  

https://www.wsj.com/articles/stanley-black-decker-discloses-possible-foreign-bribery-violations-

c15ad181 

 

US EXPORT BAN TO RUSSIA EXPANDED: NOW INCLUDES SMARTPHONES OVER $300 

On 26 February, the Tech Times reported that the Department of Commerce recently announced an 

update to its list of goods subject to restrictions on supplies to Russia and Belarus. This list contains a 

wide range of items, including those that cost over $300, such as smartphones and printers, and 

those that cost over $100, like dishwashers, electronic scales, and vacuum cleaners.  

https://www.techtimes.com/articles/288242/20230226/export-ban-to-russia-now-includes-

smartphones-over-300-us-department-of-commerce-enforces.htm 

 

US: ADDITIONAL RUSSIAN DIAMOND SANCTIONS UNDER DEVELOPMENT 

On 28 February, Instore Magazine reported that the Jewelers Vigilance Committee (JVC) in the US said 

that it has received information that forthcoming restrictions are likely to specifically target polished 

diamonds, regardless of where they are cut and polished.  Any suppliers abroad who are still purchasing 

diamonds from Alrosa will likely need to begin segregating those goods to ensure they do not reach the US 

market and should be prepared to make Customs declarations that their goods do not contain Russia origin 

products.  Alrosa is a group of diamond mining companies, and a Russian state-owned enterprise (SOE). 

https://instoremag.com/jewelers-vigilance-committee-shares-member-alert-regarding-additional-

russian-diamond-sanctions-under-development/ 

 

JAPAN ADOPTS FRESH SANCTIONS AGAINST RUSSIA 

On 28 February, Nippon.com reported that the Japanese government has decided to implement 

fresh sanctions against Russia for its invasion of Ukraine.  Specifically, Japan decided to expand its list 

of asset freeze targets and strengthen its export regulations.  The list newly includes 112 individuals 

and organisations, as well as 1 bank and 9 individuals who are believed to be involved in Russia's 

purported incorporation of eastern and southern Ukraine regions.  Japan's export ban additionally 
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targets 21 organisations including private military company Wagner.  The government also decided 

to ban exports of drone-related items. 

https://www.nippon.com/en/news/yjj2023022800440/ 

https://news.yahoo.com/japanese-sanctions-against-russia-rosbank-024506558.html 

https://sanctionsnews.bakermckenzie.com/japan-announces-further-sanctions-against-russia/  

 

EU SANCTIONS DUBAI-BASED COMPANY THAT “INHERITED” THE SOVCOMFLOT'S FLEET 

On 27 February, Maritime Executive reported that the EU has taken aim at Russia's tanker 

subterfuge by sanctioning Sun Ship Management Ltd of Dubai, the operator of more than 90 tankers 

and LNG carriers that were once under the formal control of Sovcomflot.  The EU also sanctioned 

Russian National Reinsurance Company JSC (RNRC), the new reinsurer of choice for Russian oil 

shipping, and Atomflot, the operator of Russia's nuclear icebreaker fleet.  

https://maritime-executive.com/article/eu-sanctions-dubai-based-inheritor-of-sovcomflot-s-fleet 

 

AFREXIMBANK DEAL IN SUDAN RAISES MONEY LAUNDERING AND BRIBERY RED FLAGS 

On 27 February, Global Trade Magazine reported that a $30 million revolving trade finance facility 

awarded by the African Export-Import Bank (Afreximbank) to South Sudanese company Trinity 

Energy has drawn scrutiny after its implementation raised a host of red flags for trade-based money 

laundering (TBML) and bribery.  This followed a 3-year investigation into the deal by corruption-

tracking organisation The Sentry.  The arrangement was intended to address South Sudan’s lack of 

refining capacity and pump US dollars into the country’s depleted reserves of hard currency.  

However, a report voices concerns over indications of illegal activity stemming from the way the 

deal was implemented and calls on Afreximbank, along with the other parties involved, to 

investigate its dealings with Trinity Energy and the South Sudanese government. 
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https://www.gtreview.com/news/africa/afreximbank-deal-raises-money-laundering-bribery-red-

flags-report-claims/ 

https://thesentry.org/reports/crudedealings/ 

 

VIETNAM: NEW LAW ON AML 

On 28 February, Baker McKenzie reported that on 15 November, the National Assembly of Vietnam 

passed the new law on AML, which will replace the Current Law from 1 March.  It says that reporting 

entities as covered in the New Law should take into account certain key changes in AML regulations.  

https://insightplus.bakermckenzie.com/bm/viewContent.action?key=Ec8teaJ9VapFaqSzRFnV717eO

OGbnAEFKCLORG72fHz0%2BNbpi2jDfaB8lgiEyY1JAvAvaah9lF21CiGG39vtfQ%3D%3D&nav=FRbANEu

cS95NMLRN47z%2BeeOgEFCt8EGQ0qFfoEM4UR4%3D&emailtofriendview=true&freeviewlink=true 

 

CANADA: A $7 BILLION PONZI SCHEME FROM 14 YEARS AGO JUST SETTLED FOR $1.6 BILLION THE DAY A 

TRIAL WAS SET TO BEGIN 

On 27 February, Fortune reported Toronto-Dominion Bank has agreed to pay more than $1.2 

billion to settle a lawsuit by investors claiming it aided R Allen Stanford’s $7 billion Ponzi 

scheme more than a decade ago.  Settlements also were reached with HSBC Holdings PLC  Plc 

and the Independent Bank Group Inc (formerly known as Bank of Houston).  The banks, 

which denied wrongdoing, were accused of ignoring red flags for years.  They faced 

potentially billions in damages had jurors sided with investors.  

https://fortune.com/2023/02/27/r-allen-stanford-ponzi-scheme-1-6-billion-settlement-td-bank-

hsbc/ 
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AL JAZEERA INVESTIGATION INTO CORRUPTION AND MONEY LAUNDERING IN ZIMBABWE 

INVOLVING GOVERNMENT OFFICIALS AND THEIR AFFILIATES 

On 27 February, the New Zimbabwe reported that the explosive documentary which was filmed over 

2 years will air in March.  It says that corrupt officials were secretly filmed by undercover journalists 

unwittingly revealing how they were laundering money and plundering resources. 

https://www.newzimbabwe.com/govt-officials-exposed-in-al-jazeera-investigations-documentary-

on-corruption-money-laundering/ 

 

NEW DEVELOPMENTS IN THE JOURNEY OF THE "DIGITAL POUND" 

On 28 February, an article from Bird & Bird reported that, on On 7 February, the Bank of England and 

HM Treasury published a joint consultation paper on the potential introduction of a central bank 

issued digital currency (CBDC) or "digital pound" to be issued by the Bank for retail use (used by 

individuals and businesses for everyday payments), that would exist alongside physical cash.  The 

article sets out some of the key takeaways from the consultation paper and explores what this could 

mean for the payments landscape in the future. 

https://www.twobirds.com/en/insights/2023/uk/new-developments-in-the-journey-of-the-digital-

pound 

 

COMMON MILITARY LIST OF THE EUROPEAN UNION 

EU Official Journal C72 of 28 February carried the revised Common Military List defining common 

rules governing the control of exports of military technology and equipment. 

https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.C_.2023.072.01.0002.01.ENG&toc=OJ%3AC%3A2023%3A072%3

ATOC 

 

GAMBLING ADVERTISING IN THE UK: HOW IS IT REGULATED? 

On 28 February, the House of Commons Library published this briefing, noting that the Government 

had sought views on, among other things, the impacts of gambling advertising.  The review ran from 

to 31 March 2021 and received approximately 16,000 submissions. The Government has not yet 

responded. 

https://researchbriefings.files.parliament.uk/documents/CBP-7428/CBP-7428.pdf 
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100 KG OF MEAT FROM POLAND SEIZED BY JERSEY CUSTOMS OFFICIALS 

On 28 February, the Jersey Evening Post reported that the meat products from Poland have been 

seized.  The pork products, which included sausages, cooked hams and minced meat packaged in 

unmarked tins and plastic wrapping, violated the law that food products of animal origin imported 

into Jersey from the EU must be in the original unopened packaging. 

https://jerseyeveningpost.com/news/2023/02/28/100kg-of-meat-from-poland-seized-by-jersey-

customs-officials/ 

 

UK BORDER FORCE URGED TO ‘DEPRIORITISE’ GUN AND DRUGS SEARCHES TO EASE QUEUES 

On 28 February, the Guardian reported that leaked emails reveal that airport managers have asked 

Border Force officers to “deprioritise” customs work such as searching for guns and drugs in order to 

stop passport queues frustrating travellers.  Staff at Manchester airport were told this month that 

customs work should be carried out only if “there is no likelihood of an excessive queue time”.  It 

meant there would be no spot-checks for illegal firearms, offensive weapons or drugs by customs 

officers, sources said. 

https://www.theguardian.com/uk-news/2023/feb/28/uk-border-force-searches-queues-airport-

passenger 

 

SLOVAK REPUBLIC: THE NEW ACT ON SCREENING FOREIGN INVESTMENTS DUE TO COME INTO 

FORCE FROM 1 MARCH 

On 28 February, CMS Law reported that a new Act comes into force on 1 March and foreign 

investors will have to consider the implications of this law on their foreign direct and indirect 

investments (FDI), and how to address them.  The article provides a brief overview of the new rules. 

https://cms-lawnow.com/en/ealerts/2023/02/the-new-act-on-screening-foreign-investments-due-

to-come-into-force-from-1-march-2023 

 

COMPLIANCE MANAGEMENT SYSTEMS IN CZECH CRIMINAL LAW 

On 28 February, CMS Law reported that Czech criminal law enables legal entities to be exempted 

from criminal liability if the legal entity makes every effort reasonably required to prevent listed 

persons from committing crimes.  Listed persons include members of a governing body or another 

person in a managerial position; a person in a managerial position performing managerial or 

supervisory activities; a person exercising decisive influence over the legal entity’s management; an 

employee or a person in a similar position performing work.  
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https://cms-lawnow.com/en/ealerts/2023/02/compliance-management-systems-in-czech-criminal-

law 

 

DE RUYTER CASE BRINGS ANTI-CORRUPTION REPORTING OBLIGATIONS IN SOUTH AFRICA INTO 

FOCUS 

On 28 February, an article from Out-Law says that a political party in South Africa is reported to have 

opened criminal proceedings against André De Ruyter, the former chief executive of Eskom, in 

respect of an alleged failure by him to report corrupt practices at the state-owned utility.  The 

governing party is reported to have threatened to do the same.  De Ruyter made a series of 

allegations in a recent media interview, and the ANC has urged De Ruyter to substantiate his claims 

to enable a criminal investigation to take place or face criminal charges.  South African police have 

reportedly now been asked to investigate whether De Ruyter has complied with his perceived 

reporting obligation. 

https://www.pinsentmasons.com/out-law/analysis/de-ruyter-case-brings-anti-corruption-reporting-

obligations-in-south-africa-into-focus 

 

RUSSIA'S WAR ON UKRAINE: A SANCTIONS TIMELINE 

On 27 February, the Peterson Institute on International Economics has produced an updated version 

of this useful timeline, updated to 27 February. 

https://www.piie.com/blogs/realtime-economics/russias-war-ukraine-sanctions-timeline 

 

EMPTY CONTAINERS STACK UP AT MAJOR CHINESE PORTS AFTER ZERO-COVID EFFECT LINGERS 

On 27 February, RFA reported that the shipping industry sources say the flow of goods has reversed 

direction, with more entering ports than leaving.  Major Chinese container ports Shenzhen and 

Shanghai are seeing a massive growth in the number of empty containers, according to 2 shipping 

industry sources, social media footage and a global container tracking website, suggesting a huge 

slump in manufacturing exports. 

https://www.rfa.org/english/news/china/china-empty-containers-02272023144718.html 

 

AUSTRALIANS REVEALED AS PRIME TARGETS OF ISRAEL CRYPTO SCAM SYNDICATE 

On 24 February, the Coin Telegraph reported that evidence found that Australians were among the 

top countries targeted in a sophisticated cryptocurrency investment scam network, which has 

suspected kingpins in Israel.  Evidence uncovered after a full-scale raid of 4 Serbian call centres and 
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11 residences by Serbian, German, Bulgarian and Cypriot authorities found that Australians were 

among the top countries being targeted.  

https://cointelegraph.com/news/aussies-revealed-as-prime-targets-of-israel-crypto-scam-syndicate 

 

SALVADORAN AUTHORITIES URGED TO PROBE MILLIONS IN BITCOIN FRAUD 

La Prensa Latina on 22 february reported that an NGO with ties to the Episcopal Church appealed to 

the Salvadoran Attorney General’s Office to investigate the embezzlement of more than $12 million 

in public funds via the digital wallet app created by the government when it declared bitcoin legal 

tender nearly 18 months ago. 

https://www.laprensalatina.com/salvadoran-authorities-urged-to-probe-millions-in-bitcoin-fraud/ 

 

HOW WORLD’S BIGGEST FOSSIL FUEL FIRMS ‘PROFITED IN MYANMAR AFTER COUP’ 

On 9 February, Finance Uncovered said that its investigation centred on Western fossil fuel 

contractors who have continued to profit from providing essential drilling and other services to 

Myanmar’s gas field operators since the coup.  The services these companies provide help the junta 

earn billions of dollars from the gas fields in royalties, dividends and corporation tax. 

https://www.financeuncovered.org/stories/revealed-how-worlds-biggest-fossil-fuel-firms-profited-

in-myanmar-after-coup 

 

BRIBERY CHARGES TO BE FILED AGAINST FORMER ECUADORIAN PRESIDENT LENÍN MORENO 

On 26 February, the People’s Despatch reported that Ecuador’s State Attorney General’s Office had 

announced that it will file charges against former President Lenín Moreno and 36 other people, 

including his family members, for the alleged crimes of bribery in the Sinohydro case (formerly 

known as the INA Papers case) - an alleged scheme of embezzlement of public money, money 

laundering and evasion of foreign exchange into accounts in tax havens.  

https://peoplesdispatch.org/2023/02/26/bribery-charges-to-be-filed-against-former-ecuadorian-

president-lenin-moreno/ 

 

2 CONVICTED OF VAT FRAUD IN EPPO INVESTIGATION IN GERMANY – ESTIMATED VAT LOSSES OF 

MORE THAN €33 MILLION 

On 24 February, a news release from the European Public Prosecutor’s Office advised that those 

convicted were involved in the trade of electronic goods and the VoIP transactions, with trades that 

did not take place as the invoices had shown.  
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https://www.laprensalatina.com/salvadoran-authorities-urged-to-probe-millions-in-bitcoin-fraud/
https://www.financeuncovered.org/stories/revealed-how-worlds-biggest-fossil-fuel-firms-profited-in-myanmar-after-coup
https://www.financeuncovered.org/stories/revealed-how-worlds-biggest-fossil-fuel-firms-profited-in-myanmar-after-coup
https://peoplesdispatch.org/2023/02/26/bribery-charges-to-be-filed-against-former-ecuadorian-president-lenin-moreno/
https://peoplesdispatch.org/2023/02/26/bribery-charges-to-be-filed-against-former-ecuadorian-president-lenin-moreno/


 

https://www.eppo.europa.eu/en/news/two-convicted-vat-fraud-eppo-investigation-germany-

estimated-vat-losses-more-eu33-million 

 

AUSTRIA SPLIT OVER RUSSIA SANCTIONS 

On 27 February, EurActiv reported that Austria’s far-right FPÖ continues to uphold its stance against 

sanctions on Russia, as surveys demonstrate that while Austrians, by and large support punitive 

actions, the far-right voters do not. 

https://www.euractiv.com/section/politics/news/austria-split-over-russia-sanctions/ 

 

BOSNIAN AUTHORITIES BUST GROUP SELLING FAKE DIPLOMAS 

On 24 February, OCCRP reported that law enforcement in Bosnia and Herzegovina have detained 11 

people suspected of “organized crime, illegal trade, and money laundering” in connection with the 

sale of fraudulent university diplomas that were not based on genuine study.  It is said that that the 

investigation uncovered more than 50 fake diplomas, believed to be bought for at least 30,000 euros 

($31,768) each. 

https://www.occrp.org/en/daily/17360-bosnian-authorities-bust-group-selling-fake-diplomas 

 

1 YEAR ON: WESTERN COMPANIES TRADED 384 MILLION BARRELS OF RUSSIAN OIL 

On 24 February, Global Witness looked at which Western companies traded the most Russian oil in 

the year that Russia waged war on Ukraine.  It says that flows have realigned with India, China and 

Turkey as the largest importers of Russian oil, but Global Witness research reveals that Western 

https://www.eppo.europa.eu/en/news/two-convicted-vat-fraud-eppo-investigation-germany-estimated-vat-losses-more-eu33-million
https://www.eppo.europa.eu/en/news/two-convicted-vat-fraud-eppo-investigation-germany-estimated-vat-losses-more-eu33-million
https://www.euractiv.com/section/politics/news/austria-split-over-russia-sanctions/
https://www.occrp.org/en/daily/17360-bosnian-authorities-bust-group-selling-fake-diplomas


companies retained a significant stake in the trade, helping Russia export 384 million barrels of oil & 

oil products since February last year.   

 

https://www.globalwitness.org/en/campaigns/stop-russian-oil/one-year-western-companies-

traded-384-million-barrels-russian-oil/ 

 

ISRAEL: FIU FAILS TO FIGHT CRIME, TERROR AND FUNDS GO TO WASTE 

On 28 February, the Jerusalem Post reported that the Israel Money Laundering and Terror Financing 

Prohibition Authority (IMPA) is making very few contributions to the fight against financial crime and 

terrorism, the State Comptroller's office found in a report.  It says that 87% of IMPA initiated reports 

passed on to police or other law enforcement bodies didn't lead to investigations being opened. 

https://www.jpost.com/israel-news/article-732951 

 

PHILIPPINES INTENSIFIES EFFORTS TO EXIT ‘DIRTY MONEY’ LIST 

On 28 February, Philstar Global reported that the Philippines vowed to further intensify initiatives to 

address the remaining deficiencies in its regime to counter money laundering as well as terrorist and 

proliferation financing, after it failed to meet last month’s deadline imposed by FATF. 

https://www.philstar.com/business/2023/02/28/2248064/philippines-intensifies-efforts-exit-dirty-

money-list 

https://www.globalwitness.org/en/campaigns/stop-russian-oil/one-year-western-companies-traded-384-million-barrels-russian-oil/
https://www.globalwitness.org/en/campaigns/stop-russian-oil/one-year-western-companies-traded-384-million-barrels-russian-oil/
https://www.jpost.com/israel-news/article-732951
https://www.philstar.com/business/2023/02/28/2248064/philippines-intensifies-efforts-exit-dirty-money-list
https://www.philstar.com/business/2023/02/28/2248064/philippines-intensifies-efforts-exit-dirty-money-list


 

ORGANISED CRIMINAL ECONOMIES IN UKRAINE 

On 22 February, a report from the Global Initiative Against Transnational Organised Crime says that 

before February 2022, Russian and Ukrainian organised crime formed the strongest criminal 

ecosystem in Europe, and the conflict in the Donbas region helped bolster an array of illicit 

economies and criminal actors. The report explores the changing dynamics in the political economy 

of Ukrainian organised crime up till December 2022 and maps how the criminal landscape has 

adapted to the new situation. 

 

https://globalinitiative.net/analysis/organized-criminal-economies-ukraine-2022/ 

 

WIRECARD: HOW THE BIGGEST FRAUD IN GERMAN HISTORY UNRAVELLED 

On 27 February, the New Yorker carried an article about the Wirecard scandal.  It says that the rise 

of Wirecard did not occur in a vacuum.  Rather, it reflected a convergence of factors that made the 

past half decade “the golden age of fraud,” as the hedge-fund manager Jim Chanos has put 

it.  Wirecard represented Germany’s challenge to Silicon Valley, its leap into financial technology and 

the digital era.  The German business newspaper Handelsblatt called Wirecard’s CEO a 

“mastermind” who had “come across the German financial scene like the Holy Spirit” - but it was not 

regulators or auditors who ultimately took the company down; it was a reporter and his editors, in 

London. 

https://www.newyorker.com/magazine/2023/03/06/how-the-biggest-fraud-in-german-history-

unravelled 

 

 

 

https://globalinitiative.net/analysis/organized-criminal-economies-ukraine-2022/
https://www.newyorker.com/magazine/2023/03/06/how-the-biggest-fraud-in-german-history-unravelled
https://www.newyorker.com/magazine/2023/03/06/how-the-biggest-fraud-in-german-history-unravelled


THE HIDDEN SYSTEM OF LEGAL KICKBACKS SHAPING THE US PRESCRIPTION DRUG MARKET 

On 27 February, a post from the Global Anticorruption Blog said that when pharmaceutical 

companies offer financial inducements worth billions of dollars to Pharmacy Benefit Managers 

(PBM) — not the meagre thousands spent on doctors — to promote use of their drugs, the conduct 

is entirely legal.  It goes on to explain what PBM are. 

https://globalanticorruptionblog.com/2023/02/27/the-hidden-system-of-legal-kickbacks-shaping-

the-u-s-prescription-drug-market/ 

 

RUSSIAN OIL SERVICES BAN – HM TREASURY GUIDANCE 

On 28 February, HM Treasury advised of the publication of updated guidance. 

https://www.gov.uk/government/publications/russian-oil-services-ban#full-publication-update-

history 

 

UK GOVERNMENT OBJECTS TO PRIVATE MEMBER’S BILL TO PROVIDE FOR THE SEIZURE OF 

RUSSIAN STATE ASSETS TO SUPPORT UKRAINE 

On 28 February, the EU Sanctions blog reported that it is unclear if (i.e. unlikely) the Bill will progress 

any further after the Government expressed its opposition. 

https://www.europeansanctions.com/2023/02/uk-government-objects-to-bill-for-seizure-of-frozen-

russian-state-assets/ 

 

HOW SUPPLY-SIDE CONTROLS CAN IMPEDE THE IRANIAN DRONE PROGRAM 

On 15 February, the Iran Watch website says that Iranian drones in particular have been a key 

instrument of Russia's devasting strikes against Ukrainian infrastructure and the country's 

population.  Russia's use of Iranian weapons has invigorated Western efforts to slow the further 

development of Iran’s drone program and to limit its ability to export drones on a large scale.  Iran’s 

UAV present a double challenge.  First, Iran is using them in its own military operations across the 

Middle East.  Second, Iran is exporting them abroad, including direct transfers to Russia and illicit 

shipments to proxy groups such as the Houthis in Yemen.  In November, the Wisconsin Project on 

Nuclear Arms Control convened an expert panel for a private roundtable discussion about Iran’s 

military drone development and policies to impede that development.  The objective of the 

discussion was to explore how supply-side constraints, sanctions, and other measures have worked 

in the past and how they might work in the future to limit Iran’s military drone development and 

exports.  

https://globalanticorruptionblog.com/2023/02/27/the-hidden-system-of-legal-kickbacks-shaping-the-u-s-prescription-drug-market/
https://globalanticorruptionblog.com/2023/02/27/the-hidden-system-of-legal-kickbacks-shaping-the-u-s-prescription-drug-market/
https://www.gov.uk/government/publications/russian-oil-services-ban#full-publication-update-history
https://www.gov.uk/government/publications/russian-oil-services-ban#full-publication-update-history
https://www.europeansanctions.com/2023/02/uk-government-objects-to-bill-for-seizure-of-frozen-russian-state-assets/
https://www.europeansanctions.com/2023/02/uk-government-objects-to-bill-for-seizure-of-frozen-russian-state-assets/


 

https://www.iranwatch.org/our-publications/roundtables/fact-sheet-recommendations-impeding-

iranian-drone-program 
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RUSSIA’S GROWING FOOTPRINT IN THE SAHEL REGION 

On 28 February, the Carnegie Endowment for International Peace published a report saying that, 

despite military struggles in Ukraine, Russia has not cut back its ambitions in the Global South.  Over 

the past year, Russia has doubled down its focus on Africa’s Sahel region, a troubled part of the 

continent that spreads roughly from Senegal to the Red Sea.  Through the infamous Wagner 

mercenary group, Moscow is inserting itself in countries such as Mali and Burkina Faso and is taking 

advantage of Western policy missteps, growing anti-European sentiment, and longstanding failures 

of international and local actors to address the root causes of regional instability. 

 

https://carnegieendowment.org/2023/02/28/russia-s-growing-footprint-in-africa-s-sahel-region-

pub-89135 

 

OFAC AMENDS SANCTIONS ENTRY RE CHINESE COMPANY HEBEI ATUN TRADING CO LTD 

On 28 February, OFAC announced that the existing, drugs-related, designation of HEBEI ATUN 

TRADING CO LTD has been amended. 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230228 

 

OFAC SANCTIONS MEXICAN ARMS TRAFFICKER SUPPLYING US-SOURCED WEAPONS TO CJNG 

On 28 February, OFAC announced that it had sanctioned Jesus Cisneros Hernandez, a Mexican arms 

trafficker, for having provided, or having attempted to provide, financial, material, or technological 

support for, or goods or services in support of the Cartel de Jalisco Nueva Generacion (CJNG).  CJNG 

is a violent Mexico-based organisation that traffics a significant proportion of the illicit fentanyl and 

other deadly drugs that enter the US.  The action was taken in coordination with Mexico. 

https://home.treasury.gov/news/press-releases/jy1310 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230228  

https://carnegieendowment.org/2023/02/28/russia-s-growing-footprint-in-africa-s-sahel-region-pub-89135
https://carnegieendowment.org/2023/02/28/russia-s-growing-footprint-in-africa-s-sahel-region-pub-89135
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230228
https://home.treasury.gov/news/press-releases/jy1310
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230228


 

https://home.treasury.gov/system/files/126/20230228_cjng_chart.pdf 

 

THE RISE OF CRUDE TANKER ‘CANNIBALS’ IN WAKE OF RUSSIA-UKRAINE WAR 

On 27 February, Freightwaves carried an article saying that a highly unusual transport pattern for US 

crude exports has emerged, creating another war-induced headwind for owners of larger tonnage.  

The problem, it seems, is that the change in the market, is affecting aboard very large crude carriers 

(VLCC; ones capable of carrying 2 million barrels of oil).  Virtually all the additional US sales to Europe 

are being done using VLCC, whereas prior to the war in Ukraine most US crude was exported to 

Europe using smaller tankers, while VLCC were mostly used for the Asia market.  At the same time, 

China has increased imports from Russia, limiting Chinese demand for longer-haul US exports and 

hence for VLCC.  On the US-Europe routes, VLCC are now regularly carrying multiple cargoes that 

would usually be transported on 2 or 3 smaller ships.  However, US Gulf of Mexico ports do not have 

the depth to accommodate fully-laden VLCC, so cargoes are “reverse lightered” onto the smaller 

tankers, with the oil then moved to VLCC via ship-to-ship transfers.  The smaller tankers, displaced 

by VLCC, are also being used to transport redirected Russian oil. 

https://www.freightwaves.com/news/the-rise-of-crude-tanker-cannibals-in-the-wake-of-war 

 

https://home.treasury.gov/system/files/126/20230228_cjng_chart.pdf
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ISLE OF MAN: SANCTIONS – 3 GENERAL LICENCES 

On 28 February, the Isle of Man advised of 3 new General Licences.   

One is an amended version of an existing licence which allows for payment to utility companies for 

gas and electricity by designated persons (under all the many autonomous sanctions regimes listed 

in the licence) who own or rent properties in the Isle of Man or UK.  The licence has been extended 

to 16 October 2023. 

Another is an amended version of the Russia sanctions licence permitting any subsidiary of VTB or 

Sberbank CIB (UK) Ltd incorporated in the Isle of Man to make payments for basic needs including 

insurance premiums, property management services, remuneration, pensions of employees, tax, 

rent or mortgage.  An IOM subsidiary may also make payments for, reasonable fees and service 

charges arising from routine holding and maintenance of frozen funds and economic resources.  It 

also includes payments for professional fees and expenses associated with the provision of legal 

services.  It is extended to 3 April 2025. 

The final licence relates to relates to VTB Capital and any of its subsidiaries incorporated in the Isle of 

Man, and has been extended to 3 April 2025. 

https://www.gov.im/news/2023/feb/28/sanctions-general-licence/ 

https://www.gov.im/news/2023/feb/28/financial-sanctions-russia-general-licence-rus006-

amendment/ 

https://www.gov.im/news/2023/feb/28/financial-sanctions-russia-general-licence-rus007-

amendment/ 

 

EU TO CRACK DOWN ON GREENWASHING WITH ‘PROPORTIONATE’ PENALTIES 

On 28 February, the Guardian reported that companies will have 10 days to justify green claims 

about their products or face “effective, proportionate and dissuasive” penalties, under a draft EU 

crackdown on greenwashing.  The leaked Directive takes no position on which penalties the EU’s 27 

countries should use [such penalties are normally left for Member States to set]. 

https://www.theguardian.com/environment/2023/feb/28/eu-to-crack-down-on-greenwashing-

with-proportionate-penalties 

 

RANSOMWARE ATTACK ON US MARSHALS COMPROMISES SENSITIVE INFORMATION 

On 28 February, the Guardian reported that the US Marshalls Service had suffered a ransomware 

attack on a system holding sensitive information, including that pertaining to subjects of 

investigations, third parties and some employees. 

https://www.gov.im/news/2023/feb/28/sanctions-general-licence/
https://www.gov.im/news/2023/feb/28/financial-sanctions-russia-general-licence-rus006-amendment/
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https://www.theguardian.com/us-news/2023/feb/28/us-marshals-ransomware-attack-

compromises-sensitive-information 

 

SEC AND CFTC CHARGE NISHAD SINGH, THE FORMER CO-LEAD ENGINEER OF FTX TRADING LTD 

On 28 February, 2 releases on Mondo Visione advised that both the SEC and the CFTC had laid 

charges against Nishad Singh for fraud-related offences.  According to the SEC complaint, Singh 

created software code that allowed FTX customer funds to be diverted to Alameda Research, a 

crypto hedge fund.  The CFTC charges Singh with fraud by misappropriation and with aiding and 

abetting fraud committed by Samuel Bankman-Fried, FTX Trading Ltd, and Alameda Research 

LLC. Singh was a shareholder and senior executive of FTX, and was FTX’s Director of Engineering at 

the time of its collapse in November 2022. 

https://mondovisione.com/media-and-resources/news/sec-charges-nishad-singh-with-defrauding-

investors-in-crypto-asset-trading-platf/ 

https://mondovisione.com/media-and-resources/news/cftc-charges-ftx-co-owner-with-fraud-by-

misappropriation-and-aiding-and-abetting/ 

https://news.bitcoin.com/former-ftx-director-pleads-guilty-to-charges-of-fraud-money-laundering-

and-us-campaign-finance-violations/ 

 

THE VANCOUVER MODEL OF MONEY LAUNDERING 

On 23 February, a report from Sanctions.io was concerned with the so-called the "Vancouver Model 

of Money Laundering", how it works, and what you can do to detect those kinds of activities in your 

organisation.  It involved rich gamblers flying from China with huge bags of cash used to play 

baccarat at private salons in Vancouver casinos – despite Chinese currency controls prevent citizens 

from taking more than $50,000 out of the country at a time.  To circumvent these rules, Chinese 

gamblers enter into arrangements with criminal syndicates and loan sharks with links to Vancouver. 

https://www.sanctions.io/blog/the-vancouver-model-of-money-laundering 

See also - https://cullencommission.ca/com-rep/ 

 

 

 

https://www.buymeacoffee.com/KoIvM842y 
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