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ISLE OF MAN: CYBER AND RUSSIA SANCTIONS CHANGES 

On 9 February, the Isle of Man notified changes to sanctions lists following the corresponding 

changes to UK lists.  7 individuals had been added to the cyber sanctions lists, and that for Evgeny 

Mikhailovich SHKOLOV on the Russia sanctions lists had been amended. 

https://www.gov.im/news/2023/feb/09/financial-sanctions-cyber/ 

https://www.gov.im/news/2023/feb/09/financial-sanctions-russia/ 

 

DoJ AND FinCEN TAKE COORDINATED ACTION AGAINST BITZLATO CRYPTOCURRENCY EXCHANGE 

AND ITS OWNER 

On 9 February, a post on the Compliance & Enforcement blog from the Program on Corporate 

Compliance Enforcement at the New York University School of Law was concerned with the arrest of 

Anatoly Legkdymov, founder and majority owner of Bitzlato Ltd, a peer-to-peer, global 

cryptocurrency exchange registered in Hong Kong, and subsequent action against him and the 

company.  It notes that law enforcement authorities in Europe also shut down Bitzlato’s digital 

platform at the same time, hosted on servers in France, seized $19.5 million of its cryptocurrency 

assets and arrested 4 more Bitzlato executives in Cyprus and Spain.  It also explains the so-called 

Bitzlato Order and its accompany FAQ from FinCEN. 

https://wp.nyu.edu/compliance_enforcement/2023/02/09/doj-and-fincen-take-coordinated-action-

against-bitzlato-cryptocurrency-exchange-and-its-owner/ 

RUSSIAN AUTHORITIES HAVE REPORTEDLY ARRESTED THE SECOND CO-FOUNDER OF SEIZED 

CRYPTOCURRENCY EXCHANGE BITZLATO 

On 9 February, Bitcoin.com reported that Anton Shkurenko had been arrested in Russia on an 

Interpol alert and faced extradition to France. 

https://news.bitcoin.com/bitzlato-co-founder-anton-shkurenko-arrested-in-russia-report/ 

 

CLIMATE CHANGE AND HUMAN TRAFFICKING 

On 6 February, an article from the Wilson Center asks why is it that even wealthy nations are 

struggling with both extreme weather and human trafficking?  It says that human trafficking is 

perhaps the most underappreciated security-related consequence of climate change.  It points out 

that natural disasters and environmental change have long made people more vulnerable to human 

trafficking, even before climate change accelerated in the early 20th Century.  Climate impacts are 

https://www.gov.im/news/2023/feb/09/financial-sanctions-cyber/
https://www.gov.im/news/2023/feb/09/financial-sanctions-russia/
https://wp.nyu.edu/compliance_enforcement/2023/02/09/doj-and-fincen-take-coordinated-action-against-bitzlato-cryptocurrency-exchange-and-its-owner/
https://wp.nyu.edu/compliance_enforcement/2023/02/09/doj-and-fincen-take-coordinated-action-against-bitzlato-cryptocurrency-exchange-and-its-owner/
https://news.bitcoin.com/bitzlato-co-founder-anton-shkurenko-arrested-in-russia-report/


not the cause of human trafficking on their own. But they are a “threat multiplier” that makes 

people more vulnerable. 

https://www.newsecuritybeat.org/2023/02/dangers-modes-climate-change-human-trafficking 

The article also highlights the fascinating fact that, even in the US, the effects of a climate change or 

a natural disaster can have unforeseen impact – saying that one reason Americans are so vulnerable 

to the shock of natural disasters is the weakness of the overall safety net.  Many Americans live pay 

check to pay check, and the US Federal Reserve has found that 38% of adults in the US do not have 

an extra $400 to cover an emergency expense. 

https://www.federalreserve.gov/publications/2022-economic-well-being-of-us-households-in-2021-

executive-summary.htm 

 

OFAC SYRIA SANCTIONS GENERAL LICENSE TO AID IN EARTHQUAKE DISASTER RELIEF EFFORTS 

On 9 February, OFAC issued General License 23 which authorises for 180 days all transactions 

related to earthquake relief that would be otherwise prohibited by the Syrian Sanctions Regulations.  

It provides the broad authorization necessary to support immediate disaster relief efforts in Syria. 

https://home.treasury.gov/system/files/126/syria_gl23.pdf 

 

MOROCCAN TENNIS PLAYER BANNED FOR LIFE FOR MATCH FIXING  

On 10 February, iGB reported that Moroccan tennis player Younes Rachidi was banned and fined 

after he was found guilty of a record 135 match fixing offences. 

https://igamingbusiness.com/social-responsibility/sports-integrity/moroccan-tennis-player-banned-

for-life-in-record-match-fixing-ruling 

 

DUTCH GAMBLING REGULATOR FINES OPERATORS €1.8 MILLION FOR UNLICENSED ACTIVITY 

On 10 February, iGB reported that Curaçao-based Equinox and Domiseda from Slovakia were both 

ordered to pay €900,000 for offering online games of chance through Orientxpresscasino.com in the 

Netherlands without the relevant licences. 

https://igamingbusiness.com/legal-compliance/dutch-regulator-fines-operators-e1-8m-for-

unlicensed-activity 

 

DATA PROTECTION IN THE BVI 

On 8 February, an article from Walkers said that the Data Protection Act, 2021 came into force on 9 

July 2021.  It was introduced so the BVI would have a data protection framework which is broadly 
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similar to EU and UK standards.  To date, no accompanying regulations or codes of practice have 

been published.  The article provides an overview of the Act. 

https://www.walkersglobal.com/index.php/publications/99-advisory/3341-data-protection-in-the-

british-virgin-islands 

 

US: DoJ RELEASES ANNUAL CIVIL FRAUD RECOVERY STATISTICS AND RESULTS 

On 8 February, Bass, Berry & Simms PLC published an article saying that, on 7 February, the DoJ 

released its annual report [link to attached] of civil fraud recoveries for the prior fiscal year, along 

with its accompanying news release highlighting its civil enforcement efforts.  The article contains 

what is said to be the top 10 highlights, including that total civil fraud recovery is the lowest total 

recovery since 2008, and that 80% of the reported civil fraud recoveries resulted from enforcement 

efforts involving the healthcare industry – though this figure is lower than last year’s 89%. 

https://www.insidethefalseclaimsact.com/doj-annual-civil-fraud-recovery-statistics-results/ 

https://www.justice.gov/opa/pr/false-claims-act-settlements-and-judgments-exceed-2-billion-fiscal-

year-2022 

 

JERSEY COMPANIES LAW: A GUIDE 

On 8 February, Morant published a comprehensive guide which outlines the principal features of 

company law in Jersey. 

https://www.mourant.com/news-and-views/guides/jersey-companies-law--a-guide.aspx 

 

POTENTIAL LIABILITIES OF A DIRECTOR UNDER JERSEY'S INSIDER DEALING AND MARKET ABUSE 

LAWS 

On 9 February, Mourant published this article which examines the potential liabilities of a director of 

a Jersey company under Jersey's insider dealing and market abuse laws. 

https://s3.amazonaws.com/documents.lexology.com/15a1ea57-6c30-4018-8a7e-4d71aaee8db1.pdf 

 

NETHERLANDS: WHISTLEBLOWER PROTECTION ACT HAS BEEN PASSED BY THE SENATE 

On 23 January, Loyens & Loeff reported on this new Act which the previous Whistleblowers 

Authority Act and has important consequences for employers.  The article sets out to provide an 

overview of the most important changes. 

https://www.loyensloeff.com/insights/news--events/news/the-whistleblower-protection-act-has-

been-passed-by-the-senate.-employers-must-get-to-work-on-the-whistleblower-scheme/ 
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BELGIUM: NEW WHISTLEBLOWER LAW 

On 1 February, an article from Seeds of Law advised that, from 16 February, a new law protecting 

whistleblowers will apply in Belgium, with the new law transposing the European Whistleblowing 

Directive having been recently been published in the Belgian Official Gazette. 

https://seeds.law/en/news-insights/whistleblowers-now-protected-by-law/ 

 

SOUTH KOREA APPROVES FIRST SANCTIONS AGAINST NORTH KOREAN HACKERS 

On 10 February, La Prensa Latina and others reported that the South Korean government had 

approved its first unilateral sanctions against North Korean individuals, entities linked to 

cryptocurrency theft and other illegal cyber activities.  South Korea said it is sanctioning 4 individuals 

and 7 organisations linked to the General Reconnaissance Bureau, North Korea’s military intelligence 

office, whose work has helped finance the regime’s WMD programs.  Among the entities sanctioned 

is the Lazarus group, which perpetrated the biggest cyber robbery of 2022. 

https://www.laprensalatina.com/seoul-approves-first-sanctions-against-north-korean-hackers/ 

https://cointelegraph.com/news/south-korea-sets-independent-sanctions-for-crypto-theft-against-

north-korea 

 

INDIA: TAX LOSS FROM ILLICIT TRADE JUMPED 163% OVER 10 YEARS 

On 10 February, Business World in India reported that a new study reveals that, over a period of 10 

years, the tax loss to the government because of the illicit trade has jumped by 163% for 5 key 

industries - alcoholic beverages, mobile phones, household and personal goods, packaged foods and 

tobacco products. In the same period tax loss because of the illicit trading in 2 highly-regulated and 

taxed industries - alcohol and tobacco products has jumped by 227%.  

https://www.businessworld.in/article/Tax-Loss-From-Illicit-Trade-Jumped-163-Over-10-years-

Report/10-02-2023-465151/ 
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INDIAN AGARWOOD THREATENED BY SMUGGLING AND ILLEGAL HARVESTING 

On 10 February, Devdiscourse reported that while India is home to 3 species of agarwood, this most 

expensive wood is threatened by illegal harvesting and trade, according to a factsheet prepared by 2 

global conservation agencies.  Agarwood is the common name for the resinous aromatic resin 

formed in the heartwood of the genera Aquilaria trees.  The species is exploited for its valuable 

aromatic heartwood, a source of 'agaru' and agar oil, the most preferred raw materials in perfumery 

and traditional medicines. 

https://www.devdiscourse.com/article/science-environment/2350028-indian-agarwood-

threatened-by-smuggling-illegal-harvesting-say-global-conservation-agencies 

 

FCA PROBES BARCLAYS OVER AML SYSTEMS 

On 19 February, Investing.com and others reported a Financial Times story that the FCA in the UK 

was investigating the bank for suspected failings in its compliance and AML systems.   

https://www.investing.com/news/stock-market-news/uk-regulator-probes-barclays-over-

antimoney-laundering-systems-ft-3000134 

https://www.marketscreener.com/quote/stock/BARCLAYS-PLC-9583556/news/Barclays-Probed-by-

UK-Watchdog-Over-Anti-Money-Laundering-Measures-FT-Reports-42949808/ 

 

MAJORCA PROPERTIES IN MAJOR SWEDISH MONEY LAUNDERING TRIAL 

On 9 February, the Olive Press reported that properties in Palma have been linked to a trial 

underway in Sweden that involves allegations of drug trafficking and money laundering.  The case is 

said to involve the stepson and husband of the mayor of Marbella, who are among 71 people who 

have been arrested in Spain and Sweden. 

https://www.theolivepress.es/spain-news/2023/02/09/spotlight-on-mallorca-properties-amid-

major-swedish-money-laundering-case/ 

 

SWISS TRADER TRAFIGURA HIT BY SUSPECTED NICKEL FRAUD, SAYS IT COULD LOSE $577 MILLION 

On 9 February, the Wall Street Journal reported that Trafigura Group thought it was buying 

containers full of nickel, but it wasn’t nickel at all, the commodities trader claims, describing itself as 

the victim of a “systematic fraud” that could cost it more than half a billion dollars. 

https://www.wsj.com/articles/swiss-trader-trafigura-hit-by-suspected-nickel-fraud-says-it-could-

lose-577-million-11675955716 
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UK: OFFENCES RELATING TO OFFSHORE INCOME, ASSETS AND ACTIVITIES 

On 10 February, HMRC published updated guidance about the criminal offences relating to offshore 

income, assets and activities and what can happen if you're convicted. 

https://www.gov.uk/guidance/offshore-tax-evasion-offences-relating-to-offshore-income 

 

GERMAN AUTHORITIES RAID FIRMS SUSPECTED OF RUSSIA SANCTIONS VIOLATIONS 

On 10 February, EurActiv reported that German authorities had searched the premises of 3 

companies as part of an ongoing probe into the possible violation of EU sanctions against Russia.  It 

follows a Reuters investigation into the supply chain that has continued to ship billions of dollars’ 

worth of electronic components to Russia despite Western export restrictions and manufacturer 

bans. 

https://www.euractiv.com/section/global-europe/news/german-authorities-raid-firms-suspected-

of-russia-sanctions-violations/ 

 

PAYMENTS WERE 'EXCEPTIONAL' BUT NOT BRIBES, SAYS EMPLOYEE IN $11 BILLION NIGERIA OIL 

CASE 

On 9 February, an article from Law Society Gazette was concerned with a High Court case in London 

and with an employee of a company awarded $11.1 billion in an arbitration settlement against the 

Federal Republic of Nigeria over a failed oil and gas agreement has said expenses claimed to be 

bribes were ‘exceptional’ matters.  The case centres on an oil and gas contract reached by alleged 

‘fraud and bribery’ of senior legal representatives and key officials in the country’s government. 

https://www.lawgazette.co.uk/news/payments-were-exceptional-but-not-bribes-says-employee-in-

11bn-nigeria-oil-case/5115094.article 

 

A LUXEMBOURG BUSINESSMAN GOT EUROPE'S CORPORATE REGISTRIES SHUT DOWN - BUT 

WHOSE PRIVACY WAS HE PROTECTING? 

An article from OCCRP on 10 February asked this question.  It asks why did a man who runs a private 

aircraft company become a central figure in rolling back corporate transparency across the 

continent? As it turns out, OCCRP says, Patrick Hansen has secrets of his own — including multiple 

ties to wealthy Russian business figures. 

https://www.occrp.org/en/beneficial-ownership-data-is-critical-in-the-fight-against-corruption/this-

luxembourg-businessman-got-europes-corporate-registries-shut-down-but-whose-privacy-was-he-

protecting 
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‘FINCH-SMUGGLING KINGPIN’ SENTENCED TO PRISON FOR BIRD TRAFFICKING INTO US 

On 10 February, the Guardian reported that a  man who repeatedly admitted scheming to smuggle 

finches from Guyana into New York for birdsong competitions was sentenced to a year and a day in 

prison. 

https://www.theguardian.com/world/2023/feb/09/finch-smuggling-kingpin-insaf-ali-sentenced-

prison 

 

MALTA: CRYPTOCURRENCY EXCHANGE AND BROKER FINED €463,235 OVER FAILURE TO FOLLOW 

AML/CFT REGULATIONS 

On 8 February, the Times of Malta reported that the FIAU had imposed the fine on Bequant, which 

describes itself as “a one stop solution for professional digital-assets investors and institutions”.  It is 

said that it was found to have breached these regulations in 2 separate investigations into different 

arms of their operation carried out in 2021.  

https://timesofmalta.com/articles/view/crypto-firm-fined-460000-fiau-antimoney-laundering-

breaches.1012467 

 

BRAZIL: AMERICANAS ACCOUNTING SCANDAL WAS A 'FRAUD,' SAYS CEO OF ITAU 

On 8 February, NASDAQ carried a Reuters report that the CEO of Brazil's biggest private lender Itau 

Unibanco has said that the accounting inconsistencies that led retailer Americanas SA  to request 

bankruptcy protection represent a case of 'fraud'. 

https://www.nasdaq.com/articles/americanas-accounting-scandal-was-a-fraud-says-ceo-of-brazils-

itau 

 

HONG KONG: JEWELLERY ORNAMENTS INDUSTRY WELCOMES CUSTOMS' NEW REGISTRATION 

REGIME FOR DEALERS IN PRECIOUS METALS AND STONES 

On 9 February, The Standard reported that the Hong Kong the Government had implemented an 

amendment to the Anti-Money Laundering and Counter-Terrorist Financing Ordinance to create a 

registration regime for dealers in precious metals and stones.  The amendment was passed and the 

registration regime will come into effect on 1 April.  It is said to have been welcomed by the 

jewellery industry which has promised to provide more training to staff for enhancing their 

awareness and facilitating a smooth transition. 

https://www.thestandard.com.hk/breaking-news/section/4/200119/The-jewellery-ornaments-

industry-welcomes-Customs%27-new-registration-regime-for-dealers-in-precious-metals-and-stones 
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UK PROPOSES MAKING THE SALE AND POSSESSION OF ENCRYPTED PHONES ILLEGAL 

On 8 February, Vice reported that the Home Office has proposed making the sale or possession of 

bespoke encrypted phones for crime a criminal offence in its own right.  The measure is intended to 

help the country’s law enforcement agencies tackle organised crime and those who facilitate it.  The 

Home Office is seeking input from law enforcement, businesses, lawyers, civil liberties NGO, and the 

wider public. 

https://www.vice.com/en/article/z34p49/uk-proposes-making-sale-possession-of-encrypted-

phones-illegal-encrochat-sky 

 

SPANISH MEN PULL OFF BIGGEST AMAZON SCAM SEEN IN EUROPE 

On 8 February, Murcia Today reported that 3 22-year-olds from Majorca have been jailed and fined 

for defrauding Amazon out of €350,000.  The fraud involved posting adverts for high-end products at 

bargain prices, which would be ordered from Amazon.  The fraudsters would then return a package 

to Amazon and claim a refund, but the package would only contain low-value substitute items. 

https://murciatoday.com/spanish_youngsters_pull_off_biggest_amazon_scam_europe_has_ever_s

een_2004682-a.html 

 

GLOBAL ANTI-BRIBERY YEAR-IN-REVIEW: 2022 DEVELOPMENTS AND PREDICTIONS FOR 2023 

On 10 February, an Alert from Wilmer Hale said that 2022 reflected significant increases from the 

prior year in both the number of cases against corporate defendants (8 v 4) and the combined total 

of monetary penalties levied ($1.56 billion  v $459 million). Consistent with this upward trend of 

enforcement activity, the DoJ and the SEC continue to signal that anti-corruption enforcement is a 

priority and that there will be significant and growing enforcement efforts going forward.  

https://www.wilmerhale.com/en/insights/client-alerts/20230209-global-anti-bribery-year-in-review-

2022-developments-and-predictions-for-2023 

 

IN A COORDINATED ACTION, THE UK AND US HAVE IMPOSED ANTI-CORRUPTION SANCTIONS ON A 

NUMBER OF BULGARIAN NATIONALS AND ENTITIES 

On 10 February, the EU Sanctions blog reported that OFAC and HM Treasury.  The latter has 

designated Delyan Peevski, a former MP and media mogul, Ilko Zhelyazkov, a former national 

security official and board member of Bulgaria’s largest state energy company, and Vasil Bozhkov, 

who is reported to be Bulgaria’s richest man.  OFAC listed 5 former government officials and 5 

entities. 
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https://www.europeansanctions.com/2023/02/bulgarian-nationals-entities-targeted-by-uk-us-anti-

corruption-sanctions/ 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1135781/Notice_Global_Anti-Corruption_100223.pdf 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230210 

https://home.treasury.gov/news/press-releases/jy1264 

 

THE UK ADDS 2 NAMES TO CYBER SANCTIONS REGIME 

A Notice from HM Treasury advised that Mikhail ISKRITSKIY and Dmitry PLESHEVSKIY, Russian 

nationals, have been added to the cyber sanctions regulations. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1135779/Notice_Cyber_100223.pdf 

 

THE RISE OF TANKER SHIPPING’S ‘SHADOW FLEET’ 

On 9 February, an article from Freightwaves says that, according to one export, there is no indication 

that Russia will have to cut back its exports of crude or refined products and, despite predictions to 

the contrary, he believes there will be enough vessels to handle rerouted refined product flows, as 

has already proven to be the case in crude shipping.  It says that the reason is that Russian sanctions 

spurred a massive increase in the so-called “dark fleet” or “shadow fleet”, older tankers with opaque 

ownership that operate outside Western insurance, financial and shipping-service circles, and that 

have a habit of turning off their location beacons. 

https://www.freightwaves.com/news/welcome-to-the-dark-side-the-rise-of-tanker-shippings-

shadow-fleet 

 

6 ADDITIONS TO EXPORT ADMINISTRATION REGULATIONS (EAR) ENTITY LIST 

On 10 February, KPMG reported that the Bureau of Industry and Security (BIS) of the US Commerce 

Department is adding 6 Chinese entities to the entity list.  The 6 entities have been determined by 

the US Government to be acting contrary to the national security or foreign policy interests of the 

US. 

https://public-inspection.federalregister.gov/2023-03193.pdf 
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EUROPEAN DIGITAL IDENTITY WALLETS:  COMMISSION PUBLISHES FIRST TECHNICAL TOOLBOX 

TOWARDS PROTOTYPES 

On 10 February, the EU Commission advised that a common EU Toolbox to implement the European 

Digital Identity Wallet (EUDI Wallet) This technical backbone, developed by Member States in close 

collaboration with the Commission, will be the basis to engineer a prototype Wallet that can be used 

for testing in a variety of use-cases.  It is said to be a crucial first step that will enable the creation of 

a robust framework for digital identification and authentication based on common standards across 

the EU.  

https://digital-strategy.ec.europa.eu/en/library/european-digital-identity-wallet-architecture-and-

reference-framework 

https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-

age/european-digital-identity_en 

 

BRAZIL POLICE TARGET GROUP LAUNDERING CASH FROM ILLEGAL GOLD 

On 10 February, the Mail Online reported that Brazil´s Federal Police performed 8 searches targeting 

money laundering derived from illegal gold mining in Roraima state, where Indigenous Yanomami 

people are in a health crisis.  A police statement said the criminal organization targeted in the raids 

carried out transactions worth $12 million over a 2-year period. 

https://www.dailymail.co.uk/wires/ap/article-11737097/Brazil-police-target-group-laundering-cash-

illegal-gold.html 
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When banks receive funds in another currency, they do not necessarily hold those funds themselves.  

Instead, those funds may be held as a deposit at their Correspondent bank.  To hold the funds 

themselves and undertake the clearing of the transaction [i.e. self-clearing], they need to be a 

member of the specific currency clearing systems. In such scenario, the bank is deemed to be acting 

as the Respondent and the Correspondent bank. 

https://www.linkedin.com/posts/paypr-work_the-flow-of-funds-in-correspondent-banking-ugcPost-

7029816090230714368--5yY 

 

SPAIN LEAVES PANAMA OFF ITS LIST OF TAX HAVENS 

On 10 February, La Estrella de Panama reported that Spain has not included Panama in its list of tax 

havens, while 24 other countries are considered "non-cooperative jurisdictions".  The list includes 6 

new jurisdictions: Barbados, Guam, Palau, American Samoa, Trinidad and Tobago and Samoa.  

Panama, the UAE, Hong Kong, Jamaica, Cyprus, Bahamas and Malta and Andorra, among others, have 

been removed from the list.  The list includes Jersey, Guernsey and the Isle of Man. 

https://www.laestrella.com.pa/nacional/230210/espana-incluye-panama-lista-paraisos-fiscales 

https://www.prensa.com/economia/espana-actualiza-lista-de-paises-no-cooperadores-panama-no-

aparece/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.buymeacoffee.com/KoIvM842y 
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