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ISLE OF MAN: NEW REGULATIONS APPLYING DRC SANCTIONS REGULATIONS  

On 2 February, the Isle of Man advised that the Democratic Republic of the Congo Sanctions 

(Application) Regulations 2023, which came into operation on 24 January, applied in Island law 2 sets 

of UK regulations from 2021 and 2022 which amend and update sanctions law in respect of the DRC. 

https://www.gov.im/news/2023/feb/02/sanctions-democratic-republic-of-the-congo/ 

 

FRANCE: NEW GUIDELINES RELATING TO THE IMPLEMENTATION OF A CJIP - THE FRENCH 

EQUIVALENT OF A DEFERRED PROSECUTION AGREEMENT 

On 1 February, Jones Day published an article reminding one a CJIP allows the National Financial 

Prosecutor to enter into an out-of-court settlement with a corporate entity accused of corruption, 

influence peddling, or tax evasion in particular, as well as money laundering and related offences.  

On 16 January, the PNF published new guidelines, including new aggravating and mitigating 

circumstances. 

https://www.mondaq.com/france/white-collar-crime-anti-corruption--fraud/1277888/french-

national-financial-prosecutors-office-publishes-new-guidelines-on-judicial-conventions-of-public-

interest 

 

NAVIGATING UK SANCTIONS AGAINST RUSSIAN PERSONS IN INTERNATIONAL ARBITRATION 

On 1 February, an article from Herbert Smith Freehills says that sanctions may pose obstacles to the 

appointment of arbitrators and counsel as well as the administration of disputes by arbitral 

institutions, resulting in delays in dispute resolution. The overall effect of the UK sanctions regime 

may also mean that the successful party will encounter issues with enforcement in the UK.  The 

article discusses how to navigate and mitigate these issues. 

https://www.mondaq.com/uk/export-controls--trade--investment-sanctions/1277772/navigating-

uk-sanctions-against-russian-persons-in-international-arbitration 

 

SWISS SANCTIONS AGAINST RUSSIA – ADOPTION OF FURTHER MEASURES 

On 1 February, an article from Lenz & Staelelin said that the Swiss Federal Council continues aligning 

the Swiss sanctions regime to the EU sanctions against Russia.  On 25 January, the Swiss Federal 

Council enacted further sanctions against Russia, in line with the 9th sanctions package adopted by 

the EU. 
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https://www.lenzstaehelin.com/fileadmin/user_upload/newsflash/230130_Update_Newsflash_Swis

s_sanctions_against_Russia_-_Adoption_of_new_measures_-.pdf 

 

WHY THE JAPAN MARITIME SELF DEFENSE FORCE IS STILL PATROLLING THE GULF OF ADEN FOR 

PIRATES 

On 1 February, an article from Dryad Global included reference to a P-3C maritime patrol aircraft 

flight over the Gulf.  It is explained that the area is a crucial transportation route for Japan, 

particularly for shipping oil, and that 20% of the vehicles exported from Japan also pass through the 

area.   

Some 2,000 vessels related to Japan travel the area in a year, with an average of 5 or 6 passing 

through in a day.  One of the crew of the P-3C said securing the area directly affects daily life in 

Japan. 

https://channel16.dryadglobal.com/why-the-sdf-is-still-patrolling-the-gulf-of-aden-for-pirates 

 

BRAZILIAN AUTHORITIES DEAL THEIR FIRST BLOW AGAINST ILLEGAL MINING ON INDIGENOUS 

LANDS  

On 1 February, Newsroom Panama reported that the authorities dealt their first blow against illegal 

mining on indigenous lands on 31 January, confiscating dozens of aircraft used by gold prospectors, 

who have been accused of causing the humanitarian crisis affecting the Yanomami.  Police sources 

said that other aircraft were destroyed in the police operation launched against the illegal miners. 

https://www.newsroompanama.com/world/lula-strikes-first-blow-against-illegal-mining 

https://insightcrime.org/news/green-economic-solutions-lula-brazil-amazon/  

 

INDIA: ADANI MARKET LOSSES STRETCH TO $100 BILLION AFTER SHARE SALE ABANDONED 

On 2 February, Nikkei Asia reported that Adani Group stocks had plummeted after it scrapped a fully 

subscribed share sale, deepening losses in the Indian conglomerate's market value to over $100 

billion in the wake of scathing short-seller allegations.  The share issue, which was expected to be 

India's largest-ever follow-on public offering, was seen as critical for the conglomerate and its 

abandonment has stoked concerns over the group's outlook. 

https://asia.nikkei.com/Business/Companies/Adani-Group/Adani-market-losses-stretch-to-100bn-

after-share-sale-abandoned 
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US: LEADERS OF SELF-DRIVE TRUCK COMPANY FACE ESPIONAGE CONCERNS OVER CHINA TIES 

On 1 February, the Wall Street Journal reported that the DoJ has been urged by representatives of a 

US national-security panel to consider economic-espionage charges against leaders of TuSimple 

Holdings Inc, a US self-drive truck company with ties to China.  This is because of concerns that 2 

founders and the current CEO were allegedly and improperly transferring technology to a Chinese 

start-up. 

https://www.wsj.com/articles/leaders-of-self-driving-truck-company-face-espionage-concerns-over-

china-ties-11675255921 

 

AN ANALYSIS OF THE UK GOVERNMENT’S RESPONSE TO THE PARLIAMENTARY SELECT 

COMMITTEE’S REPORT ON FRAUD AND THE JUSTICE SYSTEM 

On 31 January, a post from Wilmer Hale reported on the Government response to the Parliamentary 

Justice Select Committee October 2022 report: ‘Fraud and the Justice System’.  This is described as 

part of the ongoing public debate about how to address the current fraud epidemic in England and 

Wales, in particular how to fix the acknowledged chronic under-reporting, under-investigation, 

under-prosecution and under-prioritisation of fraud cases. The article analyses certain key aspects of 

the Government’s response to the Committee’s report, including its recommendation that a new 

strict liability criminal offence of ‘failure to prevent fraud’ be introduced.  It also says that anyone 

hoping to see a concrete plan to tackle the epidemic will be disappointed, particularly those hoping 

for consensus and action on the reform of corporate criminal liability in the UK. 

https://www.wilmerhale.com/en/insights/blogs/WilmerHale-W-I-R-E-UK/20230131-kicking-the-can-

an-analysis-of-the-uk-governments-response-to-the-parliamentary-select-committees-report-on-

fraud-and-the-justice-system#page=1 

 

NON-FUNGIBLE TOKENS (NFT): THE LEGAL AND COMMERCIAL IMPLICATIONS 

On 2 February, law firm Boodle Hatfield offered a downloadable pdf guide which sets out to provide 

an introduction to the legal and commercial implications of non-fungible tokens. 

https://artlawandmore.com/2023/02/02/non-fungible-tokens-the-legal-commercial-implications/ 

 

TURKISH COMPANY CHAIRED BY US SANCTIONS-HIT OFFICIAL WINS NATO INTELLIGENCE 

SOFTWARE CONTRACTS 

On 2 February, BNE Intellinews reported that Turkey's STM Savunma Teknolojileri Muhendislik has 

won a tender to develop a software system for the NATO intelligence infrastructure.  STM is a unit of 

Turkey’s Defence Industry Agency (SSB)). SSB is headed by Ismail Demir, who has been sanctioned by 
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the US in relation to its objections to Turkey’s acquisition of S-400 advanced missile defence systems 

from Russia.  He serves as board chairman at STM. 

https://www.intellinews.com/turkish-company-chaired-by-us-sanctions-hit-official-wins-nato-

intelligence-software-contracts-268702/?source=turkey 

 

POLICE REPORT SAYS RUSSIAN OLIGARCH ALEXANDER ABRAMOV'S TIES TO NEW ZEALAND POSED 

RISK TO SANCTIONS 

On 2 February, Radio New Zealand reported that Russian oligarch Alexander Abramov's links to New 

Zealand were considered a threat to the integrity of overseas sanctions against his business partner 

Roman Abramovich, a police intelligence report shows. That was one of the reasons for sanctioning 

Abramov, ahead of the government's travel bans against him, his family, his aircraft and vessels. 

https://www.rnz.co.nz/news/national/483492/russian-oligarch-alexander-abramov-s-ties-to-new-

zealand-posed-risk-to-sanctions-police 

 

MALE SEX DRUGS SMUGGLED INTO ISRAEL IN BARRELS OF PICKLES 

On 2 February, the Jerusalem Post reported on an attempt to smuggle 150,000 capsules of a male 

sexual performance-enhancing drug, foiled by Israeli customs agents.  Kamagra is the brand name of 

a drug with the active ingredient sildenafil citrate, the same active ingredient in Viagra and other 

similar products.  It is produced by Ajanta Pharma, an Indian pharmaceutical company, and has yet 

to receive a license in either the UK, Europe, or Israel. 

https://www.israelnationalnews.com/news/366836 

https://www.jpost.com/omg/article-730366 

 

IRAQ’S NOMINATION TO EGMONT GROUP ACCEPTED 

On 31 January, Iraqi News reported that the Central Bank of Iraq (CBI) has announced the 

acceptance of Iraq’s nomination to the Egmont Group of Financial Intelligence Units.   

https://www.iraqinews.com/iraq/iraqs-nomination-to-egmont-group-accepted/ 

 

MALTA: APS BANK FINED €228,000 BY FIAU OVER BREACHES OF MONEY LAUNDERING RULES 

On 2 February, Malta Today reported that APS, originally the bank owned by Malta’s Catholic 

archdiocese, has been fined an administrative penalty of €228,706 by the Financial Intelligence 

Analysis Unit, over breaches of AML rules. 

https://www.maltatoday.com.mt/business/business_news/121072/aps_bank_fined_228000_by_fia

u_over_breaches_of_money_laundering_rules#.Y9u0B3DMKUk 
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https://rijock.blogspot.com/2023/02/aps-bank.html  

 

NAO INVESTIGATION HIGHLIGHTS “POOR PERFORMANCE” OF UK SECURITY VETTING 

On 1 February, Security Matters reported that delays due to the continued “poor performance” of 

the Cabinet Office-run UK Security Vetting (UKSV) operation could mean Government departments 

risk being unable to progress work, including that relating to national security, according to a 

National Audit Office report.  UKSV was established in 2017 with the key remit of vetting the 

applications of individuals with access to sensitive Government information, locations, or 

equipment.  The 3 most common categories of vetting are Counter-Terrorist Checks (CTC), Security 

Checks (SC) and Developed Vetting (DV), the latter allowing access to more sensitive assets.  The 

report found that, on this occasion, UKSV has not met its targets since August 2021 for CTC and SC 

clearances and, since May 2021, for DV clearances.  

https://securitymattersmagazine.com/nao-investigation-highlights-poor-performance-of-uk-

security-vetting 

 

UK MUTUAL LEGAL ASSISTANCE 

On 2 February, the Home Office released updated information for competent authorities abroad 

(and in the UK) about obtaining evidence within the UK (or abroad) to assist in criminal 

investigations or proceedings. 

https://www.gov.uk/guidance/mutual-legal-assistance-mla-requests#full-publication-update-history 

 

EU STATE AID: COURT ANNULS IN PART THE COMMISSION’S DECISION ON THE ‘SPANISH TAX 

LEASE SYSTEM’ USED BY SHIPPING COMPANIES TO PURCHASE SHIPS BUILT BY SPANISH SHIPYARDS 

A news release from the Court of Justice of the EU on 2 February advised that the Court has partly 

annulled the decision at issue, that is to say inasmuch as it designates the economic interest 

groupings and their investors as the sole beneficiaries of the aid referred to and, consequently, 

inasmuch as it orders the recovery of all the aid exclusively from the economic interest groupings 

investors. 

https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-02/cp230021en.pdf 

 

BOSNIA REACHES HISTORIC LOW ON CORRUPTION PERCEPTION INDEX 

On 1 February, OCCRP reported that ethnic divisions preventing Bosnia and Herzegovina from 

fighting corruption have pushed the country down on the Transparency International Corruption 

Perception Index (CPI), where it is recording the lowest score in the Western Balkans. 
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https://www.occrp.org/en/daily/17286-ti-bosnia-reaches-historic-law-on-corruption-perception-

index 

 

REPORT: FAKE MEDICINES KILL ALMOST 500,000 SUB-SAHARAN AFRICANS A YEAR 

On 1 February, the UN reported that trafficked medical products kill almost half a million sub-

Saharan Africans every year, and action is needed to stem the flow, the United Nations Office on 

Drugs and Crime (UNODC) states in its new threat assessment report.  It also says that a lack of 

access to healthcare and medicines has been fuelling a host of opportunists.  

 

https://news.un.org/en/story/2023/02/1133062 

https://www.unodc.org/documents/data-and-analysis/tocta_sahel/TOCTA_Sahel_medical_2023.pdf 

 

WAGNER MERCENARIES SUSTAIN LOSSES IN FIGHT FOR CENTRAL AFRICAN REPUBLIC GOLD 

On 2 February, the Guardian reported that Russian mercenaries have sustained heavy casualties in a 

new surge of fighting between government troops and rebels over the control of lucrative goldmines 

in Central African Republic (CAR). 

https://www.theguardian.com/world/2023/feb/02/wagner-mercenaries-sustain-losses-in-fight-for-

central-african-republic-gold 

 

UK FIU GUIDANCE NOTE: SUBMITTING A SAR WITHIN THE REGULATED SECTOR 

The NCA issued this Guidance Note in January containing best practice for submission of SAR. 

https://nationalcrimeagency.gov.uk/who-we-are/publications/633-submitting-a-suspicious-activity-

report-sar-within-the-regulated-sector-1/file 
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3 RUSSIANS UNDER SANCTIONS OWN UK PROPERTY VIA OVERSEAS ENTITIES 

On 31 January, the Guardian reported that 3 Russian oligarchs under sanctions are among those to 

declare they own more than £35 million of UK property through the BVI, Cyprus and Russia.  They 

are Alexander Frolov, a billionaire and associate of Roman Abramovich; Igor Shuvalov, a former 

deputy first minister of Russia; and Vladimir Potanin, known as the “Nickel King” and believed to be 

one of Russia’s richest businessmen. 

https://www.theguardian.com/uk-news/2023/jan/31/three-russians-under-sanctions-own-uk-

property-via-overseas-entities 

 

SPANISH POLICE HAVE ARRESTED THE CEO, SALES EXECUTIVE AND MARKETING DIRECTOR OF THE 

CRYPTO PLATFORM BITZLATO FOR ITS ALLEGED INVOLVEMENT IN MONEY LAUNDERING 

On 2 February, the Anadolu Agency reported that the police operation also involved simultaneous 

raids in France, Portugal, Cyprus and the US.  In total, 6 people were arrested, all of Russian and 

Ukrainian nationals, and French police deactivated and seized the technology used to host the 

cryptocurrency platform. 

https://www.aa.com.tr/en/economy/spanish-police-arrest-3-executives-of-crypto-platform-

bitzlato/2804457 

 

UAE CENTRAL BANK FINES COMPANY $490,000 FOR VIOLATING AML LAW 

On 2 February, the National reported that the Central Bank had imposed a fine of $490,129 and 

stricter compliance requirements on a finance company for breaching AML/CFT.  It says that the 

sanctions follow a review by a third-party consultant and an examination conducted by the 

banking regulator that found high risk and repeated breaches by the company, as well as 

operational failings by the board of directors. 

https://www.thenationalnews.com/business/banking/2023/02/02/uae-central-bank-fines-company-

490000-for-violating-anti-money-laundering-law/ 

 

FRANCE SEIZES IRAN ASSAULT RIFLES AND MISSILES HEADING TO YEMEN 

On 2 February, Rferl reported that French naval forces in January seized thousands of assault rifles, 

machine guns and anti-tank missiles in the Gulf of Oman coming from Iran and heading to Yemen's 

Huthi rebels.   

https://www.rferl.org/a/iran-france-seizes-rifles-missiles-

yemen/32252534.html#0_8_10089_8766_2710_245982960 
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https://shuftipro.com/blog/art-market-in-the-frame-of-money-laundering/ 

 

UK: OIL PRICE CAP UPDATE - REFINED PRODUCTS 

On 2 February, OFSI published a post on its blog on the oil price cap and expected guidance.  OFSI 

has said that full guidance will be published for 5 February.  

https://ofsi.blog.gov.uk/2023/02/02/oil-price-cap-update-refined-products/ 

 

US AUTHORITIES ARREST FOREIGN FUGITIVE WANTED FOR FINANCIAL CRIMES IN TURKMENISTAN 

On 2 February, a news release from US Immigration and Customs Enforcement advised that the man 

detained was the subject of an active criminal warrant in Turkmenistan for several financial crimes, 

including manufacture of counterfeit credit cards with the intent to sell; manufacture of counterfeit 

money or securities with the intent to sell; criminal attempt-fraud; and preparation for crime-fraud. 

https://www.ice.gov/news/releases/ero-boston-arrests-foreign-fugitive-vermont-wanted-financial-

crimes 
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https://advisor.visualcapitalist.com/mapped-gdp-growth-forecasts-by-country-in-2023/ 

 

AUSTRALIA: FORMER PWC PARTNER BANNED FOR 2 YEARS FOR LEAKING INFORMATION 

On 25 January, the Guardian reported that a former PwC tax adviser breached the confidentiality of 

multinational tax consultations by disclosing them to other staff at the firm without authorisation.  

He had been deregistered by the tax practitioners board for failing to act with integrity and for 

sharing confidential government briefings. 

https://www.theguardian.com/business/2023/jan/25/jim-chalmers-furious-after-former-pwc-tax-

adviser-found-to-have-shared-confidential-government-briefings-with-staff 
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TRADE-BASED MONEY LAUNDERING: A GLOBAL CHALLENGE 

On 2 February, Global Financial Integrity published this report which analyses the scope and 

characteristics of global trade-based money laundering (TBML) finds that this illicit activity poses 

complex problems for law enforcement while also undermining global development.  Indeed, while 

various estimates put TBML activity in the hundreds of billions, or even trillions of dollars annually, 

“a comprehensive mapping of known TBML [court] cases worldwide from 2011 to 2021” identified 

just $60 billion in money laundering, according to the paper.  Highlighting the development impact, 

the study noted that “when TBML goes unchecked, it has adverse effects on economies and societies 

as it perpetuates criminal activities …corruption, and tax evasion”. 

 

https://gfintegrity.org/wp-content/uploads/2023/02/TBML-Policy-Brief-Final..pdf 

 

US: MAN CHARGED IN $110 MILLION CRYPTOCURRENCY SCHEME 

On 2 February, a release on Mondo Visione advised that a Puerto Rico man is scheduled to make his 

initial appearance this afternoon at the federal courthouse in Manhattan to face commodities fraud, 

commodities market manipulation, and wire fraud charges in connection with the manipulation of 

the Mango Markets decentralised cryptocurrency exchange.  Avraham Eisenberg, 27, allegedly 

engaged in a scheme to fraudulently obtain approximately $110 million worth of cryptocurrency 

from the cryptocurrency exchange Mango Markets and its customers. 

https://mondovisione.com/media-and-resources/news/us-department-of-justice-man-charged-in-

110-million-cryptocurrency-scheme/ 
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US: CHIEF EXECUTIVE OF ILLEGAL MARIJUANA DELIVERY SERVICE PLEADS GUILTY TO MONEY 

LAUNDERING 

On 2 February, the Washington Times reported that Connor Pennington, 39, operated his company 

out of a DC residential building under the primary name “Joint Delivery,” and sold marijuana and 

related products, including vape cartridges, dabbing wax and edibles.  In order to process the funds, 

Pennington and other company representatives deposited the money in batches of less than 

$10,000 in several accounts controlled by the company.  The splintering of the profit pool was done 

in order to avoid scrutiny and disguise the origin of the cash, prosecutors said. 

https://www.washingtontimes.com/news/2023/feb/2/illegal-marijuana-delivery-service-chief-

connor-pe/ 

 

AUSTRALIA: MONEY LAUNDERING SYNDICATE BELIEVED TO BE LINKED TO CRIME BOSS GEORGE 

MARROGI IS BROKEN UP 

On 2 February, ABC reported that Victoria Police has charged 24 people with money laundering 

offences as part of an investigation into a large-scale Middle Eastern organised crime syndicate.  The 

arrests follow a 2-year investigation, believed to be linked to a crime figure who is currently serving a 

32-year jail sentence for murder. 

https://www.abc.net.au/news/2023-02-03/arrests-over-money-laundering-victoria/101925680 

 

AN INTRODUCTION TO TRADE SECRETS LAW IN THE UNITED STATES 

On 27 January, the Congressional Research Service published a briefing, saying that Congress and the 

states have enacted laws to protect trade secrets, and federal and state courts see a steady stream 

of trade secrets cases, with more than a thousand filed annually in US district courts in recent years. 

https://crsreports.congress.gov/product/pdf/IF/IF12315 
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