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US JUSTICE AND COMMERCE DEPARTMENTS ANNOUNCE CREATION OF DISRUPTIVE TECHNOLOGY 

STRIKE FORCE 

A news release from the DoJ on 16 February advised that it and the Department of Commerce were 

launching the Disruptive Technology Strike Force.  Under the leadership of the Justice Department’s 

National Security Division and the Commerce Department’s Bureau of Industry and Security (BIS), 

the strike force will bring together experts throughout government – including the FBI, Homeland 

Security Investigations (HSI) and 14 US Attorneys’ Offices in 12 metropolitan regions across the 

country – to target illicit actors, strengthen supply chains and protect critical technological assets 

from being acquired or used by nation-state adversaries.  The strike force’s work will focus on 

investigating and prosecuting criminal violations of export laws; enhancing administrative 

enforcement of US export controls; fostering partnerships with the private sector; leveraging 

international partnerships to coordinate law enforcement actions and disruption strategies; utilising 

advanced data analytics and all-source intelligence to develop and build investigations; conducting 

regular trainings for field offices; and strengthening connectivity between the strike force and the 

Intelligence Community. 

https://www.justice.gov/opa/pr/justice-and-commerce-departments-announce-creation-disruptive-

technology-strike-force 

 

RUSSIAN EVASION NETWORKS USE SHELL COMPANIES IN GERMANY AND MALAYSIA TO ACQUIRE 

TECHNOLOGY FOR MILITARY USE 

On 16 February, Kharon reported that a recent case had revealed only parts of a broader network of 

companies in Europe and Asia that acquired sensitive dual-use electronics for Russia’s defence 

industry prior to, and following, the 2022 invasion of Ukraine.   One of their methods used in this 

case was to falsely claim companies were acquiring items for the Russian state space corporation 

Roscosmos and other Russian space program entities, taking advantage of less stringent US oversight 

of exports for the space program. Another frequently used scheme was to falsely claim that the end-

user was a Malaysian company.  A German and a UAE company were also employed. 

https://brief.kharon.com/updates/russian-evasion-networks-use-shell-companies-in-germany-and-

malaysia-to-acquire-technology-for-military-use 
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PRIVATE PROSECUTIONS - AN ALTERNATIVE AVENUE TO JUSTICE 

On 30 January, DWF LLP published this article about the use of private prosecutions in the UK, saying 

that, with 333,887 outstanding cases at the Magistrates’ Court reported in June 2022, it is not 

surprising to learn that there has been a steady rise in the number of private prosecutions.  The 

article outlines what private prosecutions are and what challenges private prosecutors face today. 

https://dwfgroup.com/en/news-and-insights/insights/2023/1/private-prosecutions 

 

UPDATES TO CORRESPONDENT BANKING DUE DILIGENCE QUESTIONNAIRE (CBDDQ)AND THE 

FINANCIAL CRIME COMPLIANCE QUESTIONNAIRE (FCCQ) 

On 10 February, the Wolfsburg Group of leading banks issued updates to these 2 questionnaires.  

The former includes a new section on Fraud and additional questions related to Whistleblower 

Policy, Virtual Bank License, and the approval of Sanctions Policy.  Changes were made changes to 

the FCCQ to ensure consistency with the CBDDQ.  It is mentioned that the recommended timeframe 

for update of the Questionnaires has been adjusted to 12-18 months.  The CBDDQ aims to set an 

enhanced and reasonable standard for cross-border and/or other higher risk correspondent banking 

due diligence, reducing to a minimum any additional data requirement, with the expectation that 

the Group members would use the CBDDQ, in a phased approach, with all of their respondents.  The 

FCCQ is a shorter version of the CBDDQ and contains a basic set of questions designed to address 

Industry demand. 

https://www.wolfsberg-principles.com/wolfsbergcb 

 

REGULATORS PRESSURE GAMING & GAMBLING SECTOR 

On 17 February, a round-up from KYC 360 looked at the many cases reflecting increased scrutiny of 

the sector which has been driven by multiple factors, most notably the growing problem of identity 

verification, and which is set to intensify over 2023.   The newsletter leads on the challenges facing 

the sector and the financial and reputational damage that can ensue when operators fail to adhere 

to the rules and regulations.  

https://kyc360.riskscreen.com/article/aml-roundup-regulators-pressure-gaming-gambling-sector-

sanctions-crypto-legislation-reports-money-laundering-fraud-corruption/ 

 

RE-EXPORT HUB: WILL GREY SCHEMES OF SANCTIONED GOODS RESALE TO RUSSIA HARM 

KAZAKHSTAN? 

On 9 February, a release from the Central Asian Bureau for Analytical Reporting at the Institute for 

War & Peace Reporting asked this question, saying that, in January-October 2022, trading companies 
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of Kazakhstan sold electronics and mobile phones to its neighbour for over $575 million - this is 18 

times more than that in the same period of 2021.  The authorities of the US are said to have already 

noted this information. 

https://cabar.asia/en/re-export-hub-will-grey-schemes-of-sanctioned-goods-resale-to-russia-harm-

kazakhstan 

 

FUGITIVE STABLECOIN FOUNDER DO KWON ACCUSED OF SECURITIES FRAUD IN US 

On 16 February, the Wall Street Journal reported that the SEC has alleged that the founder of failed 

cryptocurrencies TerraUSD and Luna and his company misled US investors.  The SEC filed a civil fraud 

lawsuit against Do Kwon and Singapore-based Terraform Labs Pte Ltd, accusing them of 

misrepresenting the risk of TerraUSD and misleading investors about how Luna was used in South 

Korea.  It also reported that prosecutors in South Korea have obtained an arrest warrant for Mr. 

Kwon and a so-called red notice for him from Interpol, effectively putting police agencies worldwide 

on the lookout for him. 

https://www.wsj.com/articles/fugitive-stablecoin-founder-do-kwon-accused-of-securities-fraud-in-

u-s-6da8f781 

 

HONG KONG: AML/CFT ASSESSMENT FOLLOW-UP REPORT 

On 17 February, FATF published this follow-up report saying that Hong Kong has made progress in 

addressing the technical compliance deficiencies identified in its 2019 Mutual Evaluation, relating to 

the regulation and supervision of DNFBP.  It has been upgraded on 1 FATF Recommendation - 

Recommendation 28 is upgraded from Partially Compliant to Largely Compliant, but will remain in 

regular follow up.  

 

https://www.fatf-gafi.org/en/publications/Mutualevaluations/FUR-Hong-Kong-China-2023.html 
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FATF: UPDATED CONSOLIDATED AML/CFT ASSESSMENT SCHEDULE 

On 17 February, FATF issued another updated schedule of all AML/CFT assessment ratings to date. 

https://www.fatf-gafi.org/en/publications/Mutualevaluations/Assessment-ratings.html 

 

CYBERCRIME CONVENTION: ARGENTINA SIGNS THE PROTOCOL ON DISCLOSURE OF ELECTRONIC 

EVIDENCE 

On 16 February, the Council of Europe published a news release advising that Argentina has become 

the 35th state to sign the Second Additional Protocol to the Convention on Cybercrime, which aims 

to enhance international co-operation and the disclosure of electronic evidence.  The protocol aims 

to address the challenge of obtaining electronic evidence that may be stored in foreign, multiple, 

shifting or unknown jurisdictions.  It provides tools such as direct co-operation with service providers 

and registrars, effective means to obtain subscriber information and traffic data, immediate co-

operation in emergencies or joint investigations - that are subject to a system of human rights and 

rule of law, including data protection safeguards. 

https://www.coe.int/en/web/portal/-/cybercrime-convention-argentina-signs-the-protocol-on-

disclosure-of-electronic-evidence 

 

EU: CRACKDOWN ON A CRIMINAL NETWORK DEALING WITH WASTE TRAFFICKING AND MONEY 

LAUNDERING 

A news release from Eurojust on 16 February advised that, supported by Eurojust and Europol, 

judicial and law enforcement authorities in Italy and Germany have dismantled an organised crime 

group (OCG) suspected of illicit waste trafficking, false invoicing and money laundering in several 

European countries.  The OCG is believed to have illegally acquired up to 165,000 tonnes of scrap 

iron through a network of iron recycling companies operating in Italy and abroad.  The criminal 

network reintroduced the iron into the legal market or directly into steel mills, claiming it had been 
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imported from Germany.  The scrap iron was never cleaned or recycled, despite the false 

documentation on declarations of conformity or shipping documents.  The OCG also manipulated 

large quantities of special and hazardous waste, such as tar, the real nature of which was obscured 

by false certificates. 

https://www.eurojust.europa.eu/news/crackdown-criminal-network-dealing-waste-trafficking-and-

money-laundering 

 

ITALIAN POLICE ARREST MADAME BEHIND JU-JU SEX TRAFFICKING RING 

On 17 February, OCCRP reported that Italian police have arrested a Nigerian woman who is believed 

to be the ‘Madame’ of a sex trafficking ring that engages in “Ju-Ju” or voodoo rituals in order to 

indoctrinate its victims into total submission.  Such “madams” often recruit young women, and even 

children, with the promise of work in Europe; in exchange for organising the logistics, they demand 

that their victims repay them through various employment opportunities, all of which turn out to be 

prostitution. 

https://www.occrp.org/en/daily/17337-italian-police-arrest-madame-behind-ju-ju-sex-trafficking-

ring 

 

EU BLACKLISTS RUSSIA AS TAX HAVEN FOR THE FIRST TIME 

On 16 February, OCCRP reported that the EU Presidency requested the “listed countries to improve 

their legal framework and to work towards compliance with international standards in taxation”.  

Russia was listed because it adopted last year a new legislation against the good tax governance and 

halted dialogue with the EU regarding taxation after its aggression against Ukraine.  

https://www.occrp.org/en/daily/17336-eu-blacklists-russia-as-tax-haven-for-the-first-time 

 

A SPANISH REPUTATION MANAGEMENT COMPANY’S ‘BLACKHAT TACTICS’ HELP BAD ACTORS 

AROUND THE WORLD ERASE THEIR PAST 

On 17 February, a report from OCCRP focussed on a Spanish company which it says is part of a 

growing disinformation industry that helps bad actors, from criminals to kleptocrats, to hide their 

murky pasts.  The article says that leaked records show it used copyright and privacy laws to 

intimidate journalists, manipulated search engines to hide information, and churned out fake news.  

In some countries, the company has even opened new business ventures with its own criminal 

clients. 

https://www.occrp.org/en/storykillers/eliminalia-a-reputation-laundromat-for-criminals 
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FRANCO-ISRAELI GANG BEHIND €38 MILLION CEO FRAUD BUSTED 

A news release from Europol on 16 February advised that a joint investigation supported by Europol 

has led to the dismantling of a Franco-Israeli criminal network involved in large-scale CEO fraud.  

CEO fraud is a type of cyberattack in which a fraudster impersonates a company executive via 

email: this could be a CEO, CFO, Head of HR — or anyone with the power to ask employees to 

make payments. 

https://www.europol.europa.eu/media-press/newsroom/news/franco-israeli-gang-behind-eur-38-

million-ceo-fraud-busted 

 

FRENCH CUSTOMS CLAMP DOWN ON ILLEGAL BUSHMEAT 

On 16 February, Africa News reported that hundreds of kilos of bushmeat are seized by customs 

officers every week at France's largest airport near Paris.  In 2021, customs there seized 36 tons of 

illegal products from wild species, mainly from Africa or Asia.  The bushmeat poses a risk to public 

health while also threatening biodiversity. 

https://www.africanews.com/2023/02/16/french-customs-clamp-down-on-illegal-bushmeat/ 

 

UK GOVERNMENT OUTLINES REFORMS TO 30-YEAR-OLD CYBERCRIME LAW 

On 16 February, an article from Out-Law said that the UK Government is proposing new powers for 

law enforcement agencies to tackle cybersecurity threats and online crimes, including the power to 

require data-owners to preserve evidence pending a decision on whether a formal request for 

seizure of the data by an agency should be made to court.  It issued a consultation paper on the 

proposals which ran to June 2021. 

https://www.pinsentmasons.com/out-law/news/uk-government-reforms-thirty-year-old-

cybercrime-law 

https://www.gov.uk/government/consultations/computer-misuse-act-1990-call-for-information 

 

VENEZUELA'S ORGANIZED CRIME TOP 10 FOR 2023 

On 16 February, OCCRP unveiled its Top 10 gangs, saying that Venezuela’s organised crime groups 

and networks have evolved rapidly over the last decade, exploiting social and political crises that 

have wracked the country while benefiting from a criminally corrupt government that has turned 

Venezuela into a mafia state.   

https://insightcrime.org/news/venezuelas-organized-crime-top-10-for-2023/ 
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TERRORIST FINANCING - THE FORGOTTEN PIECE OF AML COMPLIANCE 

On 17 February, an article from Jonathan Bray Ltd highlights terrorist financing, saying that it is a 

fundamental part of the AML framework, within which solicitors and law firms operate.  The 

legislation operates hand-in-hand, sharing the similar offences and obligations. POCA and Terrorism 

Act effectively mirror each other in certain respects.  

https://www.jonathonbray.com/terrorist-financing-the-forgotten-piece-of-aml-compliance/ 

 

GUIDANCE ON AML FOR UK ART MARKET PARTICIPANT 

On 6 February, the British Art Market Federation issued updated guidance, approved by HM 

Treasury. 

https://tbamf.org.uk/wp-content/uploads/2023/02/BAMF-AML-Guidelines-February-6th-2023.pdf 

 

NCA MAY INVESTIGATE COTTON IMPORTS LINKED TO MODERN SLAVERY 

On 15 February, an article from Morgan Lewis says that the NCA in the UK has indicated a willingness 

to investigate companies that import goods made or assembled by forced labourers on the grounds 

that those products may constitute the proceeds of crime. It says that this approach was confirmed 

in a recent case in the High Court in the context of cotton products imported from the Xinjiang 

Uyghur Autonomous Region (XUAR). 

https://www.morganlewis.com/pubs/2023/02/the-uks-nca-may-investigate-cotton-imports-linked-

to-modern-slavery 

 

US: FAKE PEOPLE, REAL THREAT - BANKS SCRAMBLE TO STRENGTHEN DIGITAL VERIFICATION 

On 9 February, an article from the American Bankers Association says that banks seeking to spot and 

weed out fake identities face complex challenges.  It warns that synthetic identity fraud is a growing 

problem that could soon become much worse. 

https://bankingjournal.aba.com/2023/02/fake-people-real-threat-banks-scramble-to-strengthen-

digital-verification/ 

 

DRUG SMUGGLING IN THE ARABIAN GULF 

On 7 February, Risk Intelligence published an article saying that, as Gulf countries grapple with rising 

drug consumption rates, drugs smugglers rely on merchant traffic to satisfy demand with potential 

consequences for vessel operators. 

https://www.riskintelligence.eu/analyst-briefings/drug-smuggling-in-the-arabian-gulf 
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ARMS, OIL, AND COAL: THE TUMANGANG-KHASAN RAILROAD CROSSING BETWEEN RUSSIA AND 

NORTH KOREA 

On 17 February, the Beyond Parallel website from CSIS published a report saying that an analysis of 

recent commercially available satellite imagery of the Russia – North Korea railroad crossing 

suggests significantly increased energy and economic trade between the 2 countries as North Korea 

seeks to tighten ties with Russia. Railcars observed at the crossing vary in type and suggest that the 

transfers of coal, oil, and other goods are returning to pre-COVID levels, but this does not rule out 

possible arms transfers. 

https://beyondparallel.csis.org/arms-oil-and-coal-the-tumangang-khasan-railroad-crossing/ 

 

THE END OF THE PORTUGUESE GOLDEN VISA HAS BEEN CONFIRMED 

On 17 February, Dixcart reported that the Portuguese Prime Minister, Antonio Costa has confirmed 

that the Golden Visa programme will be coming to an end (although confirmation of when it will end 

and how, is yet to be announced). 

https://mailchi.mp/dixcart/portuguese-golden-visa-coming-to-an-end 

https://www.youtube.com/watch?v=ZFtJektWTHs  

 

UK SANCTIONS GENERAL LICENCE RE HUMANITARIAN ACTIVITY IN RELATION TO EARTHQUAKE 

RELIEF EFFORTS IN SYRIA AND TURKEY 

On 17 February, HM Treasury advised of a General Licence issued on 15 February pertaining to 

humanitarian activity in relation to earthquake relief efforts in Syria and Turkey. 

https://www.gov.uk/government/publications/ofsi-general-licence-int20232711256 

 

SANCTIONS: FREEZING ASSETS AND RUNNING COSTS 

As part of its Sanctions Monitor, law firm Rahman Ravelli in the UK published this article on 23 

January concerned with a case involving a luxury yacht and why freezing assets can be the start 

rather than the end of the legal process. 

https://www.rahmanravelli.co.uk/articles/freezing-assets-and-running-costs 
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https://www.statista.com/chart/29329/metaverse-revenue 

 

TRUSTS AND SANCTIONS 

In another article that was part of its Sanctions Monitor, on 10 February, Rahman Ravelli published 

article which outlines the sanctions-related obligations recently imposed by the UK on those 

providing trust services. 

https://www.rahmanravelli.co.uk/articles/trusts-and-sanctions 

 

NORWAY RECOVERS $5.8 MILLION WORTH OF CRYPTO STOLEN BY NORTH KOREAN HACKERS 

On 17 February, NK Pro reported that Norway has seized over $5.8 million worth of cryptocurrency 

that North Korean hackers stole last year.  The National Authority for Investigation and Prosecution 

of Economic and Environmental Crime (Okokrim) said in a press release that law enforcement 

recovered the cryptocurrency as part of an ongoing investigation into the Lazarus Group hacking 

https://www.statista.com/chart/29329/metaverse-revenue
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syndicate’s attack on the Vietnam-based company Sky Mavis and its blockchain-based online game 

Axie Infinity. 

https://www.nknews.org/pro/norway-recovers-5-8m-worth-of-crypto-stolen-by-north-korean-

hackers/ 

 

 

https://www.statista.com/chart/29332/gross-gaming-revenue-from-sports-betting-in-the-us 

 

SHIPPING’S ADOPTION OF E-BILLS OF LADING WON’T BE TROUBLE-FREE, WARNS AIR CARGO 

On 17 February, an article in Loadstar says that the electronic bill of lading (eB/L ) interest group the 

Digital Container Shipping Association (DCSA) has announced that nine shipping lines have signed a 

commitment to go fully digital by 2030.  But experience from the air cargo industry shows the 

process will likely not be as straightforward as advertised. 

https://www.nknews.org/pro/norway-recovers-5-8m-worth-of-crypto-stolen-by-north-korean-hackers/
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https://theloadstar.com/shipping-adoption-of-e-bills-of-lading-wont-be-trouble-free-warns-air-

cargo/ 

 

MERCENARY SHOCKS: WHAT THE WAR IN UKRAINE WILL EVENTUALLY MEAN FOR AFRICA 

On 17 February, an article on War on the Rocks warns that at some point the war in Ukraine will end, 

and when it does, the resulting influx of mercenaries will send shockwaves through Africa.  It argues 

that soldiers will find limited job prospects in Ukraine or Russia, as both armies cut down on active-

duty troops.  The Wagner Group and other private military companies from South Africa, France, and 

the UK offer these former soldiers an option to support their families and escape their 

circumstances.  The consequences of this will fall heavily on African countries, which have already 

begun to employ mercenaries at a rate not seen since the Cold War.  It says that Africa, particularly 

the Sahel region, is acutely vulnerable to mercenary interventions. 

https://warontherocks.com/2023/02/mercenary-shocks-what-the-war-in-ukraine-will-eventually-

mean-for-africa 

 

SANCTIONS ENFORCEMENT: LESSONS LEARNED FROM 2022 AND HOW TO PREPARE GOING 

FORWARD 

On 17 February, Dechert LLP published a report saying that, in 2022, the US, UK and EU all 

escalated their sanctions enforcement rhetoric. It finds that, although the UK and EU continue to 

lag behind the US in pursuing sanctions enforcement actions, legislative and procedural changes in 

the UK and EU, including the UK’s introduction of strict liability for civil sanctions breaches, will 

strengthen their respective enforcement regimes going forward.  It also notes that enforcement 

agencies have cooperated at an unprecedented cross-agency and cross-jurisdictional level over the 

past year. 

https://www.jdsupra.com/legalnews/sanctions-enforcement-lessons-learned-3124328/ 

 

US: SENIOR OIL AND GAS TRADER AND BRAZIL-BASED INTERMEDIARY CHARGED IN BRIBERY AND 

MONEY LAUNDERING SCHEME 

On 17 February, a release on Mondo Visione advised that the DoJ had charged a US and a foreign 

national with conspiracy, multiple counts of violating the FCPA, and money laundering in connection 

with an alleged scheme to pay bribes to Brazilian officials to win contracts with Brazil’s state-owned 

and state-controlled energy company, Petróleo Brasileiro S.A. – Petrobras (Petrobras).  The scheme 

involved 2 Connecticut-based trading companies. 
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https://mondovisione.com/media-and-resources/news/us-department-of-justice-senior-oil-and-gas-

trader-and-brazil-based-intermediar/ 

https://www.upi.com/Top_News/World-News/2023/02/17/8481676665488/  

 

MONEY LAUNDERING IN PORTUGAL “SKYROCKETS” IN 2022 

On 17 February, Portugal Resident reported that DCIAP, the department of investigation and penal 

action within the Public Prosecutions Office, reports that 2022 saw incidents of ‘money laundering’ – 

concealment of the origins of illegally obtained money – skyrocket in Portugal. 

https://www.portugalresident.com/money-laundering-in-portugal-skyrockets-in-2022/ 

 

SEA MINING: FAQ 

On 16 February, the US Congressional Research Service published this briefing, saying that sea 

mining, or ocean mining, is sometimes considered as an alternative to land-based mining, especially 

in relation to increasing the supply of some critical minerals.  Various concerns surround sea mining, 

including those relating to jurisdiction over different locations and environmental safeguards. 

https://crsreports.congress.gov/product/pdf/R/R47429 

 

BRIEFING ON AL SHABAAB 

On 14 February, the US Congressional Research Service published an updated briefing on Al Shabaab 

(Harakat Al Shabaab Al Mujahidin, Mujahidin Youth Movement).  Which is a Somalia-based insurgent 

and terrorist group that US Africa Command (AFRICOM) in 2022 labelled as “the largest, wealthiest, 

and most lethal Al Qaeda affiliate in the world today”.  AFRICOM reports that the group poses the 

greatest danger to US citizens and interests in East Africa, and is a threat to the US. 

https://crsreports.congress.gov/product/pdf/IF/IF10170 
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