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ISLE OF MAN CONFIRMS ADDITION OF 7 NAMES TO IRAN HUMAN RIGHTS SANCTIONS LIST 

On 20 March, a news release from the Isle of Man confirmed the addition of 7 individuals to the Iran 

sanctions lists. 

https://www.gov.im/news/2023/mar/20/financial-sanctions-iran-human-rights/ 

 

HOW CRIMINALS USE CULTURAL OBJECTS TO LAUNDER MONEY 

On 5 March, Nyman Gibson Miralis in Australia published an article which followed a FATF report 

that outlines the money laundering vulnerabilities and typologies associated with cultural objects, 

and summarises some of its findings. 

https://ngm.com.au/money-laundering-through-cultural-objects-art/ 

 

UK: RUSSIA SANCTIONS – ENERGY SUPPLY LICENSING CHANGES 

On 21 March, the EU Sanctions blog reported that the guidance re licences that can be granted to 

permit conduct in connection with accounting, advertising, architectural, auditing, business and 

management consulting, engineering, IT consultancy and design and public relations services had 

been amended.  It now allows the possibility of a licence “if it is necessary for ensuring critical 

energy supply to any country”.  

https://www.europeansanctions.com/2023/03/uk-amends-guidance-for-critical-energy-supply-

licensing-for-services-under-reg-54c/ 

 

SEC SETTLES RANSOMWARE DISCLOSURE CHARGES FOR $3 MILLION 

On 21 March, the Compliance & Enforcement blog of the Program on Corporate Compliance and 

Enforcement from the New York University School of Law contained a post about a settlement 

whereby a US firm is to pay $3 million to resolve claims that it made materially misleading 

statements about a 2020 ransomware attack and failed to maintain adequate disclosure controls 

related to cybersecurity.  The post says that the enforcement action provides several takeaways for 

publicly traded companies, including that the SEC continues to make cybersecurity disclosures and 

disclosure controls a major enforcement priority. 

https://wp.nyu.edu/compliance_enforcement/2023/03/20/sec-settles-ransomware-disclosure-

charges-for-3-million/ 

 

https://www.gov.im/news/2023/mar/20/financial-sanctions-iran-human-rights/
https://ngm.com.au/money-laundering-through-cultural-objects-art/
https://www.europeansanctions.com/2023/03/uk-amends-guidance-for-critical-energy-supply-licensing-for-services-under-reg-54c/
https://www.europeansanctions.com/2023/03/uk-amends-guidance-for-critical-energy-supply-licensing-for-services-under-reg-54c/
https://wp.nyu.edu/compliance_enforcement/2023/03/20/sec-settles-ransomware-disclosure-charges-for-3-million/
https://wp.nyu.edu/compliance_enforcement/2023/03/20/sec-settles-ransomware-disclosure-charges-for-3-million/


CHINA: CORRUPTION ALLEGATIONS MADE AGAINST THE FORMER CHAIRMAN OF COMPUTER-CHIP 

CONGLOMERATE TSINGHUA UNIGROUP CO 

On 20 March, the Wall Street Journal reported that China’s National Supervisory Commission had 

accused Zhao Weiguo, 55, of improperly buying goods and services from companies managed by his 

associates and of illegally involving family members and friends in Tsinghua Unigroup’s operations. 

https://www.wsj.com/articles/china-cites-chip-conglomerates-former-chief-in-corruption-probe-

ed5724b0 

 

EXPANDING THE AUSTRALIA GROUP’S CHEMICAL WEAPONS PRECURSORS CONTROL LIST WITH A 

FAMILY-BASED APPROACH 

On 20 March, an article from the Stimson Center said that the Center’s Nonproliferation Compliance 

Cheminformatics Tool can help expand Chemical Weapons Precursors lists by enabling family-based 

approaches, closing loopholes for proliferators.  It says that by using families of chemicals, the 

Chemical Weapons Convention (CWC) can cover with a single entry a wide array of related chemicals 

of concern, including chemicals that have not yet been made. 

https://www.stimson.org/wp-

content/uploads/2023/03/Costanzi_et_al_Pure_and_Applied_Chemistry_2023.pdf 

 

US: HAAS AUTOMATION DENY ALLEGED RUSSIA MACHINE EXPORT ALLEGATIONS 

On 17 March, Metrology News and others reported that Haas Automation has denied a PBS report 

that it had directly provided machines and parts to Russia in violation of US export control and 

sanctions regulations. 

https://metrology.news/haas-automation-deny-alleged-russian-machine-export-allegations/ 

 

HUAWEI REPLACES 13,000 PARTS, REDESIGNS 4,000 CIRCUIT BOARDS TO BEAT US 

SANCTIONS 

On 21 March, PC Magazine reported that Chinese manufacturer Huawei claims it has managed to 

overcome the restrictions placed on it by US sanctions. 

https://au.pcmag.com/news/99296/huawei-replaces-13000-parts-redesigns-4000-circuit-boards-to-

beat-us-sanctions 

 

VIETNAM SETS UP WORKING GROUP TO FIGHT SMUGGLING BY AIR 

On 21 March, Vietnam Net reported that a new working group will intensify inspection and 

supervision to promptly detect and handle smuggling by air at local international airports.   
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The move was made following a major drug smuggling case found recently on a Vietnam Airlines 

flight. 

https://vietnamnet.vn/en/vietnam-sets-up-working-group-to-fight-smuggling-by-air-2122840.html 

https://www.aerotime.aero/articles/four-vietnam-airlines-flight-attendants-arrested-for-smuggling-

drugs-from-paris  

 

CEO OF BULGARIAN INSURANCE HOLDING ALLEGES ‘CORRUPTED’ ROMANIAN OFFICIALS 

On 21 March, EurActiv reported that the head of Eurohold, the largest Bulgarian holding in Bulgaria, 

had accused several Romanian officials of fraud, corruption, money laundering and conspiring to 

stage a major economic and political crisis.  This came after the Romanian regulator ASF declared the 

insolvency and withdrew the licence of the country’s largest car insurer, Euroins. 

https://www.euractiv.com/section/justice-home-affairs/news/ceo-of-bulgarian-holding-alleges-

corrupted-romanian-officials/ 

 

EU ADDS 8 INDIVIDUALS AND 1 ENTITY TO IRAN SANCTIONS LISTS 

EU Regulation 2023/645/EU added 8 persons and 1 entity should be included in the list of natural 

and legal persons, entities and bodies subject to restrictive measures, following human rights abuses 

in Iran. 

https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.LI.2023.080.01.0001.01.ENG&toc=OJ%3AL%3A2023%3A080I%3

ATOC 

https://eur-lex.europa.eu/legal-

content/EN/AUTO/?uri=uriserv:OJ.LI.2023.080.01.0007.01.ENG&toc=OJ:L:2023:080I:TOC 

 

GOLD SHIPMENT FORFEITED AFTER NCA LINKS IT TO DRUG CARTELS 

On 21 March, a news release from the NCA advised that the NCA had obtained a civil recovery order 

for gold worth an estimated £4 million that was being laundered by South American drug cartels.  

The shipment of gold weighing 104 kg was seized at Heathrow in June 2019.  It was being 

transported from the Cayman Islands to Switzerland via Heathrow, having earlier been shipped to 

the Caymans on a private jet which had arrived from Venezuela. 

https://www.nationalcrimeagency.gov.uk/news/gold-shipment-forfeited-after-nca-links-it-to-drug-

cartels 
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UK: NATIONAL FRAUD INITIATIVE CASE STUDIES 

On 21 March, the Cabinet Office issued an update of case studies from the public and private sectors 

give an idea of the type of fraud that NFI can help organisations identify.  The National Fraud 

Initiative compares information held by and between around 1,100 organisations including councils, 

the police, hospitals and almost 30 private sector companies, which helps to identify fraud, errors 

and overpayments. 

https://www.gov.uk/government/publications/national-fraud-initiative-case-studies 

 

UNODC INSPECTORS TO CONTINUE PROVIDING SUPPORT AS DEAL ALLOWING FOR SEA EXPORT OF 

UKRAINE GRAIN RENEWED 

On 20 March, a news release from the UN Office on Drugs & Crime followed the renewal of the Black 

Sea Grain Initiative.  This enables the safe voyage of commercial ships to allow exports from Ukraine 

of grain, related foodstuffs, and fertiliser, including ammonia, to world markets. UNODC plays a 

critical role in the functioning of the Black Sea Grain Initiative, and under the deal, Ukrainian vessels 

guide cargo ships up to international waters of the Black Sea, avoiding mined areas.  The vessels 

then proceed to or from Istanbul along the agreed maritime humanitarian corridor.   

https://www.unodc.org/unodc/frontpage/2023/March/unodc-inspectors-to-continue-providing-

support-as-deal-allowing-for-sea-export-of-ukraine-grain-renewed.html 

 

BELGIUM: MULTI-MILLION-EURO FINES FOR PRODUCING UNDECLARED CIGARETTES 

On 20 March, the Brussels Times reported that a court had imposed millions of euros in fines on 

companies and individuals involved in the manufacture of several million cigarettes in Belgium that 

were not declared to the Customs and Excise service.  Prison sentences were also handed down, 

some of them suspended.  The cigarettes were manufactured and stored in a warehouse in 

Gosselies that was placed under surveillance in Spring 2022. 

https://www.brusselstimes.com/417943/multi-million-euro-fines-for-producing-undeclared-

cigarettes 

 

BUSINESSES AND GOVERNMENT INSTITUTIONS IN CANADA MAY SOON BE SUBJECT TO ENHANCED 

ANNUAL ESG REPORTING REQUIREMENTS ON SUPPLY CHAIN TRANSPARENCY 

On 21 March, Control Risks published an article saying that proactive due diligence can help 

Canadian companies cope with changing regulations.   

https://www.controlrisks.com/our-thinking/insights/how-proactive-due-diligence-can-help-

canadian-companies-adapt-to-increasing-esg-regulations 
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US: FEDERAL COURT SAYS OVERSEAS FCPA ‘WITNESS’ WAS NOT ENTITLED TO MIRANDA WARNING 

On 21 March a post on the FCPA Blog reported that a court had overturned an earlier decision over 

whether or not a foreign citizen interviewed overseas should have received a Miranda warning.   

https://fcpablog.com/2023/03/21/5th-circuit-says-overseas-fcpa-witness-wasnt-entitled-to-

miranda-warning/ 

 

PRECURSORS SEIZED BY RCMP COULD HAVE PRODUCED 262 MILLION LETHAL DOSES OF FENTANYL 

On 16 March, the Vancouver Sun reported that precursor chemicals seized in British Columbia was 

enough to produce 262 million lethal doses of fentanyl and 3 million doses of MDMA, also known as 

ecstasy. 

https://vancouversun.com/news/crime/precursors-seized-bc-rcmp-262-million-lethal-fentanyl-

doses 

 

RUSSIAN COMPANIES FLOODING THEIR KAZAKH PARTNERS WITH NEW REQUESTS TO HELP THEM 

CIRCUMVENT WESTERN SANCTIONS AND IMPORT BADLY NEEDED GOODS 

On 17 March, Yahoo News reported this development in recent weeks, saying that sources said they 

had seen a rise in Russian requests to help get everything from bearings and aircraft parts to rare 

earth metals. 

https://uk.style.yahoo.com/exclusive-russians-flood-kazakhstan-sanction-122200064.html 

 

THE FOREIGN SUPPLY OF REPRESSIVE EQUIPMENT TO HONG KONG 

On 16 March, a report from C4ADS says that Western companies have continued to provide the 

Hong Kong Police Force and the Government Flying Service with equipment, technology, and 

training that may aid in the repression of Hong Kong residents.  It says that, between 2017 and 2022, 

companies in 9 foreign countries – Australia, Canada, Finland, France, Germany, the Netherlands, 

Singapore, UK, and US – received security-related contracts totalling more than US$171 million.  

These 29 foreign contracts are a subset of over 575 security-related contracts, with the rest going to 

Hong Kong-based companies.  However, they are often the sole source of equipment such as bullets, 

boats, and aircraft that may support human rights abuse in Hong Kong. Australian, Canadian, 

Finnish, French, and Singaporean companies have remained active suppliers to the HKPF and 

Government Flying Service. 

https://c4ads.org/commentary/doasisaynotasido/#keyfindings 
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PORSCHE AND TENS OF THOUSANDS IN CASH SEIZED IN EAST OF ENGLAND SEX SLAVERY RAID 

On 19 March, ITV reported that police investigating a modern slavery case have made arrests and 

seized a Porsche and tens of thousands of pounds in cash. A suspected organised crime group (OCG) 

was thought to be exploiting women and forcing them to work in the sex industry.  3 men and 1 

woman were arrested on suspicion of controlling prostitution and money laundering. 

https://www.itv.com/news/anglia/2023-03-19/porsche-and-tens-of-thousands-in-cash-seized-in-sex-

slavery-raid 

 

SOUTH KOREA: NEW SANCTIONS TARGET NORTH KOREA’S SATELLITE AND MISSILE PROGRAMS 

On 21 March, NK News reported that South Korea’s foreign ministry has released a list of 77 

prohibited items in effort to curb DPRK’s ‘parade of provocations’. 

https://www.nknews.org/2023/03/new-rok-sanctions-target-north-koreas-satellite-and-missile-

programs/ 

 

CHINA’S NEW STANDARD CONTRACTUAL CLAUSES (SCC) AND IMPACT ON DATA INTENSIVE 

BUSINESSES 

On 20 March, an article from Crowell Moring said that, in February, the Cyberspace Administration of 

China released the final version of the SCC Regulations, along with the Standard Contractual Clauses 

(SCC).  The SCC set a baseline for cross-border data transfer agreements.  This can impact any 

business that relies on the sharing of information between China and third countries, like the US.  

The SCC will come into effect on 1 June, and companies have an additional 6 months (until 30 

November) to comply with the SCC requirements for the transfer of data outside of China. 

https://communications.crowell.com/e/rkesj24ahbn6k2w/1b91e136-c9cf-41ef-bcd7-ad5d5aaa0bbf 

 

UK UPDATES EXPORT CONTROL LISTS IN LINE WITH WASSENAAR ARRANGEMENT ETC 

On 21 March, the EU Sanctions blog reported on new amending regulations laid before Parliament on 

10 March.  These make the necessary amendments to UK legislation to reflect agreed changes to 

changes to the Wassenaar Arrangement munitions list and dual-use list, as well as changes to other 

multilateral export control regime lists, including those of the Australia Group and the Missile 

Technology Control Regime (MTCR).  The changes enter into force on 31 March. 

https://www.europeansanctions.com/2023/03/uk-updates-export-control-lists-in-line-with-

wassenaar-arrangement/ 
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OFAC: FURTHER SANCTIONS ON PROCUREMENT NETWORKS FOR IRANIAN UAV AND WEAPONS 

PROGRAMS 

On 21 March, OFAC advised that it had designated 4 entities and 3 individuals in Iran and Turkey for 

their involvement in the procurement of equipment, including European-origin engines of 

unmanned aerial vehicles (UAV) in support of Iran’s UAV and weapons programs.  This procurement 

network operates on behalf of Iran’s Ministry of Defense and Armed Forces Logistics (MODAFL), 

which oversees several companies involved in UAV and ballistic missile development. 

https://home.treasury.gov/news/press-releases/jy1355 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20230321 

 

UK: RUSSIA SANCTIONS – PROHIBITION ON PROVIDING TRUST SERVICES TO OR FOR THE BENEFIT 

OF CERTAIN PEOPLE OR ENTITIES. 

On 21 March, HM Treasury advised that the UK government has acted alongside its international 

allies to introduce new measures that will prevent Russia from accessing UK trust services. OFSI says 

that there is there is evidence of UK-based trust and company service providers (TCSP) offering their 

services to persons to enable them to reduce the impact of sanctions in the event they become 

subject to them. Changes mean now that the 1,730 persons that are currently designated under 

regulations imposing an asset freeze are now also designated under regulation 18C (trust services).  

This means that it is now prohibited to provide trust services to or for the benefit of these persons, 

unless permitted by a licence or there is an applicable exception.  The EU Sanctions blog noted that, 

in addition, 6 entries on the Russia sanctions list, and the entry for PJSC Sberbank.  A new General 

Licence from HM Treasury provides for a 90-day wind-down period to undertake any activity 

necessary to terminate an existing arrangement. 

https://ofsi.blog.gov.uk/2023/03/21/trust-services-sanctions-update/ 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1144418/Trust_Services_General_Licence_INT-2023-2589788.pdf 

https://www.europeansanctions.com/2023/03/uk-designates-all-subject-to-trust-services-

prohibition-issues-gl/ 

The Isle of Man followed suit on 21 March – 

https://www.gov.im/news/2023/mar/21/financial-sanctions-russia/ 

https://www.gov.im/news/2023/mar/21/financial-sanctions-russia-general-licence/ 
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BRITISH AUCTIONEER FACES 25 YEARS IN US JAIL AFTER BEING CHARGED WITH FRAUDULENT SALE 

OF 'WORLD'S MOST EXPENSIVE COIN' 

On 21 March, LBC and others reported that a British coin dealer has been charged in New York over 

the fraudulent £3.2 million sale of the 'rarest and most valuable' coin in the world. Richard Beale, 38, 

the owner of London-based auction house Roma Numismatics, allegedly falsified the ownership 

records of 2 ancient coins he sold. 

https://www.dailymail.co.uk/news/article-11886091/British-auction-house-boss-arrested-NYC-

fraudulent-sale-worlds-expensive-coin.html 

https://www.lbc.co.uk/news/british-auctioneer-coin-sale-fraud-new-york-richard-beale/ 

 

EXTRATERRITORIAL APPLICATION OF AMERICAN CRIMINAL LAW 

On 21 March, the US Congressional Research Service published an updated briefing, saying that a 

number of US criminal laws apply extraterritorially outside of the US.  Application is generally a 

question of legislative intent, express or implied.  There are 2 exceptions.  First, the statute must 

come within Congress’s constitutional authority to enact.  Second, neither the statute nor its 

application may violate due process or any other constitutional prohibition.  The CRS also issued an 

“Abbreviated Sketch” – an 8-page summary version. 

https://crsreports.congress.gov/product/pdf/RL/94-166 

https://crsreports.congress.gov/product/pdf/RS/RS22497 

 

DEA WARNS OF 'SHARP INCREASE' IN TRAFFICKING OF FENTANYL MIXED WITH SEDATIVE 

XYLAZINE 

On 21 March, La Prensa de Panama reported that, in the US, the DEA issued a warning of a "sharp 

increase" in the trafficking of fentanyl mixed xylazine in almost all of the US.  Xylazine, also known as 

"Tranq," is a powerful sedative that the FDA has approved for veterinary use. 

https://www.prensa.com/sociedad/dea-alerta-de-fuerte-aumento-en-el-trafico-de-fentanilo-

mezclado-con-el-sedante-xilazina/ 

 

COLOMBIA: PROSECUTOR'S OFFICE INVESTIGATES PRESIDENT’S SON FOR POSSIBLE MONEY 

LAUNDERING 

On 21 March, La Prensa de Panama reported that, in Colombia, the Prosecutor's Office has said that it 

is investigating Nicolás Petro, eldest son of Colombian President Gustavo Petro, for his alleged 

meetings with drug traffickers in prison and for "possible money laundering”. 
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https://www.prensa.com/mundo/fiscalia-colombiana-investiga-a-hijo-de-petro-por-posible-lavado-de-

activos/ 
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