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US DoJ GUIDANCE YET ABOUT THE DANGERS OF USING EPHEMERAL MESSAGING FOR COMPANY 

COMMUNICATIONS 

On 21 March, a post from Cooley explained that ephemeral messaging apps are communication 

platforms that automatically erase the conversation between parties immediately or after a short 

amount of time.  It says that courts and regulatory agencies such as the DoJ have taken notice, 

cautioning organisations on the potential hazards of using messaging apps for business activities 

without sufficient policies and procedures in place to monitor compliance and preserve 

communications when necessary.  At the March 2023 American Bar Association National Institute on 

White Collar Crime, senior DoJ officials are said to have offered their most expansive guidance yet. 

https://cc.cooley.com/2023/03/21/doj-issues-further-guidance-warnings-on-ephemeral-messaging-

apps/ 

 

A LEGAL GUIDE TO NFT 

On 14 March, an article from Harris Bricken warns that, due to the decentralised and anonymous 

nature of the crypto world, NFT come with a host of legal issues regulators haven’t caught up with 

yet.  Because NFT are still so new, little official guidance for regulation has been released thus far – 

hence, understanding the legal issues is essential for businesses looking to successfully move into 

the digital asset space. 

https://harrisbricken.com/blog/a-legal-guide-to-nfts/ 

 

CANADA: OFFICE OF THE SUPERINTENDENT OF FINANCIAL INSTITUTIONS 2023-24 DEPARTMENTAL 

PLAN 

On 20 March, McCarthy Tetrault LLP reported on the contents of this Plan, which sets out the agency’s 

planned initiatives for the coming year. 

https://www.mccarthy.ca/en/insights/articles/osfi-issues-2023-24-departmental-plan 

 

US: COURT REFUSES TO LET 9/11 PLAINTIFFS HAVE AFGHAN CENTRAL BANK ASSETS 

On 16 March, the Transnational Litigation Blog reported that the District Court for the Southern 

District of New York has denied the turnover motions filed by judgment creditors against assets of 

Da Afghanistan Bank that are held at the Federal Reserve Bank of New York.  It explains that, 

following the takeover of Afghanistan by the Taliban, although half of the $7 billion in frozen DAB 
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assets have been transferred to a Swiss organisation designed to aid the Afghan people, the other 

half is subject to ongoing litigation in the US. 

https://tlblog.org/district-court-refuses-to-let-9-11-plaintiffs-have-afghan-central-bank-assets 

 

UK EFFORT TO STOP DIRTY MONEY FLOWING INTO ITS REAL ESTATE SECTOR MAY BE WORKING 

On 21 March, an article from the Brookings Institution assessed the effect of landmark legislation 

making it much harder to own property anonymously.  It says that research seems to show that, 

despite the initial scepticism about the likely effects of the Economic Crime (Transparency and 

Enforcement) Act (ECA) and the Register of Overseas Entities, initial findings suggest that the threat 

of the Register immediately began to deter investment in UK property from higher-risk jurisdictions.  

Following the reintroduction of the ECA, new purchases of UK property by companies based in tax 

havens fell substantially relative to companies based in other countries. 

https://www.brookings.edu/blog/up-front/2023/03/21/the-uks-landmark-effort-to-stop-dirty-money-

flowing-into-its-real-estate-sector-may-be-working 

 

EXPORT CONTROLS AND UNIVERSITY RESEARCH 

The University of Hull has published general guidance, saying that it is the responsibility of researchers 

to ensure their activities are compliant. 

https://www.hull.ac.uk/work-with-us/research/governance/export-controls 

 

ENHANCED SCREENING FOR ROTTERDAM PORT WORKERS AIMS TO THWART DRUG SMUGGLERS 

On 22 March, Dutch News reported that port workers in Rotterdam are to be subjected to stricter 

vetting procedures in an attempt to stop drugs criminals infiltrating the security system. 

https://www.dutchnews.nl/news/2023/03/enhanced-screening-for-rotterdam-port-workers-aims-

to-thwart-drug-smugglers/ 

 

US RETURNS 29 SMUGGLED ANTIQUITIES TO GREECE 

On 22 March, Greek Reporter reported that the US had returned 29 antiquities to Greece during a 

repatriation ceremony at the Greek Consulate of New York.  The antiquities were smuggled out of 

Macedonia, Epirus, Central Greece, the Cyclades, and Crete, and ended up in the US. 

https://greekreporter.com/2023/03/22/us-returns-29-antiquities-greece/ 
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BOLIVIA TO BE EVALUATED BY LATIN AMERICAN BODY ON MONEY LAUNDERING IN APRIL 

On 21 March, El Pais in Costa Rica reported that a commission of the Financial Action Task Force of 

Latin America (Gafilat) will arrive in Bolivia in April.  

https://www.elpais.cr/2023/03/21/bolivia-sera-evaluada-por-organismo-latinoamericano-sobre-

lavado-de-activos/ 

https://eldeber.com.bo/pais/legitimacion-de-ganancias-ilicitas-una-comision-del-gafilat-llegara-a-

bolivia-en-abril_318526 

 

RUSSIAN GOVERNOR'S SON TO BE EXTRADITED TO US FOR SANCTIONS EVASION AND MONEY 

LAUNDERING 

On 22 March, MENA FN reported that Artem Uss, the son of Krasnoyarsk Governor Alexander Uss, 

has been approved for extradition to the US by an Italian court after being arrested in Milan in 

October.  He is accused with evading Western sanctions by purchasing US military technology and 

selling it to sanctioned Russian entities, as well as smuggling oil from Venezuela to customers in 

China and Russia.  In October, a Russian court ordered his arrest and placed him on the federal 

wanted list for his alleged involvement in a money laundering scheme and demanded that he be 

extradited to Russia. 

https://menafn.com/1105834987/Krasnoyarsk-governors-son-to-be-extradited-for-sanctions-

evasion-money-laundering 

 

FORMER FLORIDA STATE LAWMAKER PLEADS GUILTY TO LAUNDERING COVID RELIEF MONEY 

On 21 March, Yahoo News reported that Florida Republican Representative Joseph Harding had 

pleaded guilty to wire fraud, money laundering and making false statements for COVID-19 relief 

money. 

https://news.yahoo.com/former-florida-state-lawmaker-pleads-005420200.html 

 

BULGARIA ARMS TRADE BOOMS ON UKRAINE WAR 

On 22 March, EurActiv reported that Bulgaria’s booming arms industry has never had it so good, 

with exports estimated at $4.3 billion last year — 3 times its previous record.  Although Bulgaria 

itself has largely not sent arms to Ukraine because of its historic ties with Russia, that is where the 

burgeoning production is mostly destined.  Its arms and munitions are instead being bought up by 

neighbouring Romania and Poland before being funnelled to Ukraine. 

https://www.euractiv.com/section/elections/news/guns-and-roses-bulgaria-arms-trade-booms-on-

ukraine-war/ 
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THAILAND DESTROYS OVER 19 TONNES OF ILLEGAL CFC REFRIGERANTS 

On 21 March, Cooling Post reported that more than 19 tonnes of ozone-depleting CFC refrigerants 

seized by Thailand’s customs authority have been collected and destroyed by US company 

Tradewater – a Chicago-based company which finds and collects potent greenhouse gases from all 

around the world to destroy them and prevent the environmental impact. 

https://www.coolingpost.com/world-news/thailand-destroys-over-19-tonnes-of-illegal-cfc-

refrigerants/ 

 

SHINING PATH ON THE OFFENSIVE IN PERU, AGAIN 

On 21 March, Insight Crime reported that clashes between Peruvian armed forces and a faction of 

the Shining Path have left over a dozen people dead in 2023, with the guerrilla group’s latest 

resurgence showcasing its staying power.  It is said that members of the Militarised Communist Party 

of Peru (Militarizado Partido Comunista de Perú – MPCP), the leading Shining Path faction, were 

involved.  The MPCP controls much of the coca-growing hub and the nerve centre of the Shining 

Path’s activities. 

https://insightcrime.org/news/shining-path-offensive-peru-again/ 

 

GLOBAL TERRORISM INDEX (GTI) 

The Institute for Economics & Peace (IEP) has published this, the tenth edition of the Global 

Terrorism Index (GTI).  The report provides a comprehensive summary of the key global trends and 

patterns in terrorism over the last decade.  The calculation of the GTI score considers not only 

deaths but also incidents, hostages and injuries from terrorism, weighted over a 5-year period.  In 

2022, deaths from terrorism fell by 9% to 6,701 deaths and is now 38% lower than at its peak in 

2015.  The fall in deaths was mirrored by a reduction in the number of incidents, with attacks 

declining by almost 28% from 5,463 in 2021 to 3,955 in 2022.  However, if Afghanistan was removed 

from the index, terrorism deaths would have increased by 4%. 

 

https://www.visionofhumanity.org/wp-content/uploads/2023/03/GTI-2023-web-1-1.pdf 
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FINANCIAL NETWORKS OF ISLAMIC STATE 2.0 

On 20 March, RUSI published a Commentary about the globally networked structure that Islamic 

State (IS) has created for finance and other purposes.  The article follows the killing in January of 

well-known extremist Bilal Al-Sudani, together with 9 associates, in northern Somalia.  He was an Al-

Shabaab financier who had left Al-Shabaab, joined IS and become head of IS’s Al-Karrar Office (AKO), 

which is based in Puntland, Somalia, and functions as the coordinating hub of the regional network 

that includes IS’s affiliates in Mozambique and the Democratic Republic of Congo (DRC).  

https://www.rusi.org/explore-our-research/publications/commentary/out-africa-financial-networks-

islamic-state-20 

 

US SANCTIONS NARCO BOSS FROM BOSNIA AND HERZEGOVINA 

On 20 March, OCCRP reported that Edin “Tito” Gačanin, the leader of the Tito and Dino Cartel, also 

known as a “European Escobar”, has been labelled by the DEA as one of the world’s top 50 drug 

dealers.  It is said that the gang registered a number of companies in the Netherlands, Slovenia, 

Spain and Bosnia and Herzegovina, to be used in laundering the drug proceeds. 

https://www.occrp.org/en/daily/17431-u-s-sanctions-narco-boss-from-bosnia-and-herzegovina 

 

AUSTRALIA: LAWYER JAILED FOR 12 YEARS 

On 21 March, a news release from the Australian Federal Police advised that 5 people have now 

been found guilty in New South Wales for their roles in a syndicate alleged to have carried out a 

$105 million tax fraud over a 3-year period.  They included a Sydney lawyer, 52, who was sentenced 

to 12 years imprisonment in June 2022 for his role in knowingly dealing with the proceeds of crime. 

https://www.afp.gov.au/news-media/media-releases/operation-elbrus-court-outcome-revealed-

lawyer-jailed-12-years 

 

CREDIT SUISSE IN BED WITH SANCTIONED CHINESE ENTITIES 

On 21 March, OCCRP reported that Credit Suisse, recently bought by its rival USB, has been investing 

in sanctioned entities in China.  It says that the bank’s activities in China with sanctioned state-

owned entities have, until now, gone unnoticed.  Its Hong Kong-based arm, Credit Suisse Securities, 

invests in listed Chinese entities, some of which are state-owned. 

https://www.occrp.org/en/daily/17435-credit-suisse-in-bed-with-sanctioned-chinese-entities 
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ITALIAN NATIONAL IN €440 MILLION FRAUD LAUNDERED MONEY THROUGH MALTA 

On 20 March, The Shift reported that an Italian national wanted in Italy for his role in a €440 million 

embezzlement fraud is to extradited from Colombia.  Roberto Amoruso allegedly laundered the 

proceeds using cryptocurrencies, gold bars and current accounts in Malta, Cyprus and Madeira.  He 

is also claimed to have been the “brains” behind the operation that allegedly received the money in 

state incentives associated with the Covid pandemic. 

https://theshiftnews.com/2023/03/20/from-medellin-to-malta-italian-in-e440-million-fraud-

laundered-money-through-malta/ 

 

MORE THAN 1,000 ARTIFACTS IN THE METROPOLITAN MUSEUM OF ART CATALOGUE LINKED TO 

ALLEGED LOOTING AND TRAFFICKING FIGURES 

On 20 March, ICIJ reported that an examination of the Met’s antiquities collection, conducted by 

ICIJ, Finance Uncovered and other media partners in recent months, raises new concerns over the 

origin of the museum’s inventory of ancient statues, friezes and other relics. 

https://www.icij.org/investigations/hidden-treasures/more-than-1000-artifacts-in-metropolitan-

museum-of-art-catalog-linked-to-alleged-looting-and-trafficking-figures/ 

 

IRELAND: MOB MONEY LAUNDERER BACK AT HELM OF NEW PROPERTY COMPANY – WEEKS AFTER 

RELEASE 

On 22 March, the Irish Mirror reported that Jim Mansfield Jnr is back at the helm of a new property 

company – just weeks after his release from Portlaoise Prison.  It says that he plans to use the 

company to build new houses, apartments and non-residential properties. 

https://www.sundayworld.com/crime/irish-crime/mob-money-launderer-jim-mansfield-jnr-back-at-

helm-of-new-property-company-weeks-after-release/a1688019441.html 

 

ONECOIN HEAD OF LEGAL AND COMPLIANCE CHARGED FOR ROLE IN CRYPTO FRAUD 

On 22 March, Bitcoin.com reported that authorities in the US have announced charges against a 

former Onecoin executive, extradited Bulgarian national Irina Dilkinska, for her alleged role in the 

scheme. 

https://news.bitcoin.com/onecoin-head-of-legal-and-compliance-charged-for-role-in-crypto-

pyramid/ 
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S&P GLOBAL ESTIMATES RUSSIAN SHADOW FLEET AT 434 VESSELS 

On 21 March, Insurance Marine News reported that S&P Global Market Intelligence had produced a 

white paper and has estimated that 443 tanker vessels of more than 10,000 dwt were currently 

operating within the Russian shadow fleet. 

https://insurancemarinenews.com/insurance-marine-news/sp-global-estimates-russian-shadow-

fleet-at-434-vessels/ 

 

WHY FINCEN’S PROPOSED PUBLIC CORPORATE REGISTER WILL BE ‘NEAR USELESS’ 

A post on the FCPA Blog on 20 March says that it seems that the American Bankers Association (ABA) 

appears to agree with the poster that the proposals are flawed. 

https://fcpablog.com/2023/03/20/why-fincens-proposed-public-corporate-register-will-be-near-

useless/ 

 

PODCAST: WILDLIFE CRIME 

In the latest TRACE podcast, Olivia Swaak-Goldman, Executive Director of the Wildlife Justice 

Commission, joins to discuss the impact of corruption and the role of organised crime in the illicit 

trade in wildlife. 

https://www.traceinternational.org/resources-podcast 

 

EU UPDATES FAQ ON RUSSIAN SANCTIONS – CRYPTOASSETS AND IP RIGHTS 

On 22 March, the EU Sanctions blog reported that a number of existing FAQ have been updated, and 

5 new FAQ have been added. 

https://www.europeansanctions.com/2023/03/eu-commission-updates-russia-sanctions-faqs-on-

crypto-assets-ip-rights/ 

 

UK: RUSSIA SANCTIONS – 1 DUPLICATE ENTRY REMOVED AND 1 AMENDED 

On 22 March, a Notice from HM Treasury advised that a duplicate entry relating to Sergey Borisovich 

KOROLEV has been removed – the original entry still being on the Consolidated List of those subject 

to sanctions.  The entry relating to Alexey Viktorovich KUZMICHEV has been amended. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1145084/Notice_Russia_220323.pdf 

 

https://insurancemarinenews.com/insurance-marine-news/sp-global-estimates-russian-shadow-fleet-at-434-vessels/
https://insurancemarinenews.com/insurance-marine-news/sp-global-estimates-russian-shadow-fleet-at-434-vessels/
https://fcpablog.com/2023/03/20/why-fincens-proposed-public-corporate-register-will-be-near-useless/
https://fcpablog.com/2023/03/20/why-fincens-proposed-public-corporate-register-will-be-near-useless/
https://www.traceinternational.org/resources-podcast
https://www.europeansanctions.com/2023/03/eu-commission-updates-russia-sanctions-faqs-on-crypto-assets-ip-rights/
https://www.europeansanctions.com/2023/03/eu-commission-updates-russia-sanctions-faqs-on-crypto-assets-ip-rights/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1145084/Notice_Russia_220323.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1145084/Notice_Russia_220323.pdf


 

https://www.statista.com/chart/26993/russia-import-partners-timeline 

 

UK: GLOBAL HUMAN RIGHTS SANCTIONS – 1 ENTRY AMENDED 

On 22 March, a Notice from HM Treasury advised that the entry for Ashraf Said Ahmed Hussein ALI 

has been amended. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file

/1144930/Notice_Global_Anti-Corruption_220323.pdf 
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WASTEWATER SAMPLES FROM OVER 100 EUROPEAN CITIES REVEAL LATEST DRUG-TAKING 

TRENDS 

A news release from the EU drugs agency EMCDDA on 22 March reported that a study contained 

analysis which reveals a rise in cocaine and methamphetamine detections and describes 

how wastewater research can now tell us more. 

https://www.emcdda.europa.eu/news/2023/2/wastewater-samples-over-100-european-cities-

reveal-latest-drug-taking-trends_en 
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